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About this document

This document contains information about the Security Server for z/OS and z/OS.e,
which consists of these components:

* Resource Access Control Facility (RACF)
» DCE Security Server
» z/OS Firewall Technologies

+ Lightweight Directory Access Protocol (LDAP) Server, which includes client and
server function

» Open Cryptographic Enhanced Plug-ins
» Security Server Network Authentication Service
* PKI Services

For information about the other components, see the publications related to those
components.

Purpose of this document

This publication describes the syntax and the functions of the commands for RACF.
The commands are presented in alphabetical order, and the operands within each
command description are presented alphabetically. Exceptions occur where
operands are positional, where alternative operands are grouped together or
whereever alternative operand grouping is more practical for easier understanding.

The appendixes of this document contain information on generic and discrete
profiles for data sets and general resources, as well as a list of the RACF® classes.

Who should use this document

This document is intended for RACF-defined users who are responsible for
creating, updating, or maintaining the profiles for users, groups, data sets, and
general resources in the RACF database.

Readers must be familiar with the RACF concepts and terminology. Many RACF
functions also require you to understand the more detailed descriptions in [z209
[Security Server RACF Security Administrator’s Guidel

How to use this document
« If you want a concise list of all the RACF commands, see
[‘Introduction” on page 1}

If you need a general discussion on entering RACF commands, see |Chapter 2
[‘Basic information for issuing RACF commands” on page 7}

If you need information on how to read syntax diagrams, see[‘Syntax of RACH
[commands and operands” on page 9|

 If you want information about entering a RACF command as a RACF TSO
command, see [Chapter 3, “RACF TSO commands” on page 15|

 |If you want information about entering a RACF command as a RACF operator
command, see |Chapter 4, “RACF operator commands” on page 21l

» If you know the command you wish to enter, but are unsure of the syntax, see
the chapter that documents the appropriate command.

© Copyright IBM Corp. 1994, 2002 Xi



Preface

Where to find more information

Where necessary, this document references information in other publications. For
complete titles and order numbers for all elements of zZ0S™, see [z/0S Informatior]

Softcopy publications

The RACF library is available on the following CD-ROMs. The CD-ROM online
library collections include Library Reader™, which is a program that enables you to
view the softcopy documents.

RACF courses

SK3T-4269

SK3T-4272

SK2T-2180

SK3T-7876

SK2T-2177

z/OS Version 1 Release 4 Collection

This collection contains the set of unlicensed documents for the
current release of z/OS in both BookManager® and Portable
Document Format (PDF) files. You can view or print the PDF files
with the Adobe Acrobat reader.

z/0OS Security Server RACF Collection

This softcopy collection kit contains the Security Server library for
z/OS in both BookManager and Portable Document Format (PDF)
files. You can view or print the PDF files with the Adobe Acrobat
reader.

Online Library OS/390 Security Server RACF Information Package

This softcopy collection contains the Security Server library for
0S/390. It also contains the RACF/MVS Version 2 product libraries,
the RACF/VM 1.10 product library, product documents from the
0S/390® and VM collections, International Technical Support
Organization (ITSO) documents (known as Redbooks™), and
Washington System Center (WSC) documents (known as orange
books) that contain information related to RACF. The collection
does not contain any licensed publications. By using this CD-ROM,
you have access to RACF-related information from IBM products
such as 0S/390, VM/ESA®, CICS®, and NetView®.

IBM eServer zSeries™ Redbooks Collection

This softcopy collection contains a set of documents called
Redbooks that pertain to zSeries subject areas ranging from
e-business application development and enablement to hardware,
networking, Linux, solutions, security, Parallel Sysplex® and many
others.

IBM Redbooks S/390% Collection

This softcopy collection contains a set of documents called
Redbooks that pertain to S/390 subject areas ranging from
application development and enablement to hardware, networking,
security, Parallel Sysplex and many others.

The following RACF classroom courses are available:

ES840
H3917
H3927

Implementing RACF Security for CICS/ESA® and CICS/TS
Basics of OS/390 Security Server RACF Administration
Effective RACF Administration

Xii  z/0S V1R4.0 Security Server RACF Command Language Reference



Preface
ES88A Exploiting the Features of OS/390 Security Server RACF

IBM provides a variety of educational offerings for RACF. For more information
about classroom courses and other offerings, do any of the following:

» See your IBM representative
» Call 1-800-IBM-TEACH (1-800-426-8322)

Using LookAt to look up message explanations

LookAt is an online facility that allows you to look up explanations for most
messages you encounter, as well as for some system abends and codes. Using
LookAt to find information is faster than a conventional search because in most
cases LookAt goes directly to the message explanation.

You can access LookAt from the Internet at:
[http://www.ibm.com/eserver/zseries/zos/bkserv/lookat/|

or from anywhere in z/OS where you can access a TSO/E command line (for
example, TSO/E prompt, ISPF, z/OS UNIX System Services running OMVS). You
can also download code from the z/OS Collection (SK3T-4269) and the LookAt Web
site that will allow you to access LookAt from a handheld computer (Palm Pilot VIIx
suggested).

To use LookAt as a TSO/E command, you must have LookAt installed on your host
system. You can obtain the LookAt code for TSO/E from a disk on your z/0OS
Collection (SK3T-4269) or from the News section on the LookAt Web site.

Some messages have information in more than one document. For those
messages, LookAt displays a list of documents in which the message appears.

Accessing z/OS licensed documents on the Internet

z/OS licensed documentation is available on the Internet in PDF format at the IBM
Resource Link™ Web site at:

[http://www.ibm.com/servers/resourcelink|

Licensed documents are available only to customers with a z/OS license. Access to
these documents requires an IBM Resource Link user ID and password, and a key
code. With your z/OS order you received a Memo to Licensees, (GI10-0671), that
includes this key code. '

To obtain your IBM Resource Link user ID and password, log on to:

[http://www.ibm.com/servers/resourcelink|

To register for access to the z/OS licensed documents:

1. Sign in to Resource Link using your Resource Link user ID and password.

2. Select User Profiles located on the left-hand navigation bar.

Note: You cannot access the z/OS licensed documents unless you have registered
for access to them and received an e-mail confirmation informing you that
your request has been processed.

Printed licensed documents are not available from IBM.

1. z/0S.e™ customers received a Memo to Licensees, (GI10-0684) that includes this key code.

About this document  Xiil
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You can use the PDF format on either z/OS Licensed Product Library CD-ROM or
IBM Resource Link to print licensed documents.

IBM systems center publications

IBM systems centers produce documents known as red and orange books that can
help you set up and use RACF. These documents have not been subjected to any
formal review nor have they been checked for technical accuracy, but they
represent current product understanding (at the time of their publication) and
provide valuable information on a wide range of RACF topics. They are not shipped
with RACF; you must order them separately. A selected list of these documents
follows. Other documents are available, but they are not included in this list, either
because the information they present has been incorporated into IBM product
manuals or because their technical content is outdated.

G320-9279 Systems Security Publications Bibliography

GG22-9396 Tutorial: Options for Tuning RACF

GG24-3378 DFSMS and RACF Usage Considerations

GG24-3451 Introduction to System and Network Security: Considerations, Options, and
Techniques

GG24-3524 Network Security Involving the NetView Family of Products

GG24-3970 Elements of Security: RACF Overview - Student Notes

GG24-3971 Elements of Security: RACF Installation - Student Notes

GG24-3972 Elements of Security: RACF Advanced Topics - Student Notes

GG24-3984 RACF Macros and Exit Coding

GG24-4282 Secured Single Signon in a Client/Server Environment

GG24-4453 Enhanced Auditing Using the RACF SMF Data Unload Utility

GG26-2005 RACF Support for Open Systems Technical Presentation Guide

GC28-1210 System/390® MVS™ Sysplex Hardware and Software Migration

SG24-4704 0S/390 Security Services and RACF-DCE Interoperation

SG24-4820 0S/390 Security Server Audit Tool and Report Application

SG24-5158 Ready for e-business: OS/390 Security Server Enhancements

SG24-5339 The 0S/390 Security Server Meets Tivoli®: Managing RACF with Tivoli

Security Products

Other sources of information

IBM provides customer-accessible discussion areas where RACF may be discussed
by customer and IBM participants. Other information is also available through the
Internet.

IBM discussion areas

IBM provides ibm.servers.mvs.racf newsgroup for discussion of RACF-related
topics. You can find this newsgroup on news (NNTP) server news.software.ibm.com
using your favorite news reader client.

Internet sources

The following resources are available through the Internet to provide additional
information about the RACF library and other security-related topics:

* Online library
To view and print online versions of the z/OS publications, use this address:
[http://www.ibm.com/servers/eserver/zseries/zos/bkserv/|

* Redbooks
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Preface
The documents known as Redbooks that are produced by the International
Technical Support Organization (ITSO) are available at the following address:
|http://www.ibm.com/redbooks/|
Enterprise systems security

For more information about security on the S/390 platform, OS/390, and z/OS,
including the elements that comprise the Security Server, use this address:

|nttp://www.ibm.com/servers/eserver/zseries/zos/security/|

RACF home page

You can visit the RACF home page on the World Wide Web using this address:
|nttp://www.ibm.com/servers/eserver/zseries/zos/racf/|

RACF-L discussion list

Customers and IBM participants may also discuss RACF on the RACF-L
discussion list. RACF-L is not operated or sponsored by IBM; it is run by the
University of Georgia.

To subscribe to the RACF-L discussion and receive postings, send a note to:
listserv@listserv.uga.edu

Include the following line in the body of the note, substituting your first name and
last name as indicated:

subscribe racf-1 first_name last_name

To post a question or response to RACF-L, send a note, including an appropriate
Subject: line, to:

racf-1@Tistserv.uga.edu

Sample code

You can get sample code, internally-developed tools, and exits to help you use
RACF. This code works in our environment, at the time we make it available, but

is not officially supported. Each tool or sample has a README file that describes
the tool or sample and any restrictions on its use.

To access this code from a Web browser, go to the |RACF home page| and select
the “Downloads” topic from the navigation bar, or go to
[ftp://ftp.software.ibm.com/eserver/zseries/zos/racf/,

The code is also available from ftp.software.ibm.com through anonymous FTP.
To get access:

1. Log in as user anonymous.

2. Change the directory, as follows, to find the subdirectories that contain the
sample code or tool you want to download:

cd eserver/zseries/zos/racf/

An announcement will be posted on the RACF-L discussion list and on
newsgroup ibm.servers.mvs.racf whenever something is added.

Note: Some Web browsers and some FTP clients (especially those using a
graphical interface) might have problems using ftp.software.ibm.com
because of inconsistencies in the way they implement the FTP protocols.
If you have problems, you can try the following:

— Try to get access by using a Web browser and the links from the
[RACF home pagel

— Use a different FTP client. If necessary, use a client that is based on
command line interfaces instead of graphical interfaces.
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— If your FTP client has configuration parameters for the type of remote
system, configure it as UNIX® instead of MVS.

Restrictions
Because the sample code and tools are not officially supported,

— There are no guaranteed enhancements.
— No APARs can be accepted.

To request copies of IBM publications

Direct your request for copies of any IBM publication to your IBM representative or
to the IBM branch office serving your locality.

There is also a toll-free customer support number (1-800-879-2755) available
Monday through Friday from 6:30 a.m. through 5:00 p.m. Mountain Time. You can
use this number to:

* Order or inquire about IBM publications
* Resolve any software manufacturing or delivery concerns

» Activate the program reorder form to provide faster and more convenient ordering
of software updates
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Summary of changes

Summary of changes
for SA22-7687-03
z/0OS Version 1 Release 4

This document contains information previously presented in zZOS Security Server
RACF Command Language Reference, SA22-7687-02, which supports z/0OS
Version 1 Release 3.

New information

* Information has been added to indicate this document supports z/OS.e.

* A new PCICC sub-operand has been added to the GENCERT operand in the
RACDCERT command.

* Anew EIM operand has been added to the ADDUSER, ALTUSER, LISTUSER,
RALTER, RDEFINE, RLIST and SETROPTS commands.

» Additional UID/GID suport has been added to the ADDGROUP, ADDUSER,
ALTGROUP, ALTUSER and SEARCH commands.

* New PADS support has been added to RALTER and RDEFINE.

» Additional PKI services support has been added to the RACDCERT command.

* The SETROPTS command has been updated to support Multi-level security
(MLS).

Changed information
» The descriptions of the RACDCERT operands have been restructured for clarity.

» The description of APPLDATA for the RDEFINE and RALTER commands has
been reorganized for clarity.

This document includes terminology, maintenance, and editorial changes. Technical
changes or additions to the text and illustrations are indicated by a vertical line to
the left of the change.

Starting with z/OS V1R2, you may notice changes in the style and structure of
some content in this document—for example, headings that use uppercase for the
first letter of initial words only, and procedures that have a different look and format.
The changes are ongoing improvements to the consistency and retrievability of
information in our documents.

Summary of changes
for SA22-7687-02
z/0OS Version 1 Release 3

This document contains information previously presented in zZOS SecureWay
Security Server RACF Command Language Reference, SA22-7687-01, which
supports z/OS Version 1 Release 2.

New information

* New information has been added to the ALTUSER command describing the
results if an unauthorized user specifies the UAUDIT keyword.

* The new PROXY keyword in support of Policy Director is now provided for the
ADDUSER, ALTUSER, LISTUSER, RALTER, RDEFINE and RLIST commands.
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* The SET command now supports the new PDCALLABLE keyword for the
TRACE operand in support of IBM Policy Director.

* The SET command Callable Services table now supports IRRSCLOO for Access
Control Lists.

Changed information
* The descriptions of the RESTRICTED keyword has been modified for zZOS UNIX
support in the ADDUSER and ALTUSER commands.

* The description of MAXSIZE and SIZE subkeywords to the TSO keyword of the
ADDUSER and ALTUSER commands has been modified to show their
relationship to each other.

» The RDELETE command definition of profile-name has been enhanced regarding
profiles in the CACHECLS class in support of IBM Policy Director.

* The Callable Services Table for the SET command has been modified to identify
the callables services correctly.

Deleted information

» The RACF glossary has been removed from this publication. See |zZ0S Security
[Server RACF Security Administrator’s Guide for the RACF glossary.

This document includes terminology, maintenance, and editorial changes. Technical
changes or additions to the text and illustrations are indicated by a vertical line to
the left of the change.

Summary of changes
for SA22-7687-01
2z/0OS Version 1 Release 2

This document contains information previously presented in zZ0S SecureWay
Security Server RACF Command Language Reference, SA22-7687-00, which
supports z/OS Version 1 Release 1.

New information
* The ADDUSER command supports the following for the keyword KERB:
— ENCRYPT and the following subkeywords:
- DES | NODES
- DESS3 | NODES3
- DESD | NODESD
* The ADDGROUP command supports the following keywords:
— UNIVERSAL
* The ALTUSER command supports the following for the keyword KERB:
— ENCRYPT and the following subkeywords:
- DES | NODES
- DESS3 | NODES3
- DESD | NODESD
— NOENCRYPT
* The LISTGRP command displays the new attribute:
— UNIVERSAL
The LISTUSER command displays new information for the KERB attribute:
— KEY ENCRYPTION TYPE=DES DES3 DESD
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The RALTER command supports the following for the keyword KERB:
— ENCRYPT and the following subkeywords:

- DES | NODES

- DES3 | NODES3

- DESD | NODESD
— NOENCRYPT
The RDEFINE command supports the following for the keyword KERB:
— ENCRYPT and the following subkeywords:

- DES | NODES

- DES3 | NODES3

- DESD | NODESD
The RLIST command displays new information for the KERB attribute:
— KEY ENCRYPTION TYPE=DES DES3 DESD

The SET command supports the following new keywords for the TRACE
operand:

— [ASID(asid ... I)l NOASID | ALLASIDS ]
[ CALLABLE(ALL | NONE | TYPE(type ...)) | NOCALLABLE ]

[ DATABASE([ALL | NONE] [ALTER | NOALTER] [ALTERI | NOALTERI]
[READ | NOREAD]) | NODATABASE ]

[ JOBNAME( (jobname ... I*) | NOJOBNAME | ALLJOBNAMES ]
[ RACROUTE(ALL | NONE | TYPE(type ...)) | NORACROUTE ]
The SETROPTS command supports the following new keyword:
— KERBLVL(O | 1)

Changed information

The RDEFINE, RALTER, RLIST, RDELETE and PERMIT commands have been
enhanced to accept mixed case profile names for classes whose CDT entries are
specified with CASE=ASIS.

The RDEFINE and RALTER commands have been enhanced to accept mixed

case member names in the ADDMEM and DELMEM operands for mixed case
classes.

The ADDSD, RDEFINE and PERMIT commands have been enhanced to accept
mixed case profile names in the FROM operand when the FCLASS operand
specifies a mixed case class.

The SEARCH command has been enhanced to support mixed case strings on
the FILTER and MASK operands for mixed case classes, and on the CLIST
operand for any class.

This document contains terminology, maintenance, and editorial changes, including
changes to improve consistency and retrievability.

Summary of changes ~ XiX
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Chapter 1. Introduction

The profiles in the RACF database contain the information RACF needs to control
access to resources. The RACF commands allow you to add, change, delete, and

list the profiles for:

Users
Groups
Data sets

General resources, which include terminals, DASD volumes, and all other
resource classes defined in the RACF class descriptor table (CDT)

shows, in alphabetic order, each command, and its function.

Most RACF functions do not require special versions or releases of the operating
system or operating system components. Some, however, do require that your
system be at a certain level. If you are unsure about whether a particular RACF
function is available with your system, see your security administrator.

Some commands require that the RACF subsystem be active or that you have

authorization to issue the commands. Refer to the “Authorization Required” section
with each command for details on the authorization required.

The following RACF commands are available only on RACF for VM:

» ADDFILE
« ADDDIR

e ALTFILE

* ALTDIR

* DELFILE
« DELDIR

* LFILE

* LDIRECT
* PERMFILE
 PERMDIR
* SRFILE

+ SRDIR

See the RACF Command Language Reference for your VM system for more

information.

Summary of commands and their functions

RACF commands allow you to list, modify, add, and delete profiles for users,

groups, connect entries, and resources. [Table 1 on page 2| shows, in alphabetic

order, each of the commands and its functions.

© Copyright IBM Corp. 1994, 2002



Introduction
Table 1. Functions of RACF Commands

RACF Command Command Functions

ADDGROUP = Define one or more new groups as a subgroup of an existing group.
» Specify a model data set profile for a group.
» Define default DFP information for a group.
» Define the z/OS UNIX information for a group.
» Define a group as a universal group.

ADDSD » RACF-protect one or more existing data sets.
* RACF-define one or more data sets brought from another system where they were RACF-protected.
» RACF-define generic data set profiles.
» Create a new data set model profile.

ADDUSER » Define one or more new users and connect the users to their default connect group.
» Specify a model data set profile for a user.
» Define CICS operator information.
» Define default DFP information for a user.
» Define the EIM information for a user.
» Define the preferred national language.
» Define default operator information.
» Define default TSO logon information for a user.
= Define default work attributes.
» Define the z/OS UNIX information for a user.
» Define the DCE information for a user.
» Define default NetView operator information.
» Define the COMMAND field of the logon panel.
» Define the LNOTES and NDS information for a user.
» Define access checking with the RESTRICTED and NORESTRICTED keywords.
» Define the KERB information for a user.
» Define the PROXY information for a user.

ALTDSD » Change one or more discrete or generic data set profiles.
» Protect a single volume of a multivolume, non-VSAM DASD data set.
» Remove protection from a single volume of a multivolume, non-VSAM DASD data set.

ALTGROUP » Change the information in one or more group profiles (such as the superior group, owner, or model
profile name).
» Change or delete the default DFP information for a group.
» Add, change, or delete the information for the z/OS UNIX group.

ALTUSER » Change the information in one or more user profiles (such as the owner, universal access authority, or
security level).
* Revoke or reestablish one or more users’ privileges to access the system.
» Specify logging of information about the user, such as the commands the user issues.
» Change or delete CICS operator information.
= Change or delete the default DFP information for a user.
» Define, change or delete the EIM information for a user.
» Change the preferred national language.
» Change or delete the default operator information.
» Change or delete the default TSO logon information for a user.
» Change or delete the default work attributes.
» Add, change, or delete the information for the z/OS UNIX user.
» Change the DCE information for a user.
* Change or delete NetView operator information.
* Manipulate the COMMAND field of the logon panel.
» Change the LNOTES and NDS information for a user.
» Change access checking methods with the RESTRICTED and NORESTRICTED keywords.
* Add or change the KERB information for a user.
» Add or change the PROXY information for a user.

CONNECT » Connect one or more users to a group.
» Modify one or more users’ connection to a group.
» Revoke or reestablish one or more users’ privileges to access the system.

DELDSD » Delete one or more discrete or generic data set profiles.
» Delete a discrete data set profile for a tape data set, while retaining the data set name in the TVTOC.
* Remove a data set profile, but leave the data set RACF-indicated, when moving a RACF-protected
data set to another system that has RACF.

DELGROUP » Delete one or more groups and their relationship to the superior group.
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Introduction

Table 1. Functions of RACF Commands (continued)

RACF Command Command Functions

DELUSER .

Delete one or more users and remove all of their connections to RACF groups.

DISPLAY .

Display users signed on to a RACF subsystem.

HELP .

Display the function and proper syntax of RACF commands.

LISTDSD .

List the details of one or more discrete or generic data set profiles, including the users and groups
authorized to access the data sets.

Determine the most specific matching generic profile for a data set.

Perform a local refresh of generic DATASET profiles.

LISTGRP .

List the details of one or more group profiles, including the users connected to the group.
List only the information contained in a specific segment (RACF, DFP, or OMVS) of the group profile.
Display limited information if the group is a UNIVERSAL group.

LISTUSER .

List the details of one or more user profiles, including all of the groups to which each user is
connected.

List only the information contained in a specific segment (for example, DFP or OMVS information) of a
user profile.

PASSWORD :

Change one or more users’ passwords.
Change one or more users’ password change interval.
Reset one or more users’ passwords to a known default value.

PERMIT .

Give or remove authority to access a resource to specific users or groups.
Change the level of access authority to a resource for specific users or groups.
Copy the list of authorized users from one resource profile to another.

Delete an existing access list.

RACDCERT .

List information about the existing certificate definitions for a specified RACF-defined user ID or the
requester’s user ID.

Add a certificate definition and associate it with a specified RACF-defined user ID or the requester’s
user ID and set the TRUST flag.

Check to see if a certificate has been defined to RACF.

Alter the TRUST flag for an existing definition.

Delete an existing definition.

Add or remove a certificate to a key ring.

Create, delete, or list an existing key ring.

Generate a public/private key pair and certificate.

Write a certificate or certificate package to a data set.

Create a certificate request.

Create, alter, delete, or list a certificate name filter.

Gather diagnostic information.

RACLINK .

Define, approve, and delete (undefine) a user ID association.
List information related to a user ID association.
Establish password synchronization between user IDs.

RALTER .

Change the discrete or generic profiles for one or more resources whose class is defined in the class
descriptor table.

Maintain the global access checking tables.

Maintain security category and security level tables.

List the encryption keys used if the profile has a KERB segment.

Maintain DLFDATA, SESSION, SSIGNON, and STDATA segment information in the profiles.

Define, change, or delete the DOMAINDN, OPTIONS and LOCALREGISTRY information in the EIM
segment.

Change profiles associated with a SystemView for MVS application.

Define, change, or delete the LDAPHOST address, BINDDN and BINDPW information in the PROXY
segment.
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Introduction

Table 1. Functions of RACF Commands (continued)

RACF Command

Command Functions

RDEFINE .

RACF-protect by a discrete or generic profile any resource whose class is defined in the class

descriptor table.

Define entries in the global access checking tables.

Define security category and security level tables.

Define the encryption keys used if the profile has a KERB segment.

Define DLFDATA, SESSION, SSIGNON, and STDATA segment information in the profiles.

Define the EIM segment and the DOMAINDN, OPTIONS and LOCALREGISTRY information for the

segment.

Define the list of classes for which RACF is to save RACLISTed results on the RACF database.

Define profiles associated with a SystemView for MVS application.

Create, alter, or delete additional criteria for a certificate name filter.

Define the LDAPHOST address, BINDDN and BINDPW information if the profile has a PROXY

segment.

Define the SHARED.IDS profile in the UNIXPRIV class, which controls the default behavior of adding

or altering UIDs and GIDs in the OMVS segment.

Modify the processing of zZOS UNIX System Services by defining profiles in the UNIXPRIV class that

either:

— Serve as system-wide options (such as the CHOWN.UNRESTRICTED or
FILE.GROUPOWNER.SETGID profiles).

— Define an individual superuser capability (such as the ability to change file ownership using the
SUPERUSER.FILESYS.CHOWN resource), which can be granted to a user instead of assigning
UID(0).

RDELETE .

Remove RACF-protection from one or more resources whose class is defined in the class descriptor
table.

Delete the global access checking tables.

Delete the security category and security level tables.

Delete a class from the list of classes for which RACF saves RACLISTed results on the RACF
database.

REMOVE .

Remove one or more users from a group and assign a new owner for any group data sets owned by
the users.

RESTART .

Restart a function in the RACF subsystem address space.
Restart the connection to a specific member system on a multisystem node.

RLIST .

List the details of discrete or generic profiles for one or more resources whose class is defined in the

class descriptor table.

List the contents of the DLFDATA, SESSION, SSIGNON, and STDATA segments in the profiles.

List the DOMAINDN, OPTIONS and LOCALREGISTRY information if the profile has an EIM segment.
List the encryption keys used if the profile has a KERB segment.

List the LDAPHOST address, BINDDN information and whether or not a BINDPW exists if the profile

has a PROXY segment.

Perform a local refresh of generic general resource profiles.

RVARY .

4

Dynamically deactivate and reactivate the RACF function.

Dynamically deactivate and reactivate the RACF primary and backup database.

Switch the primary and backup RACF databases.

Deactivate resource protection, for any resource whose class is defined in the class descriptor table,
while RACF is deactivated.

Select operational mode when RACF is enabled for sysplex communication.
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Introduction

Table 1. Functions of RACF Commands (continued)

RACF Command Command Functions

| SEARCH » Obtain a list of RACF profile names that meet the search criteria for a class of, resources, users, or
| groups. These profile names can then be displayed on your terminal.

| — Profile names that contain a specific character string

| — Profiles for resources that have not been referenced for more than a specific number of days

| — Profiles that RACF recognizes as model profiles

| — Data set and general resource profiles that contain a level equal to or greater than the level you
| specify

| — User and resource profiles that contain a security label that matches the security label you specify.
| — User and resource profiles that contain a security level that matches the security level that you

| specify

| — User and resource profiles that contain an access category that matches the access category that
| you specify.

| — User profiles that contain an OMVS UID equal to the UID you specify.

| — Group profiles that contain an OMVS GID equal to the GID you specify.

| — Profiles for tape volumes that contain only data sets with an expiration date that matches the

| criteria you specify.

| — Profiles for data sets that reside on specific volumes (or VSAM data sets that are cataloged in

| catalogs on specific volumes).

| — Profiles for tape data sets, non-VSAM DASD data sets, or VSAM data sets.

| » Format the selected profile names with specific character strings into a series of commands or

| messages and retain them in a CLIST data set.

| » Create a CLIST of the RACF profile names that meet a search criteria for a class of resources.

SET  List information related to RACF remote sharing facility (RRSF) on the local node.
+ Specify the name of a member of the RACF parameter library to be processed by RRSF.
» Set tracing on or off for specified operands.
» Specify options for automatic command direction.

SETROPTS Dynamically set system-wide options relating to resource protection, specifically:

» Choose the resource classes that RACF is to protect.

» Gather and display RACF statistics.

= Set the universal access authority (UACC) for terminals.

» Set the KERBLVL to be used if a profile has a KERB segment.

= Specify logging of certain RACF commands and events.

» Permit list-of-groups access checking.

» Display options currently in effect.

» Enable or disable generic profile checking on either a class-by-class or system-wide level.

» Control user password syntax rules.

= Establish password syntax rules.

» Activate password processing for checking previous passwords, limit invalid password attempts, and
warn of password expiration.

+ Control global access checking for selected individual resources or generic names with selected
generalized access rules.

+ Set the passwords for authorizing use of the RVARY command.

« Initiate refreshing of in-storage generic profile lists and global access checking tables.

» Enable or disable shared generic profiles for general resources in common storage.

» Enable or disable shared profiles through RACLIST processing for general resources.

» Activate or deactivate auditing of access attempts to RACF-protected resources based on
installation-defined security levels.

+ Activate enhanced generic naming.

+ Control the use of automatic data set protection (ADSP).

» Activate profile modeling for GDG, group, and user data sets.

= Activate protection for data sets with single-level names.

» Control logging of real data set names.

» Control the job entry subsystem (JES) options.

» Activate tape data set protection.

» Control whether or not data sets must be RACF-protected.

+ Control the erasure of scratched DASD data sets.

» Activate program control.

= Control whether a profile creator’s user ID is automatically added to the profile’s access list.

| * Make the name of the local RACF registry available to EIM services.

SIGNOFF + Sign off users from a RACF subsystem.
STOP » Stop the RACF subsystem address space.
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Introduction

Table 1. Functions of RACF Commands (continued)

RACF Command

Command Functions

TARGET

» List the controls and operational characteristics of the specified target RRSF nodes.

» Specify the name of the target RRSF node.

* Request an operational state for connection to the target RRSF node.

» Delete an RRSF node from the local node.

» Specify a description of the target RRSF node.

» Purge the workspace data sets managed by RRSF in the RACF subsystem address space.

» Specify the protocol type for the transport mechanism to be used in communication between the two

RRSF nodes.

» Specify the relationship between the target RRSF node and the node being configured.
= Specify a prefix for the workspace data sets allocated by and used by RRSF for each target node.
» Specify the characteristics of the workspace data sets associated with the node being defined to

RRSF.

» Specify the name of a multisystem node.
 Identify the main system in a multisystem RRSF node.

Note: In data sharing mode or read-only mode, RACF employs global ENQs to
serialize access to the RACF database before adding or removing protection
from a resource. Otherwise—unless the installation has explicitly converted
to GRS—RACF uses hardware RESERVE/RELEASE.
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Chapter 2. Basic information for issuing RACF commands

You can use the RACF commands to add, modify, or delete RACF profiles and to
define system-wide options. Before you can issue a RACF command, you must be
defined to RACF with a sufficient level of authority.

How to enter RACF commands

There are several ways to enter RACF commands.

RACF TSO commands

Some RACF commands can be entered as RACF TSO commands. For information
on entering RACF commands as RACF TSO commands, see |Chapter 3, “RACF|
[TSO commands” on page 15| For a complete list of which RACF commands can be
entered as RACF TSO commands, see [Table 2 on page 8!

RACF operator commands

Some RACF commands can be entered as RACF operator commands. For
information on entering RACF commands as RACF operator commands, see
|Chapter 4, “RACF operator commands” on page 21L For a complete list of which
RACF commands can be entered as RACF operator commands, see

Command direction and automatic command direction

With command direction, some RACF commands can be directed to run under the
authority of a user ID on a remote node, or the same node. Use the AT keyword on
our command for command direction. For information on command direction, see

7/0OS Security Server RACF General User’s Guidg or|z/OS Security Server RACH
Security Administrator’s Guidg. For information on the AT keywords, see the eligible
command descriptions. For a complete list of RACF commands that are eligible for
command direction, see [Table 2 on page 8|

The possibility of failing while attempting to execute a command issued on one
(up-level) system and manually or automatically directed to another (down-level)
system through RACF remote sharing has been present since the introduction of
RACF 2.2. This failure can occur for any of the following reasons:

» The command references a class unknown to the target system (for example, if
the class descriptor tables are different),

* The command references a segment or field unknown to the target system (for
example, if the templates or dynamic parse definition are different)

* The command uses a command keyword unknown to the target (for example, if
the dynamic parse definitions or command processor code is different), or if it
specifies a profile or member name that is unacceptable to the target system (for
example, if the class descriptor tables have different syntax requirements for
profile name length or syntax).

If an out-of-synchronization condition occurs while using automatic command
direction, a RACF TSO command can be directed with the ONLYAT keyword to fix
the condition. The command runs on the node specified on the ONLYAT keyword
and are propagated to any other node. (Note that if the AT keyword is used, the
command can be propagated by automatic command direction to other nodes.) For
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Basic information

information on the ONLYAT keyword, see the eligible command descriptions. For a
complete list of RACF commands that are eligible for automatic command direction,
see [Table 2[

Some RACF TSO commands can be automatically directed to remote nodes in
order to keep profiles synchronized between the nodes. For information on
automatic command direction, see [z/0S Security Server RACF Security
|Administrator's Guide)

RACF parameter library

Some RACF commands can be processed from the RACF parameter library. For
information on using the RACF parameter library, see [z/0S Security Server RACH
|System Programmer’s Guidel For a complete list of commands that can be
processed from within the RACF parameter library, see .

R_admin callable service

You can also issue commands by calling the r_admin callable service (IRRSEQOO).
For more information on using this callable service, and for a complete list of
commands that can be issued in this manner, see|z/OS Security Server RACH
[Callable Services,

Summary
lists the ways you can enter each RACF command.

Table 2. How the RACF commands can be issued

RACF As aRACF |As aRACF |With With From the
command TSO operator command automatic RACF
command? |command? |direction? command parameter
direction? library?
ADDGROUP | Yes Yes Yes Yes Yes
ADDSD Yes Yes Yes Yes Yes
ADDUSER Yes Yes Yes Yes Yes
ALTDSD Yes Yes Yes Yes Yes
ALTGROUP Yes Yes Yes Yes Yes
ALTUSER Yes Yes Yes Yes Yes
BLKUPD (See |Yes No No No No
Note 1)
CONNECT Yes Yes Yes Yes Yes
DELDSD Yes Yes Yes Yes Yes
DELGROUP Yes Yes Yes Yes Yes
DELUSER Yes Yes Yes Yes Yes
DISPLAY No Yes No No Yes
HELP Yes No No No No
LISTDSD Yes Yes Yes No Yes
LISTGRP Yes Yes Yes No Yes
LISTUSER Yes Yes Yes No Yes
PASSWORD | Yes Yes Yes Yes Yes
PERMIT Yes Yes Yes Yes Yes
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Table 2. How the RACF commands can be issued (continued)

Basic information

RACF As a RACF As a RACF With With From the
command TSO operator command automatic RACF
command? command? direction? command parameter
direction? library?
RACDCERT Yes No No No No
RACLINK Yes Yes No No No
RALTER Yes Yes Yes Yes Yes
RDEFINE Yes Yes Yes Yes Yes
RDELETE Yes Yes Yes Yes Yes
REMOVE Yes Yes Yes Yes Yes
RESTART No Yes No No No
RLIST Yes Yes Yes No Yes
RVARY Yes Yes No No Yes
SEARCH Yes Yes Yes (See No Yes
Note 2)
SET No Yes No No Yes
SETROPTS Yes Yes Yes Yes (See Yes
Note 3)
SIGNOFF No Yes No No Yes
STOP No Yes No No No
TARGET No Yes No No Yes
Notes:

1. Information about BLKUPD, the block update command, appears in @
[Security Server RACF Diagnosis Guide, not this book.

2. SEARCH is not eligible for command direction when the CLIST keyword is
specified.

3. SETROPTS LIST without other keywords is not eligible for automatic command
direction.

Syntax of RACF commands and operands

This publication describes the syntax and function of the RACF commands. The
commands are presented in alphabetical order. Each command description contains
several examples.

For the key to the symbols used in the command syntax diagrams, see
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Basic information

10.

1.

UPPERCASE LETTERS or WORDS must be coded as they appear in the
syntax diagrams but do not have to be uppercase.

Lowercase letters or words represent variables for which you must supply a
value.

Parentheses () must be entered exactly as they appear in the syntax diagram.

An ellipsis ... (three consecutive periods) indicates that you can enter the
preceding item more than once.

A single item in brackets [ ] indicates that the enclosed item is optional. Do not
specify the brackets in your command.

Stacked items in brackets [ ] indicate that the enclosed items are optional. You
can choose one or none. Do not specify the brackets in your command.

Stacked items in braces { } indicate that the enclosed items are alternatives.
You must specify one of the items. Do not specify the braces in your
command.

Note: When you select a bracket that contains braces, you must specify one
of the alternatives enclosed within the braces.

Items separated by a vertical bar | indicate that you can specify only one of the
items. Do not specify the vertical bar in your command.

An underlined operand indicates the default value when no alternate value is
specified.

BOLDFACE or boldface indicates information that must be given for a
command.

Single quotes ' ' indicate that information must be enclosed in single quotes.

Figure 1. Key to symbols in command syntax diagrams

The syntax for all occurrences of the userid, group-name, password, class-name,
profile-name, volume-serial, terminal-id, and date operands in this book is as
follows:

userid 1-8 alphanumeric characters. The user ID can

consist entirely of numbers and need not begin with
any particular character.

For TSO users who are defined to RACF, the user
ID cannot exceed seven characters and must begin
with an alphabetic, # (X'7B'), $ (X'5B"), or @ (X'7C')
character.

group-name 1-8 alphanumeric characters beginning with an

alphabetic, # (X'7B"), $ (X'5B'), or @ (X'7C")
character. (You can set the default prefix to a group
name only if the group name contains 1-7
characters. If the group name has 8 characters, you
must always enter fully-qualified group data set
names on the commands.

password 1-8 alphanumeric characters. Each installation can

define its own password syntax rules.

class-name Valid class names are USER, GROUP, DATASET,

and those classes defined in the class descriptor
table.
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profile-name

terminal-id
volume-serial
date

Basic information

The entries supplied by IBM in the class descriptor
table are listed in[Appendix B, “Description of RACF|
[Classes” on page 507|

Either a discrete name or a generic name, as
described in|Appendix A, “Naming Considerations|
|for Resource Profiles” on page 495|

1-8 alphanumeric characters.
1-6 alphanumeric characters.

RACEF interprets dates as 20yy when the year is
less than 71, and 19yy when the year is greater
than 71.

Return codes from RACF commands

All of the RACF commands (except RVARY) issue the following return codes.
RVARY issues return codes of 0, 8, and 12.

Decimal Code
0
4

12

Meaning
Normal completion.

The command encountered a user error or an
authorization failure and attempted to continue
processing. Refer to documentation of the error
message that RACF issues to determine what part
of the current entity (if any) was completed. If
additional entities were specified on the command,
RACF attempts to process them.

The command encountered a user error or an
authorization failure and terminated processing.

The command encountered a system error and
terminated processing.

Except for commands entered using the AT keyword or the RACLINK command,
you can use CLIST processing or REXX exec processing to check for these return
codes. Commands entered using the AT keyword or the RACLINK command run in

two phases:

* The first phase validates the issuer’s authority to use the function and determines
whether the RACF subsystem address space is available to handle the second
phase. A return code of 0 from the first phase means the request was
successfully passed to the RACF subsystem address space. A return code of 8
means the command was rejected.

* The second phase runs in the RACF subsystem address space. Return codes
within the address space cannot be interrogated by the issuer's CLIST or REXX
exec. The success of the command processing within the second phase must be
determined from the returned output messages, if any. See Iz/OS Security Servel|

|RACF General User’s Guide| for a description of the returned output.

RACF command restriction for non-base segments in RACF profiles

RACF has a limit of 255 on the number of operands that can be entered for a
non-base profile segment on a single command. Examples of non-base segments
in the general resource profile are:

» SESSION
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« STDATA
« TME

Examples of non-base segments in the user resource profile are:
* NETVIEW

« OMVS

« TSO

The RACF commands that can create or alter non-base segments in profiles, and
that operate under this restriction, are:

+ ADDGROUP
« ADDSD

* ADDUSER

* ALTDSD

* ALTGROUP
* ALTUSER

* RALTER

+ RDEFINE

If a command includes more than 255 non-base segment operands for a non-base
profile segment, the command will not work correctly. Only the remainder of n/256
operands will be applied to the database, where n is the total number of a particular
segment’s operands. The command will appear to have run successfully.

Installation exit routines from RACF commands

RACF provides a general purpose exit, IRREVXO01, which can be modified by
installations to receive control when most RACF TSO commands are issued.

ADDGROUP ALTUSER LISTDSD PERMIT REMOVE
ADDSD CONNECT LISTGRP RALTER RLIST
ADDUSER DELDSD LISTUSER RDEFINE SEARCH
ALTDSD DELGROUP PASSWORD RDELETE SETROPTS
ALTGROUP DELUSER

RACF does not invoke IRREVX01for BLKUPD, RVARY, RACDCERT and RACLINK
or for true RACF operator commands such as RESTART, TARGET, and SIGNOFF.

Your location might use installation-written exit routines to take additional security
actions during RACF command processing, and these actions can affect the results
you get when you issue a RACF command. For example, your location could use
the ICHPWXO01 preprocessing exit to install its own routine to examine a new
password and new password interval.

For a complete description of RACF installation exits, see |zZ0S Security Servel|
|RACF System Programmer’s Guide,

Attribute and authority summary

Each command description in this book includes a section called “Authorization
Required,” which describes how attributes and authorities affect your use of that
command.
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Group authorities

Basic information

The group authorities, which define user responsibilities within the group, are shown
below in order of least to most authority. Each level includes the privileges of the

levels above it.
USE

CREATE
CONNECT
JOIN

Allows you to access resources to which the group is authorized
Allows you to create RACF data set profiles for the group
Allows you to connect other users to the group

Allows you to add new subgroups or users to the group, as well as
assign group authorities to the new members

For more information on group authority, refer to |zZOS Security Server RACH

[Security Administrator’s Guide.

Access authority for data sets
Data sets can have one of the following access authorities:

NONE
EXECUTE

READ

UPDATE

CONTROL

ALTER

Does not allow users to access the data set.

For a private load library, EXECUTE allows users to load and
execute, but not to read or copy, programs (load modules) in the
library.

In order to specify EXECUTE for a private load library, you must
ask for assistance from your RACF security administrator.

— Attention
Anyone who has READ, UPDATE, CONTROL, or ALTER
authority to a protected data set can create a copy of it. As
owner of the copied data set, that user has control of the
security characteristics of the copied data set, and can change
them. For this reason, you should assign a UACC of NONE,
and then selectively permit a small number of users to access
your data set, as their needs become known. (See [z/09
[Security Server RACF General User’s Guide for information on
how to permit selected users or groups to access a data set.)

Allows users to access the data set for reading only. (Note that
users who can read the data set can copy or print it.)

Allows users to read from, copy from, or write to the data set.
UPDATE does not, however, authorize a user to delete, rename,
move, or scratch the data set.

Allows users to perform normal VSAM 1/O (not improved control
interval processing) to VSAM data sets.

For VSAM data sets, CONTROL is equivalent to the VSAM
CONTROL password; that is, it allows users to perform improved
control interval processing — CONTROL is control-interval access
(access to individual VSAM data blocks), and the ability to retrieve,
update, insert, or delete records in the specified data set.

For non-VSAM data sets, CONTROL is equivalent to UPDATE.

ALTER allows users to read, update, delete, rename, move, or
scratch the data set.
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When specified in a discrete profile, ALTER allows users to read,
alter, and delete the profile itself including the access list.

ALTER does not allow users to change the owner of the profile
using the ALTDSD command. However, if a user with ALTER
access authority to a discrete data set profile renames the data set,
changing the high-level qualifier to his or her own user ID, both the
data set and the profile are renamed, and the OWNER of the profile
is changed to the new user ID.

ALTER authority to a generic profile allows users to create new
data sets that are covered by that profile, it does not give users
authority over the profile itself.
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Chapter 3. RACF TSO commands

Most RACF commands can be entered as RACF TSO commands. For a complete
list of the RACF commands that can be entered as RACF TSO commands, see
[Table 2 on page 8.

RACF list commands, such as LISTUSER * or LISTGRP *, can generate many
thousands of lines of output. This quantity of output is not very usable except as
input to a processing program and can exhaust address space resources below the
16M line.

RACF commands that provide output listings (LISTDSD, LISTUSER, LISTGROUP,
RLIST) are designed to be issued by users, not by programs. IBM does not support
the processing of these commands by programs. The output format of these
commands is not an intended interface and may change with any z/OS release or
as the result of service (PTFs) applied within a release. Programs should not
examine the output of these commands. Programs should use documented
programming interfaces, such as: the output file from IRRDBUOO (database unload,
which was designed specifically for this use), the results returned by RACROUTE
REQUEST=EXTRACT, or the results returned by ICHEINTY.

The syntax of RACF TSO commands is the same as the syntax of TSO commands.
For example, a comma or one or more blanks are valid delimiters for use between
operands.

Notes:

1. [‘Syntax of RACF commands and operands” on page 9| contains the key to
symbols used in the command syntax diagrams.

2. The TSO parse routines allow you to abbreviate an operand on a TSO
command to the least number of characters that uniquely identify the operand.
To avoid conflicts in abbreviations, it is a good practice to fully spell out all
operands on commands that are hard-coded (as in programs and CLISTs, for
example).

3. If you specify a keyword in the RACF segment multiple times on the same
command, RACF uses only the last occurrence. If a keyword in a non-RACF
segment (such as TSO, CICS, SESSION) is specified multiple times on the
same command, the last occurrence is also used except for keywords where a
list of values is valid (such as ADDUSER USER1 NETVIEW(OPCLASS(value1
value2 value3 ...))). For these keywords, all values on all specifications are
accepted.

4. If you are sharing your RACF database with a VM system, you can administer
VM classes from the MVS system. For RACF-provided VM classes see
[Supplied resource classes for z/VM and VM systems| Detailed information about
working with VM classes can be found in the for RACF 1.10 information.

5. Make sure your job or logon specfies a large enough region size to run the
commands, or they may ABEND unpredictably.

How to enter RACF TSO commands

The following sections describe how to enter RACF TSO commands. You can enter
RACF TSO commands directly in the foreground during a TSO terminal session or
by using the RACF ISPF panels.
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TSO commands

You can enter commands in the background by using a batch job. You cannot use
alias data set names in the RACF commands or panels. Alias names are alternative
names for a data set that are defined in the catalog. RACF does not allow alias
names because RACF uses the RACF database, not the catalog, for its processing.

Choosing between Using RACF TSO Commands and ISPF Panels

In general, you can perform the same RACF functions using RACF TSO commands
and ISPF panels.

The RACF TSO commands provide the following advantages:

Entering commands can be faster than displaying many panels in sequence.
Using commands from book descriptions should be relatively straightforward. The
examples in the books are generally command examples.

Getting online help for RACF TSO commands

You can get online help for the RACF TSO commands documented in

[Security Server RACF Command Lanquage Reference}
— To see online help for the PERMIT command, for example, enter:

HELP PERMIT
— To limit the information displayed, specify operands on the HELP command.
For example, to see only the syntax of the PERMIT command, enter:

HELP PERMIT SYNTAX

Note: TSO online help is not available when RACF commands are entered as
RACF operator commands.

Getting message ID information

If a RACF TSO command fails, you will receive a message. If you do not get a

message ID, enter:

PROFILE MSGID

Reenter the RACF TSO command that failed. The message appears with the
message ID. See the (z/0S Security Server RACF Messages and Coded| for help
if the message ID starts with ICH or IRR.

Note: PROFILE MSGID cannot be entered as a RACF operator command.

The ISPF panels provide the following advantages:

When you use the panels, you avoid having to memorize a command and type it
correctly. Panels can be especially useful if the command is complex or you
perform a task infrequently.

ISPF creates in the ISPF log a summary record of the work that you do. Unless
you use the TSO session manager, the RACF commands do not create such a
record.

From the panels, you can press the HELP key to display brief descriptions of the
fields on the panels.

The options chosen when installing the RACF panels determine whether output
(for example, profile listings, search results, and RACF options) is displayed in a
scrollable form.

The ISPF panels for working with password rules allow you to enter all of the
password rules on one panel. |Figure 2 on page 17| shows one of these panels.
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o J

Figure 2. Sample ISPF Panel for RACF
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Entering RACF TSO commands in the foreground
To enter RACF TSO commands in the foreground, you must be able to:
* Conduct a TSO terminal session
* Use the TSO commands

» Use system-provided aids (HELP command, attention interrupt, conversational
messages)

* Respond to TSO prompts

See |z/0S TSO/E Primer and |z/0S TSO/E Command Referenced for any information
you need.

In addition, to enter RACF TSO commands from the foreground, you must be
defined to the system.

The TSO LOGON command is used to define you to the system as a RACF user
through the user identity (user ID), password, GROUP, and OIDCARD operands. To
change your RACF password, you can use the newpassword operand on the
LOGON command. If you have more than one account number defined in your TSO
profile, you must supply an account number on the LOGON command.

The default data set name prefix in your TSO profile is used as the high-level
qualifier of a DASD or tape data set name if you do not enter the fully-qualified
name in a TSO or RACF command. RACF also uses the TSO default prefix as the
high-level qualifier for the name of a CLIST created as a result of the RACF
SEARCH command. If you do not have a prefix specified in your TSO profile,
(PROFILE NOPREFIX), the userid from the SEARCH command issuer's ACEE is
used as the qualifying prefix.

If you frequently use RACF TSO commands on RACF-protected data sets, you can
set your TSO default prefix as follows:

» Set the default prefix to your user ID if you do a good deal of work with your own
data sets.

» Set the default prefix to a specific RACF group name if you are working mostly
with data sets from that group.
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Remember that the command examples in this book use uppercase letters; but,
when you are entering commands from a terminal, you can use either uppercase or
lowercase letters.

Entering RACF TSO commands in the background

You can enter RACF TSO commands in the background by submitting a batch job
as follows:

» Using the batch internal or remote reader facility of the job entry subsystem
(JES)

* Using the TSO SUBMIT command from a terminal

The RACF data you need to enter on your JCL depends on whether the job entry
subsystem (JES) at your installation includes the JES RACF user identification
feature. If your level of JES includes the RACF user identification propagation
feature, any jobs you submit to the background while logged onto TSO are
automatically identified to RACF with the same user identifier. When the job runs,
RACF uses your default group as your current connect group. (User, password, and
group information is not required on the JOB statement, but if you do specify this
information, it overrides the propagated specifications.)

If your level of JES does not include the RACF user identification propagation
feature, you must include the USER, PASSWORD, and, optionally, GROUP
parameters on the JCL JOB statement.

The USER, PASSWORD, and GROUP parameters on the JCL JOB statement
identify you to the system as a RACF user. To change your RACF password, you
can use the new-password operand of the PASSWORD command. For information
on how to code these parameters, see [z70S MVS JCL Reference,

As an alternative to coding PASSWORD on JCL statements, you can use the TSO
SUBMIT command (for systems that do not have the JES RACF user identification
propagation feature) to automatically include this information during job submission.
To use SUBMIT, you should code the USER (userid) and PASSWORD operands on
the SUBMIT command. These operands are then put on the JCL JOB statement
that the command generates. When the job runs, RACF uses the name of the
user’s default group as the current connect group.

Example of RACF TSO commands in the background
The following example shows how to submit RACF TSO commands in the
background as a batch job:

//jobname JOB ...

//STEP1 EXEC PGM=IKJEFTO1,DYNAMNBR=20

//SYSTSPRT DD SYSOUT=A
//SYSTSIN DD *

ADDGROUP PROJECTA

ADDUSER (PAJ5 ESH25)

ADDSD  'PROJECTA.XYZ.DATA'

PERMIT 'PROJECTA.XYZ.DATA' ID(PAJ5) ACCESS(UPDATE)
/*

When a fully-qualified data set name is not given in a command entered in the
background, the effect is the same as for a command entered in the foreground; the
user's TSO default data set name prefix is used as the high-level qualifier of a
DASD or tape data set name. The prefix is also used as the high-level qualifier for
the name of a command procedure (CLIST) created as a result of the RACF
SEARCH command. If the user is defined to TSO, the default prefix is in the TSO
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profile for the user specified in the USER parameter on the JCL JOB statement or
the USER operand in the TSO SUBMIT command. If the user is not defined to
TSO, there is no default prefix unless the TSO PROFILE command is used.
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Chapter 4. RACF operator commands

The

RACF operator commands allow you to perform RACF functions from an

operator console. For a complete list of the RACF commands that can be entered
as RACF operator commands, see [Table 2 on page 8

Note: Use of these commands requires that the RACF subsystem has been

The

started. If the RACF subsystem has not been started at your installation,
contact your system programmer.

se commands allow an MVS operator to perform certain RACF operations in the

RACF subsystem. The RACF subsystem prefix in front of the command identifies

the

RACF subsystem as the processing environment. Some things to remember:

+ RACF operator commands require an MVS/ESA™ environment with the RACF
subsystem active.

* The DISPLAY and SIGNOFF commands require APPC/MVS and persistent
verification.

o |If
o

a command can be issued as both a RACF TSO command or a RACF

perator command:
RACF first checks that the issuer is defined to RACF and if not, an error
message is issued.
If you are defined to RACF, RACF verifies that you have sufficient authority to
the proper resource in the OPERCMDS class to determine if you has authority
to issue the command as an operator command. See [z/OS Security Servell
[RACF Security Administrator’s Guidd for further information.
If the OPERCMDS class is not active, or if no OPERCMDS profile exists, then
the user is allowed to issue the command as a RACF operator command.

— You must to be logged on to the console to issue the command as a RACF

operator command.

Note: The RVARY command is the exception, because it can be issued as both

o If

a RACF TSO command and an RACF operator command but does not
have to fit these circumstances.

a command can be issued as a RACF operator command, but not as a RACF

TSO command:
— RACEF first checks to see if you have OPERCMDS authority. If the user is

logged on to the console, the OPERCMDS class is active, and a OPERCMDS
profile exists, you have OPERCMDS authority.

— If you are not logged on to the console, the OPERCMDS class is inactive, or

no OPERCMDS profile exists, you can only issue the command from the
master console or a console with system authority.

Note: The DISPLAY command is the exception, because it can be issued
under these circumstances without any particular console authority.

Rules for entering RACF operator commands

1.

A RACF operator command must contain the RACF subsystem prefix. A
command such as the DISPLAY command could be entered on the command
line as follows:

#DISPLAY xxxx
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where:

# = subsystem prefix. The subsystem prefix specifies that the RACF
subsystem is the processing environment of the command. The
subsystem prefix can be either the 1-8 character installation-defined
prefix for RACF or, if no prefix has been defined, the RACF subsystem
name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can
contact your system programmer.

If no subsystem prefix has been defined, and the subsystem name is
racl, the same command would be entered as follows:
racl DISPLAY xxxx

Note: If you need to find out what the subsystem prefix is, contact your
system programmer.
xxxx = DISPLAY operands

2. Separate operands with commas. Do not specify commas before the first
operand or after the last operand.

For example, enter a DISPLAY command with two operands as follows:
#DISPLAY XXXX,Yyyyy

3. You can also separate operands with blanks. This practice is not encouraged,
however, because future releases might not allow this.

4. The order in which you specify the operands on the command line does not
affect the command.

For example:
#DISPLAY XxXxxX,yyyy

and
#DISPLAY yyyy,Xxxx

gives the same result.

5. RACF commands entered as RACF operator commands must meet the MVS
restrictions on command length and operand content.
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Chapter 5. RACF Command Syntax

This topic describes the syntax and function of the RACF commands. The
commands are presented in alphabetical order. Each command descriptions
contains several examples.
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ADDGROUP

ADDGROUP (Add Group Profile)

Purpose

Use the ADDGROUP command to define a new group to RACF.

The command adds a profile for the new group to the RACF database. It also
establishes the relationship of the new group to the superior group you specify.

Group profiles consist of a RACF segment and, optionally, other segments such as
DFP and OMVS. You can use this command to specify information in any segment

of the profile.

Issuing Options
The following table identifies the eligible options for issuing the ADDGROUP

command:

Table 3. How the ADDGROUP Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,
refer to |Chapter 4, “RACF operator commands” on page 21l You must be
logged on to the console to issue this command as a RACF operator
command.

Related Commands

To delete a group profile, see '[DELGROUP (Delete Group Profile)” on page 186}
To change a group profile, see ALTGROUP (Alter Group Profile)” on page 104}
To connect a user to a group, see|“CONNECT (Connect User to Group)” on|

To remove a user from a group, see ['REMOVE (Remove User from Group)” on|

To obtain a list of group profiles, see ['SEARCH (Search RACF Database)” on|

To list a group profile, see [‘LISTGRP (List Group Profile)” on page 214}

Authorization Required

To use the ADDGROUP command, you must meet at least one of the following
conditions:

Have the SPECIAL attribute,

Have the group-SPECIAL attribute and the superior group is within your
group-SPECIAL scope,

Be the owner of the superior group, or
Have JOIN authority in the superior group.
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ADDGROUP

When issuing the ADDGROUP command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See
[z/0OS Security Server RACF Security Administrator’s Guidd for further information.

To add DFP, OMVS, or OVM suboperands to a group’s profile you must meet at
least one of the following conditions:

* You must have the SPECIAL attribute.
* Your installation must permit you to do so through field-level access checking.

For information on field-level access checking, see |z/0S Security Server RACH
[Security Administrator’s Guide,

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user ID
association must be established between the specified node.userid pair(s) if the
user IDs are not identical.

To specify the SHARED keyword, you must have the SPECIAL attribute or at least
READ authority to the SHARED.IDS resource in the UNIXPRIV class.

[subsystem-prefix{ADDGROUP | AG}

(group-name ...)
[ AT([node].userid ...) | ONLYAT([node].userid ...)]
[ DATA('installation-defined-data') |
[ DFP(
[ DATAAPPL(application-name) |
[ DATACLAS(data-class-name) ]
[ MGMTCLAS(management-class-name) |
[ STORCLAS(storage-class-name) 1 ) 1]
[ MODEL(dsname) ]
[ OMVS
[(
AUTOGID
| GID(group-identifier) [ SHARED ]
) 1]
[ OVM [ ( GID(group-identifier) ) ] 1]
[ OWNER(userid or group-name) ]
[ SUPGROUP(group-name) ]
[ TERMUACC | NOTERMUACC ]
[ TME(
[ ROLES(profile-name ...) 1) ]
[UNIVERSAL]

Note: For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15

For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21|
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subsystem-prefix
Specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

group-name
Specifies the name of the group whose profile is to be added to the RACF
database. If you are defining more than one group, the list of group names
must be enclosed in parentheses.

This operand is required and must be the first operand following ADDGROUP.
Each group-name must be unique and must not currently exist in the RACF
database as a group name or a user ID.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
Specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.

DATA('installation-defined-data')
Specifies up to 255 characters of installation-defined data to be stored in the
group profile and must be enclosed in quotes. It might also contain double-byte
character set (DBCS) data.

Use the LISTGRP command to list this information.

DFP
Specifies that when you define a group to RACF, you can enter any of the
following suboperands to specify default values for the DFP data, management,
and storage classes. DFP uses this information to determine data management
and DASD storage characteristics when a user creates a new group data set.

DATAAPPL(application-name)
Specifies DFP data application identifier. The maximum length of a data
class name is 8 characters.

DATACLAS(data-class-name)
Specifies the default data class. The maximum length of a data class name
is 8 characters.
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A data class can specify some or all of the physical data set attributes
associated with a new data set. During new data set allocation, data
management uses the value you specify as a default unless it is preempted
by a higher priority default, or overridden in some other way (for example,
by JCL).

Note: The value you specify must be a valid data class name defined for
use on your system. For more information, see |z/OS Security Servell
[RACF Security Administrator’s Guidel

For information on defining DFP data classes, see |z/Z0S DFSMSdfp Storagd
|Administration Reference,

MGMTCLAS(management-class-name)
Specifies the default management class. The maximum length of a
management class name is 8 characters.

A management class contains a collection of management policies that
apply to data sets. Data management uses the value you specify as a
default unless it is preempted by a higher priority default, or overridden in
some other way (for example, by JCL).

Note: The value you specify must be defined as a profile in the
MGMTCLAS general resource class, and the group must be granted
at least READ access to the profile. Otherwise, RACF does not allow
the group access to the specified MGMTCLAS. For more
information, see|z/OS Security Server RACF Security Administrator’d

[Guide,

For information on defining DFP management classes, see @
[DFSMSdfp Storage Administration Referencel

STORCLAS(storage-class-name)
Specifies the default storage class. The maximum length of a
storage-class-name is 8 characters.

A storage class specifies the service level (performance and availability) for
data sets managed by the Storage Management Subsystem (SMS). During
new data set allocation, data management uses the value you specify as a
default unless it is preempted by a higher priority default, or overridden in
some other way (for example, by JCL).

Note: The value you specify must be defined as a profile in the
STORCLAS general resource class, and the group must be granted
at least READ access to the profile. Otherwise, RACF does not allow
the group access to the specified STORCLAS. For more information,
see |[z/0S Security Server RACF Security Administrator’s Guide]

For information on defining DFP storage classes, see [z70S DFSMSdfd
[Storage Administration Referencel

MODEL(dsname)
Specifies the name of a discrete MVS data set profile to be used as a model for
new group-name data sets. For this operand to be effective, the
MODEL(GROUP) option (specified on the SETROPTS command) must be
active.

RACF always prefixes the data set name with group-name when it accesses
the model.
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For information about automatic profile modeling, refer to [zZ0S Security Servel

|[RACF Security Administrator’s Guide

OomMvs

Specifies z/OS UNIX System Services information for the group being defined

to RACF.

AUTOGID | GID
Specifies whether RACF is to automatically assign an unused GID value to
the group or whether a specific GID value is to be assigned.

AUTOGID
Specifies that RACF is to automatically assign an unused GID value to
the group. The GID value is derived from information obtained from the
BPX.NEXT.USER profile in the FACILITY class. For more information
on setting up BPX.NEXT.USER, see |z/0OS Security Server RACH

[Security Administrator’'s Guide,.

If you are using RRSF automatic command direction for the GROUP
class, the command sent to other nodes will contain an explicit
assignment of the GID value which was derived by RACF on the local
node.

Rules:

AUTOGID cannot be specified if more than one group is entered.

The AUTOGID keyword is mutually exclusive with the SHARED
keyword.

If both GID and AUTOGID are specified, AUTOGID is ignored.

Field- level access checking for the GID field applies when using
AUTOGID.

GID(group-identifier) [ SHARED ]
GID(group-identifier)

Specifies the group identifier. The GID is a numeric value between
0 and 2 147 483 647.

When a GID is assigned to a group, all users connected to that
group who have a user identifier (UID) in their user profile can use
functions such as the TSO/E command, OMVS, and can access the
hierarchical file system (HFS) based on the GID and UID values
assigned.

Notes:

1. If the security administrator has defined the SHARED.IDS
profile in the UNIXPRIV class, the GID must be unique. Use the
SHARED keyword in addition to GID to assign a value that is
already in use.

2. If SHARED.IDS is not defined, RACF does not require the GID
to be unique. The same value can be assigned to multiple
groups, but this is not recommended because individual group
control would be lost. However, if you want a set of groups to
have exactly the same access to zZOS UNIX resources, you
might decide to assign the same GID to more than one group.

3. RACF allows you to define and connect a user to more than
300 groups (which is the same as the NGROUPS_MAX variable
defined in the POSIX standard), but when a process is created
or z/OS UNIX group information is requested, only up to the first
300 z/OS UNIX groups are associated with the process or user.
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The first 300 z/OS UNIX groups, that have GIDs, to which a
user is connected are used by z/OS UNIX . LISTUSER displays
the groups in the order that RACF examines them when
determining which of the user’s groups are z/OS UNIX groups.

See |z/0S UNIX System Services Planning| for information on
NGROUPS_MAX.

SHARED
If the security administrator has chosen to control the use of
shared GIDs, this keyword must be used in addition to the GID
keyword to specify the group identifier if it is already in use by
at least one other group. The administrator controls shared
GIDs by defining the SHARED.IDS profile in the UNIXPRIV
class.

Rules:

» If the SHARED.IDS profile is not defined, SHARED is
ignored.

« If SHARED is specified in the absence of GID, it is ignored.

 |If the SHARED.IDS profile is defined and SHARED is
specified, but the value specified with GID is not currently in
use, SHARED is ignored and UNIXPRIV authority is not
required.

» Field - level access checking for the GID field applies when
using SHARED.

* The SHARED keyword is mutually exclusive with the
AUTOGID keyword.

Specifies OpenExtensions VM information for the group being defined to RACF.

GID(group-identifier)
specifies the OpenExtensions VM group identifier. The GID is a numeric
value between 0 and 2 147 483 647.

If you do not specify GID, the group is assigned the default GID of
4 294 967 295 (X’FFFFFFFF’) and a LISTGRP shows NONE for the GID.

Notes:

1.

RACF does not require the GID to be unique. The same value can be
assigned to multiple groups, but this is not recommended because
individual group control would be lost. However, if you want a set of
groups to have exactly the same access to the OpenExtensions VM
resources, you might decide to assign the same GID to more than one
group.

The value defined for the NGROUPS_MAX variable in the ICHNGMAX
macro on VM defines the maximum number of OpenExtensions VM
groups to be associated with an OpenExtensions VM process or user.
The NGROUPS_MAX variable on VM is a number between 32 and 125,
inclusive. However, RACF allows you to define and connect a user to
more than the number of groups defined in this variable. If the
NGROUPS_MAX variable is n and a process is created or
OpenExtensions VM group information is requested, only up to the first
n OpenExtensions VM groups are associated with the process or user.
The first n OpenExtensions VM groups to which a user is connected are
used by OpenExtensions VM. LISTUSER displays the groups in the
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order that RACF examines them when determining which of the user’s
groups are OpenExtensions VM groups.

See [z/0S Security Server RACF Macros and Interfaces| for information
on NGROUPS_MAX.

OWNER(userid or group-name)
Specifies a RACF-defined user or group to be assigned as the owner of the
new group. If you do not specify an owner, you are defined as the owner of the
group. If you specify a group name, it must be the name of the superior group
for the group you are adding.

SUPGROUP(group-name)
Specifies the name of an existing RACF-defined group. This group becomes the
superior group of the group profile you are defining.

If you omit SUPGROUP, RACF uses your current connect group as the superior
group.

If you specify a group name and also specify OWNER with a group name, you
must use the same group name on both SUPGROUP and OWNER.

If your authority to issue ADDGROUP comes from the group-SPECIAL attribute,
any group you specify must be within the scope of the group in which you are a
group-SPECIAL user.

TERMUACC | NOTERMUACC

TERMUACC
Specifies that during terminal authorization checking, RACF allows any user
in the group access to a terminal based on the universal access authority
for that terminal. TERMUACC is the default value if you omit both
TERMUACC and NOTERMUACC.

NOTERMUACC
Specifies that the group or a user connected to the group must be explicitly
authorized (through the PERMIT command with at least READ authority) to
access a terminal.

TME

Specifies that information for the Tivoli Security Management Application is to
be added.

Note: The TME segment fields are intended to be updated only by the Tivoli
Security Management Application, which manages updates, permissions,
and cross references. A security administrator should only directly update
Tivoli Security Management fields on an exception basis.

ROLES(profile-name ...)
Specifies a list of roles that reference this group.

Profile-name should be the name of a defined role, which is a discrete
general resource profile in the ROLE class.

UNIVERSAL
Specifies that this is a universal group that allows an effectively unlimited
number of users to be connected to it for the purpose of resource access. The
number of users in a universal group with authority higher than USE, or with the
attributes SPECIAL, OPERATIONS or AUDITOR at the group level, is still
limited to 5957.
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When displayed with the LISTGRP command, not all group members will be
listed. Only users with authority higher than USE or with the attributes
SPECIAL, OPERATIONS or AUDITOR at the group level will be shown in the

member list.
Examples
Table 4. ADDGROUP Examples
Example 1 Operation User |IAO wants to add the group PROJECTA as a subgroup of RESEARCH.

User A0 will be the owner of group PROJECTA. Users in group PROJECTA
will be allowed to access a terminal based on the universal access authority
assigned to that terminal.

Known User IA0 has JOIN authority to group RESEARCH. User A0 is currently
connected to group RESEARCH. User IAO wants to issue the command as a
RACF operator command, and the RACF subsystem prefix is @.

Command @ADDGROUP PROJECTA
Defaults SUPGROUP(RESEARCH) OWNER(IA0) TERMUACC
Example 2 Operation User ADM1 wants to add the group PROJECTB as a subgroup of

RESEARCH. Group RESEARCH will be the owner of group PROJECTB.
Group PROJECTB must be authorized to use terminals through the PERMIT
command.

Known User ADM1 has JOIN authority to group RESEARCH. User ADM1 is currently
connected to group SYS1. USER ADM1 wants to issue the command as a
RACF TSO command.

Command ADDGROUP PROJECTB SUPGROUP (RESEARCH) OWNER(RESEARCH) NOTERMUACC
Defaults None
Example 3 Operation User ADM1 wants to add the group SYSINV as a subgroup of RESEARCH.

This group will be used as the administrative group for RACF and will use a
model name of ‘SYSINV.RACF.MODEL.PROFILE’. User ADM1 wants to direct
the command to run under the authority of user APWO02.

Known User APWO02 has JOIN authority to group RESEARCH and ADM1 wants to
issue the command as a RACF TSO command.

ADM1 and APWO02 have an established user ID association.
Command ADDGROUP SYSINV SUPGROUP (RESEARCH) MODEL (RACF.MODEL.PROFILE) DATA('RACF
ADMINISTRATION GROUP') AT(.APWO2)
Defaults OWNER(ADM1) TERMUACC

Command direction defaults to the local node.

Chapter 5. RACF Command Syntax 31



ADDGROUP

Table 4. ADDGROUP Examples (continued)

Example 4 Operation

Known

Command

Defaults

Example 5 Operation

Known

Command
Defaults
Example 6 Operation

Known

Command

Defaults

User ADM1 wants to add the group DFPADMN as a subgroup of SYSADMN.
Group SYSADMN will be the owner of group DFPADMN. Users in group
DFPADMN will be allowed to access a terminal based on the universal access
authority assigned to that terminal. Group DFPADMN will be assigned the
following default information to be used for new DFP-managed data sets
created for the group:

» Data class DFP2DATA

* Management class DFP2MGMT

» Storage class DFP2STOR

» Data application identifier DFP2APPL.

* User ADM1 has JOIN authority to group SYSADMN.
* User ADM1 is currently connected to group SYSH1.

¢ User ADM1 has field-level access of ALTER to the fields in the DFP
segment.

» DFP2MGMT has been defined to RACF as a profile in the MGMTCLAS
general resource class, and group DFPADMN has been given READ access
to this profile.

* DFP2STOR has been defined to RACF as a profile in the STORCLAS
general resource class, and group DFPADMN has been given READ access
to this profile.

* User ADM1 wants to issue the command as a RACF TSO command.
ADDGROUP DFPADMN SUPGROUP (SYSADMN) OWNER(SYSADMN)

DFP (DATACLAS (DFP2DATA) MGMTCLAS (DFP2MGMT) STORCLAS (DFP2STOR)

DATAAPPL (DFP2APPL))

TERMUACC

User ADM1 wants to add the UNIVERSAL group NETGROUP as a subgroup
of SYS1. User IBMUSER will be the owner of group NETGROUP. Universal
group NETGROUP can have an unlimited number of members (that have USE
authority and are not SPECIAL, OPERATIONS, or AUDITOR).

» User ADM1 has group-SPECIAL authority to group SYS1.

» User ADM1 is currently connected to group SYS1.

ADDGROUP NETGROUP DATA('INTERNET CUSTOMER GROUP') SUPGROUP(SYS1)

OWNER (IBMUSER) UNIVERSAL

None apply

User RACFADM with SPECIAL or UPDATE authority requests the addition of a
new z/OS UNIX group. The user specifies AUTOGID so that RACF will
automatically assign an unused GID to the new user.

The group profile is owned by RACFADM and belongs to RACFADM'’s current
connect group SYSOM. The BPX.NEXT.USER profile in the FACILITY class
has been set up to allow automatic GID assignment.

ADDGROUP UNIXGRP OMVS(AUTOGID HOME('/u/unixgrp') CPUTIMEMAX(5000)
ASSIZEMAX (40000000))

DFLTGRP(SYSOM) OWNER(RACFADM)
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ADDSD (Add Data Set Profile)

Purpose

Use the ADDSD command to add RACF protection to data sets with either discrete
or generic profiles.

Changes made to discrete profiles take effect after the ADDSD command is
processed. Changes made to generic profiles do not take effect until one or more of
the following steps is taken:

e The user of the data set issues the LISTDSD command:
LISTDSD DA(data-set-protected-by-the-profile) GENERIC

Note: Use the data set name, not the profile name.
* The security administrator issues the SETROPTS command:
SETROPTS GENERIC(DATASET) REFRESH

See SETROPTS command for authorization requirements.
» The user of the data set logs off and logs on again.

For more information, refer to [z/OS Security Server RACF Security Administrator’s|

[Guide,

Issuing Options
The following table identifies the eligible options for issuing the ADDSD command:

Table 5. How the ADDSD Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,

refer to|Chapter 4, “RACF operator commands” on page 21| You must be

logged on to the console to issue this command as a RACF operator

command.

Related Commands
+ To change a data set profile, see [‘ALTDSD (Alter Data Set Profile)” on page 90|
+ To delete a data set profile, see[*DELDSD (Delete Data Set Profile)” on|

+ To permit or deny access to a data set profile, see ['PERMIT (Maintain Resource]

[Access Lists)” on page 247}

« To obtain a list of data set profiles, see ['[SEARCH (Search RACF Database)” on|

+ To list a data set profile, see[‘LISTDSD (List Data Set Profile)” on page 200}
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Authorization Required

When issuing the ADDSD command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See
[z/0OS Security Server RACF Security Administrator’s Guidd for further information.

Notes:
1. You need not have the SPECIAL attribute to specify the OWNER operand.

2. To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

3. To specify the ONLYAT keyword you must have the SPECIAL attribute, the
userid specified on the ONLYAT keyword must have the SPECIAL attribute, and
a user ID association must be established between the specified node.userid
pair(s) if the user IDs are not identical.

The level of authority you need to use the ADDSD command and the types of
profiles you can define are:
» To protect a user data set with RACF, one of the following must be true:

— The high-level qualifier of the data set name (or the qualifier supplied by the
RACF naming conventions table or by a command installation exit) must
match your user ID.

— You must have the SPECIAL attribute.

— The user ID for the data set profile must be within the scope of a group in
which you have the group-SPECIAL attribute.

» To protect a group data set with RACF, one of the following must be true:

— You must have at least CREATE authority in the group.

— You must have the SPECIAL attribute.

— You must have the OPERATIONS attribute and not be connected to the
group.

— The data set profile must be within the scope of the group in which you have
the group-SPECIAL attribute.

— The data set profile must be within the scope of the group in which you have
the group-OPERATIONS attribute, and you must not be connected to the

group.
Notes:

1. If you have the OPERATIONS or group-OPERATIONS attribute and are
connected to a group, you must have at least CREATE authority in that group
to protect a group data set.

2. When creating a group data set profile, the profile creator’s user ID is placed
on the access list with ALTER authority unless the creation was allowed due
to OPERATIONS or group-OPERATIONS authority or unless the SETROPTS
NOADDCREATOR option is in effect.

3. To protect a group data set where the high-level qualifier of the data set
name is VSAMDSET, you need neither CREATE authority in the VSAMDSET
group nor the SPECIAL attribute. (A universal group authority of CREATE
applies to the RACF-defined VSAMDSET group.)

» To define to RACF a data set that was brought from another system where it was
RACF-indicated and RACF-protected with a discrete profile, one of the following
must be true:

— You must either have the SPECIAL attribute, or the data set’s profile is within
the scope of a group in which you have the group-SPECIAL attribute
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— Your user ID must be the high-level qualifier of the data set name (or the
qualifier supplied by the naming conventions routine or a command installation
exit).

To assign a security category to a profile, you must have the SPECIAL attribute

or have the category in your user profile.

To assign a security level to a profile, you must have the SPECIAL attribute or, in
your own profile, a security level that is equal to or greater than the security level
you are defining.

To assign a security label to a profile, you must have the SPECIAL attribute or
READ authority to the security label profile. However, the security administrator
can limit the ability to assign security labels to only users with the SPECIAL
attribute.

To access the DFP or TME segment, field-level access checking is required.

When either a user or group uses modeling to protect a data set with a discrete
profile, RACF copies the following fields from the model profile: the level number,
audit flags, global audit flags, the universal access authority (UACC), the owner,
the warning, the access list, installation data, security category names, the
security level name, the user to be notified, the retention period for a tape data
set, and the erase indicator.

To add a discrete profile for a VSAM data set already RACF-protected by a
generic profile, you must have ALTER access authority to the catalog or to the
data set through the generic profile.

Model Profiles

To specify a model data set profile (using, as required, FROM, FCLASS,
FGENERIC, and FVOLUME), you must have sufficient authority over the model
profile — the “from” profile. RACF makes the following checks until one of the
conditions is met:

You have the SPECIAL attribute.

The “from” profile is within the scope of a group in which you have the
group-SPECIAL attribute.

You are the owner of the “from” profile.

The high-level qualifier of the profile name (or the qualifier supplied by the

naming conventions routine or a command installation exit routine) is your user
ID.

For discrete profiles only:

You are on the access list in the “from” profile with ALTER authority. (If you have
any lower level of authority, you cannot use the profile as a model.)

Your current connect group (or, if list-of-groups checking is active, any group to
which you are connected) is on the access list in the “from” profile with ALTER

authority. (If any group that RACF checked has any lower level of authority, you
cannot use the profile as a model.)

The UACC is ALTER.

For the key to the symbols used in the command syntax diagrams, see

|RACF commands and operands” on page 9l The complete syntax of the ADDSD

command is:

|[subsystem-prefix]{ADDSD | AD}
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Parameters

(profile-name-1 [/password] ...)

[ ADDCATEGORY (category-name ...) ]

[ AT([node].userid ...) | ONLYAT([node].userid ...) ]
[ AUDIT( access-attempt [(audit-access-level)] ...) ]
[ DATA('installation-defined-data') ]

[ DFP(RESOWNER(userid or group-name) | NORESOWNER) ]
[ ERASE ]

[ FCLASS(profile-name-2-class) 1

[ FGENERIC ]

[ FILESEQ(number) ]

[ FROM(profile-name-2) ]

[ FVOLUME profile-name-2-serial) ]

[ {GENERIC | MODEL | TAPE} ]

[ LEVEL(nn) ]

[ {NOSET | SET | SETONLY} ]

[ NOTIFY [(userid) ]1]

[ OWNER(userid or group-name) |

[ RETPD(nnnnn) ]

[ SECLABEL(security-label) ]

[ SECLEVEL(security-level) ]

[ TME( [ ROLES(role-access-specification ...) 1) ]
[ UACC(access-authority) 1

[ UNIT(type) ]

[ VOLUME(volume-serial ...) ]

[ WARNING ]

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21|

subsystem-prefix

specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

profile-name-1

specifies the name of the discrete or generic profile to be added to the RACF
database. If you specify more than one name, the list of names must be
enclosed in parentheses.

The format of the profile name should follow the TSO/E data set naming
conventions, except that the high-level qualifier of the profile name (or the
qualifier determined by the naming conventions table or by a command
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installation exit) must be a user ID or a group name. See the |z/0S Securit

[Server RACF Security Administrator’s Guidg for more information about the
TSO/E data set naming conventions.

To specify a user ID other than your own, you must have the SPECIAL
attribute, or the data set profile must be within the scope of a group in which
you have the group-SPECIAL attribute. To define a group data set where the
high-level qualifier of the data set name is not VSAMDSET, you must have at
least CREATE authority in the specified group, or the SPECIAL attribute, or the
data set must be within the scope of a group in which you have the
group-SPECIAL attribute.

This operand is required and must be the first operand following ADDSD. Note
that, because RACF uses the RACF database and not the system catalog, you
cannot use alias data set names.

For additional information, see r‘ProfiIe Names for Data Sets” on page 496|and
the section describing rules for defining data set profiles in [z/OS Security Servel|
[RACF Security Administrator’s Guide]

Tape Data Set: If you are defining a discrete profile that protects a tape data
set, you must specify TAPE. If you are defining more than one tape data set
profile, the data sets must all reside on the same volume, and you must specify
the profile names in an order that corresponds to the file sequence numbers of
the data sets on the volume.

VSAM Data Set: All of the components of a VSAM data set are protected by
the profile that protects the cluster name. It is not necessary to create profiles
that protect the index and the data components of the cluster.

Data Sets Catalogued by an Indirect VOLSER: Data sets catalogued by an
indirect VOLSER should be protected by a fully-qualified generic profile, or by
an ADDSD with the real unit and volume for each data set covered by that
catalog entry. The latter must be done while the data set is online.

Ipassword
specifies the data set password if you are protecting an existing
password-protected data set. If you specify a generic or model profile,
RACF ignores this operand.

For a non-VSAM password-protected data set, the WRITE level password
must be specified.

For a VSAM data set that is not password-protected, you do not need the
password or RACF access authority for the catalog.

A password is not required when you specify NOSET.

If the command is executing in the foreground and you omit the password
for a password-protected data set, the logon password is used. You are
prompted if the password you enter or the logon password is incorrect. (If it
is a non-VSAM multivolume data set, you are prompted once for each
volume on which the data set resides.)

If the command is executing in a batch job and you either omit the
password for a password-protected data set or supply an incorrect
password, the operator is prompted. (If it is a non-VSAM multivolume data
set, the operator is prompted once for each volume on which the data set
resides.)

ADDCATEGORY(category-name ...)
specifies one or more names of installation-defined security categories. The
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names you specify must be defined as members of the CATEGORY profile in
SECDATA class. (For information on defining security categories, see [z709
[Security Server RACF Security Administrator’s Guide})

When the SECDATA class is active and you specify ADDCATEGORY, RACF
performs security category checking in addition to its other authorization
checking. If a user requests access to a data set, RACF compares the list of
security categories in the user’s profile with the list of security categories in the
data set profile. If RACF finds any security category in the data set profile that
is not in the user’s profile, RACF denies access to the data set. If the user’s
profile contains all the required security categories, RACF continues with other
authorization checking.

Note: RACF does not perform security category checking for a started task or
user that has the RACF privileged or trusted attribute. The RACF
privileged or trusted attribute can be assigned to a started task through
the RACF started procedures table or STARTED class, or to other users
by customer-supplied RACF exits.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.
AUDIT(access-attempt(audit-access-level)...) ]

access-attempt
specifies which access attempts you want to log on the SMF data set. The
following options are available:

ALL
indicates that you want to log both authorized accesses and detected
unauthorized access attempts.

FAILURES
indicates that you want to log detected unauthorized attempts.

NONE
indicates that you do not want any logging to be done.

SUCCESS
indicates that you want to log authorized accesses.

audit-access-level
specifies which access levels you want logged on the SMF data set. The
levels you can specify are:

ALTER
logs ALTER access-level attempts only.
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CONTROL
logs access attempts at the CONTROL and ALTER levels.

READ
logs access attempts at any level. READ is the default value if you omit
audit-access-level.

UPDATE
logs access attempts at the UPDATE, CONTROL, and ALTER levels.

FAILURES(READ) is the default value if you omit the AUDIT operand. You
cannot audit access attempts at the EXECUTE level.

DATA('installation-defined-data')
specifies up to 255 characters of installation-defined data to be stored in the
data set profile and must be enclosed in quotes. It might also contain
double-byte character set (DBCS) data.

Use the LISTDSD command to list this information.

DFP

specifies that for an SMS-managed data set, you can enter the following
information:

RESOWNER(userid or group-name) | NORESOWNER

specifies the user ID or group name of the actual owner of the data sets
protected by the profile specified in profile-name-1. This name must be that
of a RACF-defined user or group. (The data set resource owner, specified
with RESOWNER, is distinguished from the owner specified with OWNER,
which represents the user or group that owns the data set profile).

If NORESOWNER is specified, the user or group represented by the high
level qualifier of the data set profile is assigned as the owner of data sets
protected by the profile when SMS needs to determine the RESOWNER.

ERASE
specifies that when SETROPTS ERASE(NOSECLEVEL) is active, data
management is to physically erase the DASD data set extents at the time the
data set is deleted (scratched) or released for reuse. Erasing the data set
means overwriting all allocated extents with binary zeros.

This operand is ignored for the following:

If the data set is not a DASD data set
If SETROPTS ERASE(ALL) is specified for your installation (user and data
set profile definitions are overridden)

SETROPTS ERASE(SECLEVEL (security_level)) is specified for your
installation (data sets equal or higher in security level are always erased,
while those lower in security level are never erased)

FCLASS(profile-name-2-class)
specifies the name of the class to which profile-name-2 belongs. The valid class
names are DATASET and those classes defined in the class descriptor table. If
you omit this operand, RACF assumes the DATASET class. This operand is
valid only when you also specify the FROM operand; otherwise, RACF ignores

it.

FGENERIC
specifies that RACF is to treat profile-name-2 as a generic name, even if it is
fully-qualified (meaning that it does not contain any generic characters). This
operand is only needed when profile-name-2 is a DATASET profile.
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FILESEQ(number)
specifies the file sequence number for a tape data set. The number can range
from 1 through 9999.

If you specify more than one profile name, RACF assigns the file sequence
number that you specify to the first profile name, then increments the number
by one for each additional name. Thus, be sure to specify profile names in the
order of their file sequence numbers.

If you omit FILESEQ and specify VOLUME, the default is FILESEQ(1). If you
omit both FILESEQ and VOLUME, RACEF retrieves the file sequence number
and volume serial number from the catalog.

If you omit TAPE, RACF ignores FILESEQ.

FROM(profile-name-2)
specifies the name of an existing discrete or generic profile that RACF is to use
as a model for the new profile. The model profile name you specify on the
FROM operand overrides any model name specified in your user or group
profile. If you specify FROM and omit FCLASS, RACF assumes that
profile-name-2 is the name of a profile in the DATASET class.

To specify FROM, you must have sufficient authority to both profile-name-1 and
profile-name-2, as described in|[“‘Authorization Required” on page 34

Naming conventions processing affects profile-name-2 in the same way that it
affects profile-name-1.

Mixed case profile names are accepted and preserved when FCLASS refers to
a class defined in the class descriptor table with CASE=ASIS.

If the profile being added is for a group data set and the user has the GRPACC
attribute for that group, RACF places the group on the access list with UPDATE
access authority. Otherwise, if the group is already on the access list, RACF
changes the group’s access authority to UPDATE.

Possible Changes to Copied Profiles When Modeling Occurs

When a profile is copied during profile modeling, the new profile could differ
from the model in the following ways:

* RACEF places the user on the access list with ALTER access authority or, if
the user is already on the access list, changes the user’s access authority to
ALTER. This does not occur if the NOADDCREATOR option is in effect.

If the profile being added is for a group data set and the user has the
GRPACC attribute for that group, RACF places the group on the access list
with UPDATE access authority. If the group is already on the access list,
RACF changes the group’s access authority to UPDATE. These access list
changes do not occur if the data set profile is created only because the user
has the OPERATIONS attribute.

* The security label, if specified in the model profile, is not copied. Instead, the
user’s current security label is used.

* Information in the non-RACF segments (for example, the DFP segment) is
not copied.

FVOLUME(profile-name-2-serial)
specifies the volume RACF is to use to locate the model profile
(profile-name-2).

If you specify FVOLUME and RACF does not find profile-name-2 associated
with that volume, the command fails. If you omit this operand and the data set
name appears more than once in the RACF database, the command fails.
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FVOLUME is valid only when FCLASS either specifies or defaults to DATASET
and when profile-name-2 specifies a discrete profile. Otherwise, RACF ignores
FVOLUME.

GENERIC | MODEL | TAPE

GENERIC
specifies that RACF is to treat profile-name-1 as a fully-qualified generic
name, even if it does not contain any generic characters.

MODEL
specifies that you are defining a model profile to be used when new data
sets are created. The SETROPTS command (specifying MODEL operand
with either GROUP or USER) controls whether this profile is used for data
sets with group names or user ID names.

When you specify MODEL, you can omit UNIT and VOLUME.

When you specify MODEL, the SET, GENERIC, and TAPE operands are
ignored, and NOSET is used as the default.

MODEL and GENERIC operands are mutually exclusive. You cannot
specify a generic profile for automatic profile modelling through the MODEL
operand of ADDUSER, ALTUSER, ADDGROUP, or ALTGROUP. However,
you can explicitly use a generic profile as a model with the FROM operand,
and if needed, the FGENERIC operand of the ADDSD command.

For information about automatic profile modeling, refer to |z/OS Security

[Server RACF Security Administrator’s Guidd.

TAPE
specifies that the data set profile is to protect a tape data set. If tape data
set protection is not active, RACF treats TAPE as an invalid operand and
issues an appropriate error message. If profile-name-1 is a generic profile
name, RACF ignores this operand. (RACF processes a tape data set
protected by a generic profile in the same way as it processes a DASD
data set protected by a generic profile.)

LEVEL(nn)
specifies a level indicator, where nn is an integer between 0 and 99. The default
is 0.

Your installation assigns the meaning of the value.

RACF includes it in all records that log data set accesses and in the LISTDSD
command display.

NOSET | SET | SETONLY

NOSET
specifies that the data set is not to be RACF-indicated.

For a DASD data set, use NOSET when you are defining a data set to
RACF that has been brought from another system where it was
RACF-protected. (The data set is already RACF-indicated.)

For a tape data set, use NOSET when, because of a previous error, the
TVTOC indicates that the data set is RACF-indicated, but the discrete
profile is missing.

If you specify NOSET, for a discrete profile, when the data set is not
already RACF-indicated, RACF access control to that data set is not
enforced.
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If you specify NOSET, the volumes on which the data set or catalog resides
need not be online, and the password in the first operand of this command
is not required.

To use NOSET, one of the following must be true:
* You must have the SPECIAL attribute

» The profile must fall within the scope of a group in which you have the
group-SPECIAL attribute

» The high-level qualifier of the data set name (or the qualifier supplied by
a command installation exit routine) must be your user ID.

If you specify a generic profile name, RACF ignores this operand.

Note: If you specify a profile name that exists as a generation data group
(GDG) data set base name with NOSET—but do not specify a unit
and volume, RACF creates a model profile for the data set instead of
a discrete profile. In this situation, the model profile provides the
same protection as a discrete profile.

SET

~ specifies that the data set is to be RACF-indicated. SET is the default value
when you are RACF-protecting a data set. If the indicator is already on, the
command fails. If you specify a generic profile name or the GENERIC
operand, RACF ignores this operand.

SETONLY
specifies that for a tape data set, RACF is to create only an entry in the
TVTOCG; it is not to create a discrete data set profile. Specifying SETONLY
allows you to protect a tape data set with a TVTOC and a generic profile.

Thus, you would normally specify SETONLY with TAPE, and, when you do,
RACF ignores the OWNER, UACC, AUDIT, DATA, WARNING, LEVEL, and
RETPD operands. If you specify SETONLY without TAPE, RACF treats
SETONLY as SET.

NOTIFY[(userid)]

specifies the user ID of a RACF-defined user to be notified whenever RACF
uses this profile to deny access to a data set. If you specify NOTIFY without
userid, RACF takes your user ID as the default; you are notified whenever the
profile denies access to a data set.

A user who is to receive NOTIFY messages should log on frequently, both to
take action in response to the unauthorized access attempts the messages
describe and to clear the messages from the SYS1.BRODCAST data set.
(When the profile also includes WARNING, RACF might have granted access to
the data set to the user identified in the message.)

Note: The user ID specified on the NOTIFY operand is not notified when the
profile disallows creation or deletion of a data set. NOTIFY is used only
for resource access checking, not for resource creation or deletion.

OWNER(userid or group-name)

specifies a RACF-defined user or group to be assigned as the owner of the
data set profile. When you define a group data set, the user you designate as
owner must have at least USE authority in the group specified by the high-level
qualifier of the data set name (or the qualifier determined by the naming
conventions routine or by a command installation exit routine).
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If you omit this operand, you are defined as the owner of the data set profile.
However, if the high-level qualifier is a user ID that is different from your user
ID, the OWNER of the profile is the user ID specified in the high-level qualifier.
In addition, if you are using naming convention processing, either through the
naming convention table or an exit, the owner of the profile is determined by the
naming convention processing. If you have the SPECIAL attribute and define a
profile for a group data set while SETROPTS ADDCREATOR is in effect, your
user ID is added to the access list for the data set with ALTER access authority,
whether or not you specify the OWNER operand. If you have the SPECIAL
attribute and define a profile for a user data set, your user ID is not added to
the access list for the data set.

If you specify OWNER(userid), the user you specify as the owner does not
automatically have access to the data set. Use the PERMIT command to add
the owner to the access list as desired. If you specify OWNER(group-name),
RACEF treats any users who have the group-SPECIAL attribute in the group as
owners of the data set profile.

RETPD(nnnnn)
specifies the RACF security retention period for a tape data set. The security
retention period is the number of days that must elapse before a tape data set
profile expires. (Note that, even though the data set profile expires,
RACF-protection for data sets protected by the profile is still in effect. For more
information, see|z/OS Security Server RACF Security Administrator's Guide)

The number you specify, nnnnn must be one to five digits in the range of 0
through 65533. To indicate a data set that never expires, specify nnnnn as
99999. When 99999 is used, the SETROPTS command stores it internally as
65534.

The RACF security retention period is the same as the data set retention period
specified by the EXPDT/RETPD parameters on the JCL DD statement only
when the data set profile is discrete and you do not modify the RACF security
retention period.

When the TAPEVOL class is active, RACF checks the RACF security retention
period before it allows a data set to be overwritten. RACF adds the number of
days in the retention period to the creation date for the data set. If the result is
less than the current date, RACF continues to protect the data set.

When the TAPEVOL class is not active, RACF ignores the RETPD operand.

If you omit RETPD and your installation has established a default security
retention period (through the RETPD operand on the SETROPTS command),
RACF uses the default. If you omit RETPD and your installation has not
established a default, RACF uses 0 as a default.

Specifying this operand for a DASD data set does not cause an error, but it has
no meaning because RACF ignores the operand during authorization checking.

SECLABEL (security-label)
specifies the user’'s default security label, where security-label is an
installation-defined security label name that represents an association between
a particular security level and a set of zero or more categories.

A security label corresponds to a particular security level (such as
CONFIDENTIAL) with a set of zero or more security categories (such as
PAYROLL or PERSONNEL).

RACF stores the name of the security label you specify in the data set profile if
you are authorized to use that label.
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If you are not authorized to use the security label or if the name you had
specified is not defined as a SECLABEL profile in the SECLABEL class, the
data set profile is not created.

SECLEVEL(security-level)
specifies the name of an installation-defined security level. This name
corresponds to the number that is the minimum security level a user must have
to access the data set. security-level must be a member of the SECLEVEL
profile in the SECDATA class.

When you specify SECLEVEL and the SECDATA class is active, RACF adds
security level access checking to its other authorization checking. If global
access checking does not grant access, RACF compares the security level
allowed in the user profile with the security level required in the data set profile.
If the security level in the user profile is less than the security level in the data
set profile, RACF denies the access. If the security level in the user profile is
equal to or greater than the security level in the data set profile, RACF
continues with other authorization checking.

Note: RACF does not perform security level checking for a started task or user
that has the RACF privileged or trusted attribute. The RACF privileged or
trusted attribute can be assigned to a started task through the RACF
started procedures table or STARTED class, or to other users by
customer-supplied RACF exits.

If the SECDATA class is not active, RACF still stores the security-level you
specified in the data set profile, but cannot perform security level checking until
you have activated the SECDATA class. If the name you specify is not defined
as a SECLEVEL profile and the SECDATA class is active, you are prompted to
provide a valid name for security-level.

TME
specifies that information for the Tivoli Security Management Application is to be
added.

Note: The TME segment fields are intended to be updated only by the Tivoli
Security Management application, which manages updates, permissions,
and cross references. A security administrator should only directly update
TME fields on an exception basis.

ROLES(role-access-specification ...)
specifies a list of roles and associated access levels related to this profile.

One or more role-access-specification values can be specified, each
separated by blanks. Each value should contain no imbedded blanks and
should have the following format:

role-name:access-authority[:conditional-class: conditional-profile]

where role-name is a discrete general resource profile defined in the ROLE
class. The access-authority is the authority (NONE, EXECUTE, READ,
UPDATE, CONTROL, or ALTER) with which groups in the role definition
should be permitted to the resource.

The conditional-class is a class name (APPCPORT, CONSOLE, JESINPUT,
PROGRAM, TERMINAL, or SYSID) for conditional access permission, and

is followed by the conditional-profile value, a resource profile defined in the

conditional class.
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UACC(access-authority)

specifies the universal access authority to be associated with the data sets. The
universal access authorities are ALTER, CONTROL, UPDATE, READ,
EXECUTE, and NONE. If you omit UACC or specify UACC with no access
authority, RACF uses the default value in your current connect group. If you
specify CONTROL for a tape data set or a non-VSAM DASD data set, RACF
treats the access authority as UPDATE. If you specify EXECUTE for a tape
data set, or a DASD data set not used as a program library, RACF treats the
access authority as NONE.

If a user accessing a data set has the RESTRICTED attribute, RACF treats the
universal access authority (UACC) as NONE for that access attempt.

UNIT(type)

specifies the unit type on which a tape data set or a non-VSAM DASD data set
resides. You can specify an installation-defined unit name, a generic device
type, or a specific device address. If you specify UNIT and VOLUME for a
DASD data set, RACF assumes that the data set is a non-VSAM data set;
therefore, do not use UNIT and VOLUME for a VSAM data set.

If the data set is not cataloged, UNIT and VOLUME are required. You must
specify UNIT and VOLUME for data sets cataloged with an esoteric name (such
as an installation-defined unit name).

If you specify a generic or model profile name, RACF ignores this operand.

VOLUME(volume-serial ...)

specifies the volumes on which a tape data set or a non-VSAM DASD data set
resides. If you specify UNIT and VOLUME for a DASD data set, RACF
assumes that the data set is a non-VSAM data set; therefore, do not use UNIT
and VOLUME for a VSAM data set.

If the data set is not cataloged, UNIT and VOLUME are required. You must
specify UNIT and VOLUME for data sets cataloged with an esoteric name (such
as an installation-defined unit name).

If you specify a tape data set profile name, you can specify only one volume.

If you specify a generic or model profile name, RACF ignores this operand.

WARNING

Examples

Table 6. Examples of ADDSD
Example 1

specifies that even if access authority is insufficient, RACF is to issue a warning
message and allow access to the resource. RACF also records the access
attempt in the SMF record if logging is specified in the profile.

Operation User ADM1 wants to create a generic profile to protect all data sets
having the high-level qualifier SALES. Only users with a security level of
CONFIDENTIAL or higher are to be able to access the data sets.

Known User ADM1 has the SPECIAL attribute and the installation has defined
CONFIDENTIAL as a valid security level name. User ADM1 wants to
issue the command as a RACF TSO command.

Command ADDSD 'SALES.*' UACC(READ) AUDIT(ALL(READ))

SECLEVEL (CONFIDENTIAL)
Defaults OWNER(ADM1) LEVEL(0)
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Table 6. Examples of ADDSD (continued)
Example 2 Operation

Known
Command
Defaults

Example 3 Operation

Known

Command

Defaults
Example 4 Operation

Known

Command

Defaults

Example 5 Operation

Known

Command

Defaults
Example 6 Operation

Known

Command
Defaults

User AEHO wants to protect the data set AEHO.DEPT1.DATA with a
discrete RACF profile.

User AEHO is RACF-defined. AEHO.DEPT1.DATA is not cataloged. It
resides on volume USERO3 which is a 3330 volume. User AEHO wants
to issue the command as a RACF TSO command.

ADDSD 'AEHO.DEPT1.DATA' UNIT(3330) VOLUME(USER03)

OWNER(AEHO0) UACC(UACC of user AEHO in current connect group)
AUDIT(FAILURES(READ)) LEVEL(0) SET

User ADM1 wants to RACF-define the DASD data set
SYS1.ICHO2.DATA which was brought from another system where it was
protected by a discrete RACF profile and was RACF-indicated. On the
new system, only users with a security category of DEPT1 are to be
allowed to access the data set.

User ADM1 has the SPECIAL attribute. SYS1.ICH02.DATA is cataloged.
User ADM1 has create authority in group SYS1 and is connected to
group SYS1 with the group-SPECIAL attribute. The installation has
defined DEPT1 as a valid security category. User ADM1 wants to issue
the command as a RACF TSO command.

ADDSD 'SYS1.ICHO2.DATA' OWNER(SYS1) UACC(NONE) AUDIT(ALL) NOSET
CATEGORY (DEPT1)

LEVEL(0)

User AEHO wants to create a model profile for group RSC and place an
installation-defined description in the profile.

User AEHO has at least CREATE authority in group RSC. User AEHO
wants to issue the command as a RACF TSO command.

ADDSD 'RSC.ACCESS.PROFILE' MODEL DATA('PROFILE THAT CONTAINS
MODELING INFORMATION')

OWNER(AEHO), UACC(the UACC of user AEHO in current group)
AUDIT(FAILURES(READ)) LEVEL(0)

User AEH1 wants to protect the tape data set named
AEH1.TAPE.RESULTS with a discrete RACF profile.

User AEH1 is a RACF-defined user. Data set AEH1.TAPE.RESULTS is
cataloged, and tape data set protection is active. User AEH1 wants to
issue the command as a RACF TSO command.

ADDSD 'AEH1.TAPE.RESULTS' UACC(NONE) AUDIT(ALL(READ)) TAPE NOTIFY
FILESEQ(1) RETPD(100)

LEVEL(0)

User AEH1 wants to protect the tape data set named
AEH1.TAPE.FUTURES with a discrete RACF profile, which is so much
like the profile created for AEH1.TAPE.RESULTS (Example 5) that AEH1
can use the existing profile as a model for the new profile.

User AEH1 is a RACF-defined user. Data set AEH1.TAPE.FUTURES is
cataloged, and tape data set protection is active. User AEH1 wants to
issue the command as a RACF TSO command.

ADDSD 'AEH1.TAPE.FUTURES' FROM('AEH1.TAPE.RESULTS') FILESEQ(2)
LEVEL(0)
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Example 7 Operation

Known

Command
Defaults
Results

Example 8 Operation

Known
Command
Defaults

ADDSD

User ADM1 wants to create a generic profile to protect all data sets
having the high-level qualifier PROJECTA. The data sets protected by
the profile will be managed by DFP. Group TEST4 will be assigned as
the actual owner of the data sets protected by the profile. The profile will
have a universal access authority of READ.

User ADM1 wants to direct the command to run at the local node under
the authority of user DAP02 and prohibit the command from being
automatically directed to other nodes.

Users ADM1 and DAPO2 have the SPECIAL attribute, the operating
system has DFP 3.1.0 installed, and TEST4 is a RACF-defined group.
Users ADM1 and DAPO2 have an already established user ID
association. User ADM1 wants to issue the command as a RACF TSO
command.

ADDSD 'PROJECTA.*' UACC(READ) DFP(RESOWNER(TEST4)) ONLYAT(.DAPO2)
OWNER(ADM1) LEVEL(0) AUDIT(FAILURES(READ))

The command is only processed on the local node and not automatically
directed to any other nodes in the RRSF configuration.

User TSO7 wants to create a generic profile to protect all data sets
having the high-level qualifier PROJECTB with a security label of CONF.
User TSQO7 is authorized to the security label. User TSO7 wants to issue
the command as a RACF operator command, and the RACF subsystem
prefix is @.

User TSO7 is a RACF-defined user.

@ADDSD 'PROJECTB.*' SECLABEL(CONF)

None
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ADDUSER (Add User Profile)

Purpose

Use the ADDUSER command to define a new user to RACF and establish the
user’s relationship to an existing RACF-defined group.

The command adds a profile for the new user to the RACF database and creates a
connect profile that connects the user to whichever default group you specify.

The user profile consists of a RACF segment and, optionally, other segments such
as a TSO segment, a DFP segment, or an OMVS segment. You can use this
command to define information in any segment of the user’s profile.

Although user ID association information is in the user’s profile, you must use the
RACLINK command to define a user ID association.

Attention:

* When the ADDUSER command is issued from ISPF, the TSO command buffer
(including password data) is written to the ISPLOG data set. As a result, you
should not issue this command from ISPF or you must control the ISPLOG data
set carefully.

» If the ADDUSER command is issued as a RACF operator command, the
command and all data (including password data) is written to the system log. You
should not issue the ADDUSER command as an operator command unless
specifying PROTECTED. For all other cases you should execute it as a TSO
command.

This command is not intended to be used for profiles in the DIGTCERT or
DIGTNMAP classes.

Issuing Options

The following table identifies the eligible options for issuing the ADDUSER
command:

Table 7. How the ADDUSER Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,

refer to [Chapter 4, “RACF operator commands” on page 21| You must be

logged on to the console to issue this command as a RACF operator

command.

Related Commands
+ To change a user profile, see [‘ALTUSER (Alter User Profile)” on page 115|
+ To delete a user profile, see 'DELUSER (Delete User Profile)” on page 189,
+ To list a user profile, see ['LISTUSER (List User Profile)” on page 223|
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« To administer user ID associations, see ['RACLINK (Administer User 1D|
[Associations)” on page 296}

+ To obtain a list of user profiles, see ['SEARCH (Search RACF Database)” on|
page 408

Authorization Required

When issuing the ADDUSER command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See
lz/08 Security Server RACF Security Administrator’s Guidg for further information.

To use the ADDUSER command, you must have one of the following:

* The SPECIAL attribute

» The CLAUTH attribute for the USER class while one of the following is true:
— You are the owner of the default group specified in this command.
— You have JOIN authority in the default group specified in this command.

— The default group is within the scope of a group in which you have the
group-SPECIAL attribute.

You must have the SPECIAL attribute to give the new user the OPERATIONS,
SPECIAL, or AUDITOR attribute. You need not, however, have the SPECIAL
attribute to specify the OWNER operand.

You cannot assign a user an attribute or authority higher than your own.

To assign a security category to a profile, you must have the SPECIAL attribute, or
the category must be in your user profile. To assign a security level to a profile, you
must have the SPECIAL attribute or, in your own profile, a security level that is
equal to or greater than the security level you are assigning.

To assign a security label, you must have the SPECIAL attribute or have READ
authority to the security label profile. However, the security administrator can limit
the ability to assign security labels only to users with the SPECIAL attribute.

To define information within a segment other than the base segment, you must
have one of the following:

* The SPECIAL attribute

» At least UPDATE authority to the desired field within the segment through
field-level access control

For information on field-level access checking, see |[zZOS Security Server RACH
[Security Administrator’s Guide,

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user ID
association must be established between the specified node.userid pair(s) if the
user IDs are not identical.

To specify the SHARED keyword, you must have the SPECIAL attribute or at least
READ authority to the SHARED.IDS resource in the UNIXPRIV class.
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Syntax

For the key to the symbols used in the command syntax diagrams, see
[RACF commands and operands” on page 9] The complete syntax of the ADDUSER
command is:

[subsystem-prefix{ADDUSER | AU}

(userid ...)
[ ADDCATEGORY (category-name ...) ]
[ ADSP | NOADSP ]
[ AT([node].userid ...) | ONLYAT([node].userid ...)]
[ AUDITOR | NOAUDITOR ]
[ AUTHORITY (group-authority) 1
[ CICS(
[ OPCLASS(operator-class ...) ]
[ OPIDENT (operator-id) ]
[ OPPRTY (operator-priority) ]
[ TIMEOUT(timeout-value) ]
[ XRFSOFF( FORCE | NOFORCE ) ]
) 1
[ CLAUTH(class-name ...) | NOCLAUTH ]
[ DATA('installation-defined-data') |
[ DCE(
[ AUTOLOGIN(YESINO) ]
[ DCENAME ((user-principal-name) |
[ HOMECELL(dce-cell-name) ]
[ HOMEUUID(home-cell-universal-unique-identifier) ]
[ UUID(universal-unique-identifier) ]
) 1
[ DFLTGRP(group-name) ]
[ DFP(
[ DATAAPPL(application-name) ]
[ DATACLAS(data-class-name) |
[ MGMTCLAS(management-class-name) |
[ STORCLAS(storage-class-name) ]
) ]
[ EIM ( LDAPPROF ( Idapbind_profile ) ) ]
[ GRPACC | NOGRPACC ]

[ KERB (
[ ENCRYPT (
[ DES | NODES ]

[ DES3 | NODES3 ]
[ DESD | NODESD ]
) ]
[ KERBNAME (kerberos-principal-name) ]
[ MAXTKTLFE(max-ticket-life) ]

~
fa—

[ LANGUAGE(
[ PRIMARY (language) ]
[ SECONDARY (language) 1
) ]

[ LNOTES(
[ SNAME(short-name) ]
) ]

[ MODEL(dsname) ]

[ NAME(user-name) |

[ NDS(
[ UNAME(user-name) ]
) 1
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[ NETVIEW(
[ CONSNAME(console-name) ]
[ CTL(GENERAL | GLOBAL | SPECIFIC) ]
[ DOMAINS(domain-name ...) ]
[ IC(command | command-list) ]
[ MSGRECVR(NO | YES) ]
[ NGMFADMN(NO | YES) ]
[ NGMFVSPN(view-span) |
[ OPCLASS(class ... ) ]
) ]
[ OIDCARD | NOOIDCARD ]
[OMVS [ (
[ ASSIZEMAX(address-space-size)]
[ AUTOUID | UID ( user-identifier ) [ SHARED ] ]
[ CPUTIMEMAX(cpu-time) ]
[ FILEPROCMAX(files-per-process) ]
[ HOME(initial-directory-name) ]
[ MMAPAREAMAX(memory-map-size) ]
[ PROCUSERMAX(processes-per-UID) ]
[ PROGRAM(program-name) |
[ THREADSMAX(threads-per-process) |
) 1]
[ OPERATIONS | NOOPERATIONS ]
[ OPERPARM( [ ALTGRP(alternate-console-group) ]
[ AUTH(operator-authority) ]
[ AUTO( YES | NO ) ]
[ CMDSYS(system-name) |
[ DOM( NORMAL | ALL | NONE ) ]
[ KEY(searching-key) ]
[ LEVEL(message-level) ]
[ LOGCMDRESP( SYSTEM | NO ) ]
[ MFORM(message-format) ]
[ MIGID( YES | NO ) ]
[ MONITOR(event) ]
[ MSCOPE( system-names | * | *ALL ) ]
[ ROUTCODE( ALL | NONE | routing-codes ) ]
[ STORAGE(amount) ]
[ UD( YES | NO ) ]
) 1
[OVM(
[ FSROOT(file-system-root) ]
[ HOME(initial-directory-name) |
[ PROGRAM(program-name) |
[ UID(user-identifier ]
) ]
[ OWNER(userid or group-name) ]
[ PASSWORD(password) | NOPASSWORD ]
[PROXYI(
[ LDAPHOST(/dap_url) ]
[ BINDDN(bind_distinguished_name) ]
[ BINDPW(bind_password) ] ) 1 ]
[ RESTRICTED | NORESTRICTED ]
[ SECLABEL (seclabel-name) ]
[ SECLEVEL (seclevel-name) |
[ SPECIAL | NOSPECIAL ]
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Parameters

[TSO(
[ ACCTNUM(account-number) ]
[ COMMAND(command-issued-at-logon) ]
[ DEST(destination-id) ]
[ HOLDCLASS(hold-class) ]
[ JOBCLASS(job-class) ]
[ MAXSIZE(maximum-region-size) |
[ MSGCLASS(message-class) |
[ PROC(logon-procedure-name) |
[ SECLABEL(security-label) ]
[ SIZE(default-region-size) ]
[ SYSOUTCLASS(sysout-class) ]
[ UNIT(unit-name) ]
[ USERDATA(user-data) ]
) 1
[ UACC(access-authority) |
[ WHEN( [DAYS(day-info)] [TIME(time-info)] ) ]
[ WORKATTR(
[ WAACCNT (account-number) ]
[ WAADDR1(address-line-1) ]
[ WAADDR2(address-line-2) ]
[ WAADDRS(address-line-3) ]
[ WAADDR4(address-line-4) ]
[ WABLDG(building) ]
[ WADEPT (department) ]
[ WANAME(name) |
[ WAROOM(room) 1]

) 1

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21|

subsystem-prefix

Specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

userid

Specifies the user to be defined to RACF. If you are defining more than one
user, the list of user IDs must be enclosed in parentheses.

This operand is required and must be the first operand following ADDUSER.

Each user ID must be unique and must not currently exist on the RACF
database as a user ID or a group name.
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ADDCATEGORY(category-name ...)
Specifies one or more names of installation-defined security categories. The
names you specify must be defined as members of the CATEGORY profile in a
SECDATA class. (For information on defining security categories, see [z709
[Security Server RACF Security Administrator’s Guide})

When the SECDATA class is active and you specify ADDCATEGORY, RACF
performs security category checking in addition to its other authorization
checking. If a user requests access to a resource, RACF compares the list of
security categories in the user’s profile with the list of security categories in the
resource profile. If RACF finds any security category in the resource profile that
is not in the user’s profile, RACF denies access to the resource. If the user's
profile contains all the required security categories, RACF continues with other
authorization checking.

Note: RACF does not perform security category checking for a started task or
user with the RACF privileged or trusted attribute. The RACF privileged
or trusted attribute can be assigned to a started task through the RACF
started procedures table or STARTED class, or to other users by
customer-supplied RACF exits.

ADSP | NOADSP

ADSP
Specifies that all permanent tape and DASD data sets created by the new
user are automatically be RACF-protected by discrete profiles. ADSP
specified on the ADDUSER command overrides NOADSP specified on the
CONNECT command.

If SETROPTS NOADSRP is in effect, RACF ignores the ADSP attribute at
logon or job initiation.

NOADSP
Specifies that the new user is not to have the ADSP attribute. NOADSP is
the default value if you omit both ADSP and NOADSP.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
Specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.
AUDITOR | NOAUDITOR

AUDITOR
Specifies that the new user has full responsibility for auditing the use of
system resources, and is able to control the logging of detected accesses
to any RACF-protected resources during RACF authorization checking and
accesses to the RACF database.

Chapter 5. RACF Command Syntax 53



ADDUSER
You must have the SPECIAL attribute to enter the AUDITOR operand.

NOAUDITOR
Specifies that the new user does not have the AUDITOR attribute.
NOAUDITOR is the default value if you omit both AUDITOR and
NOAUDITOR.

AUTHORITY(group-authority)
Specifies the level of group authority for the new user in the default group. The
valid group authority values are USE, CREATE, CONNECT, and JOIN and are
described in|“Group authorities” on page 13|. If you omit this operand or specify
AUTHORITY without group-authority, the default value is USE.

This operand is group-related. If a user is connected to other groups (with the
CONNECT command), the user can have a different group authority in each

group.
CciCs

Defines CICS operator information for a new CICS terminal user. This operand
requires CICS/ESA* 3.2.1 or later.

You can control access to an entire CICS segment or to individual fields within
the CICS segment by using field-level access checking. For more information,
see [z/0S Security Server RACF Security Administrator's Guide|

OPCLASS(operator-class ...)
Specifies numbers in the range of 1 through 24, defined as two digits,
representing classes assigned to this operator to which BMS (basic
mapping support) messages are to be routed.

OPIDENT (operator-id)
Specifies a 1-3 character identification of the operator for use by BMS.

Operator identifiers can consist of any characters, and can be entered with
or without single quotes. The following rules apply:

» |If parentheses, commas, blanks, or semicolons are to be entered as part
of the operator identifier, the character string must be enclosed in single
quotes. For example, if the operator identifier is (1), you must enter
OPIDENT('(1)").

» If a single quote is intended to be part of the character string, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

If OPIDENT is not specified, the field defaults to blanks in the RACF user
profile, and blanks appear in the field in the LISTUSER command output.

OPPRTY (operator-priority)
Specifies the number in the range of 0 through 255 that represents the
priority of the operator.

If OPPRTY is not specified, the field defaults to zeros in the RACF user
profile, and zeros appear in the field in the LISTUSER command output.

TIMEOUT(timeout-value)
Specifies the time, in hours and minutes, that the operator is allowed to be
idle before being signed off. The value for TIMEOUT can be entered in the
form m, mm, hmm, hhmm, where the value for m or mm can range from 00
to 59, or 00 to 60 if h or hh is not specified or specified as 0 or 00. The
value for h or hh can range from 00 to 99.
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Note: If your installation has multiple levels of CICS sharing the RACF
database, be aware that versions of CICS prior to CICS 4.1 allow
TIMEOUT values only in the form mm where mm is 0 to 60. A
specification of 0200 is interpreted as two hours on a CICS 4.1
system, but it causes an earlier CICS system to see a timeout value
of 0 and assume no timeout is to be used. To avoid this problem,
users with mixed CICS systems might wish to specify a timeout
value in the form hhmm and ensure the mm value is not zero. For
example, you could specify a TIMEOUT value such as 0159, which
is interpreted as 1 hour and 59 minutes on a CICS 4.1 system, and
is interpreted as 59 minutes on an earlier CICS system.

TIMEOUT defaults to 0 if omitted, meaning no timeout.

XRFSOFF(FORCE | NOFORCE)
FORCE means that the user is signed off by CICS when an XRF takeover
occurs.

CLAUTH | NOCLAUTH

CLAUTH(class-name ...)
Specifies the classes in which the new user is allowed to define profiles to
RACF for protection. Classes you can specify are USER, and any resource
classes defined in the class descriptor table.

To enter the CLAUTH operand, you must have the SPECIAL attribute or
have the CLAUTH attribute for the classes specified. If you do not have
sufficient authority for a specified class, RACF ignores the CLAUTH
specification for that class and continues processing with the next class
name specified.

Note: The CLAUTH attribute has no meaning for the FILE and
DIRECTORY classes.

NOCLAUTH
Specifies that the new user is not to have the CLAUTH attribute.
NOCLAUTH is the default if you omit both CLAUTH and NOCLAUTH.

DATA('installation-defined-data')
Specifies up to 255 characters of installation-defined data to be stored in the
user’s profile and must be enclosed in quotes. It can also contain double-byte
character set (DBCS) data. Note that only 254 characters are chained off the
ACEE.

Use the LISTUSER command to list this information.

DCE
Specifies that, when you define an z/OS DCE user to RACF, you can enter any
of the following suboperands to specify information for that user. Each
suboperand defines information that RACF stores in a field within the DCE
segment of the user’s profile.

You can control access to an entire DCE segment or to individual fields within
the DCE segment by using field level access checking.

To define information within the DCE segment, you must have one of the
following:
* The SPECIAL attribute

» At least UPDATE authority to the desired field within the segment through
field-level access control
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For information on field-level access checking, see |[zZOS Security Server RACH
[Security Administrator’s Guidd,.

Attention
The ability to associate a RACF and DCE identity depends on replicated
information between DCE and RACF. You should not change the user’s
UUID, principal name, or cell name in either RACF or the DCE registry
without a corresponding update in the other registry.

AUTOLOGIN(NO | YES)
Specifies whether z/OS UNIX DCE is to log this user into zZOS UNIX DCE
automatically. If AUTOLOGIN(NO) is specified, zZOS UNIX DCE does not
attempt to login this user to z/OS UNIX DCE automatically. If AUTOLOGIN
is not specified, AUTOLOGIN(NO) is the default.

DCENAME(user-principal-name)

Specifies the DCE principal name defined for this RACF user in the DCE

registry.

The DCENAME you define to RACF can contain 1-1023 characters and can

consist of any character. You can enter the name with or without single

quotes, depending on the following:

 If parentheses, commas, blanks, or semicolons are entered as part of the
name, the character string must be enclosed in single quotes.

» If a single quote is intended to be part of the name, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. RACF does not ensure that a valid DCENAME has
been specified.

The DCENAME assigned to a user must be the same as the DCE principal
name defined to the DCE registry.

If DCENAME is not specified, the user cannot login as an z/OS UNIX DCE
user automatically, even when AUTOLOGIN(YES) is specified.

Note: RACF does not enforce the uniqueness of each DCENAME. The
DCENAME specified must match the user's DCE principal name that
is defined to the DCE registry. If the DCENAME entered does not
correspond to the DCE principal name entered in the DCE registry
for this user, z/OS UNIX DCE cannot correctly associate the identity
of the DCE principal with the correct RACF user ID.

HOMECELL(dce-cell-name)
Specifies the DCE cell name defined for this RACF user.

The HOMECELL you define to RACF can contain 1-1023 characters and
can consist of any character. You can enter the name with or without single
quotes, depending on the following:

 If parentheses, commas, blanks, or semicolons are entered as part of the
cell name, the character string must be enclosed in single quotes.

« If a single quote is intended to be part of the cell name, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.
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Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. The fully qualified path name should be specified.
RACF does not ensure that a valid DCE cell name has been specified.

The HOMECELL assigned to a user must be the same as the DCE cell
name that this user has been defined to.

If the HOMECELL is not specified, zZOS UNIX DCE single signon to DCE
support assumes that the HOMECELL for this user is the same cell that this
MVS system is defined to.

RACF checks that the prefix of the HOMECELL name entered has a prefix
of either /.../ or /.:/.

The notation /.../ indicates that the HOMECELL name is a global domain
name service (DNS) cell name or X.500 global name.

The notation /.:/ indicates that the HOMECELL name is a cell relative CDS
(cell directory service) name. When determining the naming conventions
used within your DCE cell, you should contact your DCE cell administrator.

HOMEUUID(home-cell-universal-unique-identifier)
Specifies the DCE universal unique identifier (UUID) for the cell that this
user is defined to. The UUID is a 36-character string that consists of
numeric and hexadecimal characters. This string must have the delimiter of
" in character positions 9, 14, 19, and 24. The general format for the
UUID string is XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, in which x represents
a valid numeric or hexadecimal character.

Be careful when assigning UUIDs. The UUID cannot be randomly assigned.
The HOMEUUID is the DCE UUID of the cell that this RACF user is defined
to. If HOMEUUID is not specified, the LISTUSER command displays NONE
for the HOMEUUID field.

Note: The HOMEUUID specified must match the UUID of the DCE cell to
which this principal (specified by the DCENAME operand) is defined.

UUID(universal-unique-identifier)
Specifies the DCE universal unique identifier (UUID) of the DCE principal
defined in DCENAME. The UUID is a 36-character string that consists of
numeric and hexadecimal characters. This string must have the delimiter of
"="in character positions 9, 14, 19, and 24. The general format for the
UUID string is XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, in which x represents
a valid numeric or hexadecimal character.

Be careful when assigning UUIDs. The UUID cannot be randomly assigned.
Note that RACF does not enforce the uniqueness of each UUID entered.
The DCE UUID assigned to a user must be the same as the DCE UUID
assigned when defining this RACF user to the DCE registry as a DCE
principal that is being cross-linked with this RACF user ID. This DCE
principal is specified using the DCENAME operand.

DFLTGRP(group-name)
Specifies the name of a RACF-defined group to be used as the default group
for the user. If you do not specify a group, RACF uses your current connect
group as the default.
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Note: You do not have to issue the CONNECT command to connect new users
to their default groups.

DFP
Specifies that when you define a user to RACF, you can enter any of the
following suboperands to specify default values for DFP data application
identifier, data class, management class, and storage class. DFP uses this
information to determine data management and DASD storage characteristics
when a user creates a new data set.

You can control access to an entire DFP segment or to individual fields within
the DFP segment by using field-level access checking. For more information,
see |z/0S Security Server RACF Security Administrator’s Guide]

DATAAPPL(application-name)
specifies an 8-character DFP data application identifier.

DATACLAS(data-class-name)
Specifies the default data class. The maximum length of data-class-name is
8 characters.

A data class can specify some or all of the physical data set attributes
associated with a new data set. During new data set allocation, data
management uses the value you specify as a default unless it is preempted
by a higher priority default, or overridden in some other way, for example by
JCL.

Note: The value you specify must be a valid data class name defined for
use on your system. For more information, see [z/0S Security Server
[RACF Security Administrator’s Guidel

For information on defining DFP data classes, see |z2Z0S DFSMSdfo Storagd
lAdministration Referencel

MGMTCLAS(management-class-name)
Specifies the default management class. The maximum length of
management-class-name is 8 characters.

A management class contains a collection of management policies that
apply to data sets. Data management uses the value you specify as a
default unless it is preempted by a higher priority default, or overridden in
some other way, for example by JCL.

Note: The value you specify must be protected by a profile in the
MGMTCLAS general resource class, and the user must be granted
at least READ access to the profile. Otherwise, RACF does not allow
the user access to the specified MGMTCLAS. For more information,
see |z/0S Security Server RACF Security Administrator's Guide}

For information on defining DFP management classes, see @
IDFSMSdfp Storage Administration Reference

STORCLAS(storage-class-name)
Specifies the default storage class. The maximum length of
storage-class-name is 8 characters.

A storage class specifies the service level (performance and availability) for
data sets managed by the storage management subsystem (SMS). During
new data set allocation, data management uses the value you specify as a
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default unless it is preempted by a higher priority default, or overridden in
some other way (for example, by JCL).

Note: The value you specify must be protected by a profile in the
STORCLAS general resource class, and the user must be granted at
least READ access to the profile. Otherwise, RACF does not allow
the user access to the specified STORCLAS. For more information,
see |z/0S Security Server RACF Security Administrator's Guide}

For information on defining DFP storage classes, see [0S DFSMSdfd
[Storage Administration Referencel

Specifies the bind information required to establish a connection with the EIM
domain.

LDAPPROF(/dapbind_profile)

Specifies the name of a profile in the LDAPBIND class. The profile in the
LDAPBIND class contains the name of an EIM domain and the bind
information required to establish a connection with the EIM domain. The
EIM services will attempt to retrieve this information when it is not explicitly
supplied via invocation parameters. Applications or other services that use
the EIM services may instruct their invokers to define a profile in the
LDAPBIND class or the IRR.PROXY.DEFAULTS profile in the FACILITY
class.

GRPACC | NOGRPACC

KERB
Specifies Security Server Network Authentication Service information for a user
you are defining to RACF. Each subkeyword defines information that RACF
stores in a field within the KERB segment of the user’s profile.

GRPACC

Specifies that any group data sets protected by DATASET profiles defined
by the new user are automatically accessible to other users in the group.
The group whose name is used as the high-level qualifier of the data set
name (or the qualifier supplied by a command installation exit) has UPDATE
access authority in the new profile. GRPACC specified on the ADDUSER
command overrides NOGRPACC specified on the CONNECT command.

NOGRPACC

Specifies that the new user does not have the GRPACC attribute.
NOGRPACC is the default value if you omit both GRPACC and
NOGRPACC.

Note: The RACF user password must be changed to be non-expired in order

to complete the definition of the Network Authentication Service principal.
The user cannot use any Network Authentication Service function until
the definition is complete.

ENCRYPT [([DES| NODES] [DES3 | NODES3] [DESD | NODESD])]

The ENCRYPT values are used to specify which keys are allowed for use
based on the encryption algorithm used to generate them. The default
values for ENCRYPT are DES, DESS3, and DESD. You can use the
following values to specify which keys are allowed for use by a principal.

DES DES encrypted keys are allowed for use.
NODES No DES encrypted keys are allowed for use.
DES3 DESS3 encrypted keys are allowed for use.
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NODES3 No DESS encrypted keys are allowed for use.
DESD DESD encrypted keys are allowed for use.
NODESD No DESD encrypted keys are allowed for use.

The values in effect are dependent on the current SETROPTS KERBLVL
setting.

When SETROPTS KERBLVL(0) is in effect, the ENCRYPT settings will be
ignored. Regardless of the settings, DES keys will be generated and
processed.

When SETROPTS KERBLVL(1) is in effect, or when SETROPTS KERBLVL
gets changed from 0 to 1, the ENCRYPT settings will go into effect.
Therefore, on password change, all three keys are generated and stored in
the user’s profile. The ENCRYPT setting will be used to determine which
keys can be processed.

If you do not want to accept the defaults, you must specify the values you
desire. For example, if you want to use only DES3 encryption, you must
specify ENCRYPT(NODES DES3 NODESD).

If you specify ENCRYPT(NODES, NODES3, NODESD) at KERBLVL(1), no
keys can be used, but all three will be generated and stored. At
KERBLVL(0), the DES key will still be generated and it cannot be
disallowed.

KERBNAME(kerberos-principal-name)

Specifies the z/OS user ID’s local kerberos-principal-name.

The value specified for the local kerberos-principal-name must be unique.
Consequently, a list of users cannot be specified on an ADDUSER
command with the KERBNAME keyword.

The kerberos-principal-name you define to RACF can consist of any
character except the @ (X'7C') character. It is highly recommended that you
avoid using any of the EBCDIC variant characters be avoided to prevent
problems between different code pages. You can enter the name with or
without single quotes, depending on the following:

 If parentheses, commas, blanks, or semicolons are entered as part of the
name, the name must be enclosed in single quotes.

» If a single quote is intended to be part of the name and the entire
character string is enclosed in single quotes, you must use two single
quotes together to represent each single quote within the string.

 If the first character of the name is a single quote, you must enter the
string within single quotes, with two single quotes entered for that single
quote.

Both uppercase and lowercase characters are accepted and maintained in
the case in which they are entered. However, RACF does not ensure that a
valid kerberos-principal-name has been specified.

A local kerberos-principal-name must not be qualified with a realm name
when specified with the KERBNAME keyword. However, RACF verifies that
the local principal name, when fully qualified with the name of the local
realm:

/.../1ocal_realm_name/principal_name
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does not exceed 240 characters. For example,
 If the local realm name is
X

fully qualified local principal names are prefixed with
/.. X/

and are limited to a maximum of 233 characters.
e |f the local realm name is
KERB390.ENDICOTT.IBM.COM

fully qualified local principal names will be prefixed with
/.../KERB390.ENDICOTT.IBM.COM/

and be limited to a maximum of 210 characters.

This length verification requires that the REALM profile for the local realm
KERBDFLT be defined and contain the name of the local realm, prior to the
specification of local Network Authentication Service principals. Otherwise,
Network Authentication Service users might not be properly defined.

Note: Because of the relationship between local realm names and local
kerberos-principal-names, in which the length of a fully qualified
name cannot exceed 240 characters, caution and planning must go
into renaming the local realm since the combined length is only
checked by RACF when a local kerberos-principal-name is added or
altered. Renaming the realm should be avoided as a result.

MAXTKTLFE(max-ticket-life)
Specifies the max-ticket-life in seconds, and is represented by a numeric
value between 1 and 2 147 483 647. Note that O is not a valid value.

If MAXTKTLFE is specified on the definition of a local Network
Authentication Service principal, the Security Server Network Authentication
Service takes the most restrictive of the value defined for the local principal
and the value specified on the definition of the local realm (the KERBDFLT
profile in the REALM class). Consequently, if the realm max-ticket-life is 24
hours, a principal cannot get a ticket with a longer lifetime even if the
max-ticket-life is set to 48 hours in the user profile. If this field is not
specified for a local principal, or if NOMAXTKTLFE has been specified, the
maximum lifetime for tickets created for this principal is determined from the
definition of the local Network Authentication Service realm.

LANGUAGE

Specifies the user’s preferred national languages. Specify this operand if the

user is to have languages other than the system-wide defaults (established by

the LANGUAGE operand on the SETROPTS command).

+ If this profile is for a TSO/E user who is to establish an extended MCS
console session, the languages you specify should be one of the languages
specified on the LANGUAGE LANGCODE statements in the MMSLSTxx
PARMLIB member. See your MVS system programmer for this information.

For more information on TSO/E national language support, see |zZZ0S TSO/E
[Customizatior

« If this profile is for a CICS user, see your CICS administrator for the
languages supported by CICS on your system.

For more information, see|CICS RACF Security Guide}
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PRIMARY((/anguage)
Specifies the user’s primary language.

SECONDARY (/anguage)
Specifies the user’s secondary language.

Notes:

1. For the primary and secondary languages, specify either the
installation-defined name of a currently active language (a maximum of 24
characters) or one of the language codes (three characters in length) for a
language installed on your system.

2. The language name can be a quoted or unquoted string.

3. The same language can be specified with both PRIMARY and
SECONDARY parameters.

4. If the MVS message service is not active, the PRIMARY and SECONDARY
values must be a 3-character language code.

LNOTES
Specifies the Lotus Notes for z/OS information for the user profile being added.

SNAME(short-name)
Specifies the Lotus Notes for z/OS short-name of the user being defined.
This value should match the name stored in the Lotus® Notes™ for z/0S
address book for this user, but this is not verified by the command.

The short-name you define to RACF can contain 1-64 characters. The
short-name can contain the following characters: upper and lower case
alphabetics (A-Z, a-z), 0 through 9, & (X’50’), - (X’60°), . (X'4B’), _ (X’6D’),
and (X'40)).

If the short-name you specify contains any blanks, it must be enclosed in
single quotes. The short-name is stripped of leading and trailing blanks.

The value specified for the short-name must be unique. Consequently, a list
of users cannot be specified on an ADDUSER command with the SNAME
keyword.

MODEL(dsname)
Specifies the name of a discrete data set profile that is used as a model when
new data set profiles are created that have userid as the high-level qualifier. For
this operand to be effective, the MODEL(USER) option (specified on the
SETROPTS command) must be active.

RACF always prefixes the data set name with userid when it accesses the

model. For information about automatic profile modeling, refer to (z/OS Securit
[Server RACF Security Administrator’s Guidd.

NAME(user-name)
Specifies the user name to be associated with the new user ID. You can use a
maximum of 20 alphanumeric or non-alphanumeric characters. If the name you
specify contains any blanks, it must be enclosed in single quotes.

If you omit the NAME operand, RACF uses a default of 20 # (X'7B') characters
(‘#4##..."). Note, however, that the corresponding entry in a LISTUSER output is
the word “unknown”.

NDS
Specifies the Novell Directory Services for OS/390 information for the user
profile being added.
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UNAME(user-name)
Specifies the Novell Directory Services for OS/390 user-name of the user
being defined. The user-name value should match the name stored in the
Novell Directory Services for OS/390 directory for this user, but this is not
verified by the command.

The user-name you define to RACF can contain 1-246 characters.
However, the user-name can not contain the following characters: * (X'5C’),
+ (X4E), | (X4F), = (X7E), , (X6B), " (X'7F), " (X'79), / (X671, : (X7A),
; (X’5E"), ¢ (X’4A’), and brackets ([ and ], X’AD’ and X'BD’ respectively).

If the user-name you specify contains any parentheses or blanks, it must be
enclosed in single quotes. The user-name is stripped of leading and trailing
blanks. If a single quotation mark is intended to be part of the user-name,
you must use two single quotation marks together for each single quotation
mark within the string, and the entire string must then be enclosed within
single quotation marks.

The value specified for the user-name must be unique. Consequently, a list
of users cannot be specified on an ADDUSER command with the UNAME
keyword.

NETVIEW

CONSNAME(console-name)
Specifies the default Master Console Station (MCS) console name used for
this operator. This default console name is used when the operator does
not specify a console name on the NetView GETCONID command.

Console-name is a 1-8 character identifier whose validity is checked by

MVS processing when the operator tries to use it. See|z/0S MVS Planning]
for information on valid values for a particular release.

CTL(GENERAL | GLOBAL | SPECIFIC)
Specifies whether a security check is performed for this NetView operator
when they try to use a span or try to do a cross-domain logon.

GENERAL
Specifies that checking is done as described for SPECIFIC, and, in
addition, that the operator is allowed to access devices that are not part
of any span.

GLOBAL
Specifies that no checking is done.

SPECIFIC
Specifies that the operator is allowed to control only devices that are in
spans the operator started, and that a security check is to be performed
through RACROUTE REQUEST=AUTH whenever this operator
attempts to use a span. Also, any cross-domain logon must be to a
domain listed in the operator's NETVIEW segment with the DOMAINS
keyword.

SPECIFIC is the default.

DOMAINS(domain-name ...)
Specifies the identifiers of NetView programs in another NetView domain
where this operator can start a cross-domain session. The NetView
program identifiers are coded on the NCCFID definition statement for the
other domains, and represent the name given to that NetView program on
the APPL statement.
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Domain-name is a 1-5 character identifier. The characters can be
alphabetic, numeric, or national.

IC(’command | command-list’;)
Specifies the command or command list (up to 255 characters) to be
processed by NetView for this operator when this operator logs on to
NetView.

If the command or command list you specify contains any commas, blanks,
or other special characters that TSO/E requires to be quoted, it must be
enclosed in single quotes.

MSGRECVR(NOIYES)
Specifies whether this operator is to receive unsolicited messages that are
not routed to a specific NetView operator.

NO
~ Specifies that the operator is not to receive the messages.

NO is the default.

YES
Specifies that the operator is to receive the messages.

NGMFADMN(NOIYES)
Specifies whether a NetView operator has administrator authority to the
NetView Graphic Monitor Facility (NGMF).

NO
~ Specifies that the operator does not have authority.

NO is the default.

YES
specifies that the operator has the authority.

NGMFVSPN (view-span)
Reserved for future use by the NetView Graphic Monitor Facility

OPCLASS(class ...)
NetView scope classes for which the operator has authority. The OPCLASS
values are only used if NetView is doing the checking itself, rather than
using SAF and the NETCMDS class that RACF provides. If the OPCLASS
operand is not specified, the operator is considered to have authority in
scope classes.

class is a number from 1 to 2040 that specifies a NetView scope class.
OIDCARD | NOOIDCARD

OIDCARD
Specifies that the new user must supply an operator identification card
when logging onto the system. If you specify the OIDCARD operand, the
system prompts you to enter the new user’s operator identification card as
part of the processing of the ADDUSER command. If you specify the
OIDCARD operand in a job executing in the background or when you
cannot be prompted in the foreground, the ADDUSER command fails.

NOOIDCARD
Specifies that the new user is not required to supply an operator
identification card. NOOIDCARD is the default value if you omit both
OIDCARD and NOOIDCARD.
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Specifies z/OS UNIX System Services information for the user being defined to
RACF. Information is stored in the OMVS segment of the user’s profile.

You can control access to an entire OMVS segment or to individual fields in the
OMVS segment by using field-level access checking.

ASSIZEMAX(address-space-size)

Specifies the RLIMIT_AS hard limit (maximum) resource value that
processes receive when they are dubbed a process. The
address-space-size you define to RACF is a numeric value between
10 485 760 and 2 147 483 647. ASSIZEMAX indicates the address
space region size in bytes. The soft limit (current) resource value is
obtained from MVS. If the soft limit value from MVS is greater than the
address-space-size , the soft limit is used.

The value specified for ASSIZEMAX is also used when processes are
initiated by a daemon process using an exec after setuid(). In this case,
both the RLIMIT_AS hard and soft limits are set to the address-space-size
value.

The value specified for ASSIZEMAX overrides any value provided by the
MAXASSIZE parameter of BPXPRMxx. For more information, see @
[UNIX System Services Planning]

AUTOUID | UID

Specifies whether RACF is to automatically assign an unused UID value to
the user or if a specific UID value is to be assigned.

AUTOUID
Specifies that RACF is to automatically assign an unused UID value to
the user. The UID value is derived from information obtained from the
BPX.NEXT.USER profile in the FACILITY class. For more information
on setting up BPX.NEXT.USER, see [z/0S Security Server RACH
[Security Administrator's Guide,

If you are using RRSF automatic command direction for the USER
class, the command sent to other nodes will contain an explicit
assignment of the UID value which was derived by RACF on the local
node.

Rules:

» AUTOUID cannot be specified if more than one user ID is entered.

* The AUTOUID keyword is mutually exclusive with the SHARED
keyword.

 If both UID and AUTOUID are specified, AUTOUID is ignored.

+ Field- level access checking for the UID field applies when using
AUTOUID.

UID(user-identifie)[SHARED]

UID(user-identifier)
Specifies the user identifier. The UID is a numeric value between 0
and 2 147 483 647.

When assigning a UID to a user, you should make sure that the
user’s default group has a GID. A user who has a UID and a
current connect group that has a GID can use functions such as the
TSO/E OMVS command and can access HFS files based on the
UID and GID values assigned.
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Care should be taken in assigning 0 as the user identifier. UID 0O is
considered a superuser. The superuser passes all zZOS UNIX
security checks. Assigning a UID to a user ID that appears in the
RACF started procedures table (ICHRINO3) should also be done
with care. RACF defined started tasks that have the trusted or
privileged attribute are considered superusers even if their UID is a
value other than 0.

Rules:

If the security administrator has defined the SHARED.IDS profile
in the UNIXPRIV class, the UID value must be unique. Use the
SHARED keyword in addition to UID to assign a value that is
already in use.

If SHARED.IDS is not defined, RACF does not require the UID to
be unique. The same value can be assigned to multiple users but
this is not recommended because individual user control would
be lost. However, if you want a set of users to have exactly the
same access to z/OS UNIX resources, you might decide to
assign the same UID to more than one user.

If the UID is not specified, the user is unable to become a z/OS
UNIX user and a LISTUSER for that user ID shows NONE for
the UID.

SHARED

If the security administrator has chosen to control the use of
shared UIDs, this keyword must be used in addition to the UID
keyword to specify the user identifier if it is already in use by at
least one other user. The administrator controls shared UIDs by
defining the SHARED.IDS profile in the UNIXPRIV class.

Rules:

 If the SHARED.IDS profile is not defined, SHARED is
ignored.

» If SHARED is specified in the absence of UID, it is ignored.

 |If the SHARED.IDS profile is defined and SHARED is
specified, but the value specified with UID is not currently in
use, SHARED is ignored and UNIXPRIV authority is not
required.

* Field- level access checking for the UID field applies when
using SHARED.

* The SHARED keyword is mutually exclusive with the
AUTOUID keyword.

CPUTIMEMAX(cpu-time)
Specifies the RLIMIT_CPU hard limit (maximum) resource value that the
user’s z/OS UNIX processes receive when they are dubbed a process. The
cpu-time you define to RACF is a numeric value between 7 and
2 147 483 647. RLIMIT_CPU indicates the cpu-time in seconds that a
process is allowed to use. The soft limit (current) resource value is obtained
from MVS. If the soft limit value from MVS is greater than the cpu-time
value, the soft limit is used.

The value specified for CPUTIMEMAX is also used when processes are
initiated by a daemon process using an exec after setuid(). In this case,
both the RLIMIT_CPU hard limit and the soft limit are set to the cpu-time

value.
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For processes running in, or forked from TSO or BATCH, the cpu-time
value has no effect. For processes created by the rlogin command or other
daemons, the cpu-time is the time limit for the address space.

The value specified for CPUTIMEMAX overrides any value provided by the
MAXCPUTIME parameter of BPXPRMxx. For more information, see
[UNIX System Services Planning|

FILEPROCMAX(files-per-process)
Specifies the maximum number of files this user is allowed to have
concurrently active or open. The files-per-process you define to RACF is a
numeric value between 3 and 262 143. FILEPROCMAX is the same as the
OPEN_MAX variable defined in the POSIX standard.

FILEPROCMAX lets you limit the amount of system resources available to
a user process. Select FILEPROCMAX by considering:
» For conformance to standards, set FILEPROCMAX to:
— At least 16 to conform to the POSIX standard, and
— At least 25 to conform to the FIPS standard.
» 256 is a commonly recommended value.

» A process can change its own value for the number of files it has active
or open using the setrlimt() function. Only processes with appropriate
privileges can increase their limits.

* The minimum value of 3 supports the standard files for a process: stdin,
stdout, and stderr.

* The value needs to be larger than 3 to support z/OS UNIX shell users. If
the value is too small, the shell might issue the message, "File descriptor
not available.”

The value specified for FILEPROCMAX overrides any value provided by the
MAXFILEPROC parameter of BPXPRMxx. For more information, see
[UNIX System Services Planning]

HOME(initial-directory-name)
Specifies the user's z/OS UNIX initial directory pathname. The initial
directory is part of the hierarchical file system (HFS). This is the current
working directory for the user’s process when the user enters the TSO/E.

When you define a HOME directory name to RACF, it can contain 1-1023
characters. The HOME pathname can consist of any characters and can be
entered with or without single quotes. The following rules apply:

 If parentheses, commas, blanks, or semicolons are to be entered as part
of the pathname, the character string must be enclosed in single quotes.

» If a single quote is intended to be part of the pathname, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. The fully-qualified pathname should be specified.
RACF does not ensure that a valid pathname has been specified. If you
issue the ADDUSER command as a RACF operator command and you
specify the pathname in lowercase, you must include the pathname within
single quotations.
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If HOME is not specified, MVS sets the working directory for the user to “/”
(the root directory). However, the default value is not placed in the user’s
profile, and is not displayed when a LISTUSER command is entered.

MMAPAREAMAX(memory-map-size)
Specifies the maximum amount of data space storage, in pages, that can
be allocated by the user for memory mappings of HFS files. Storage is not
allocated until memory mappings are active. The memory-map-size you
define to RACF is a numeric value between 1 and 16 777 216.

Use of memory map services consumes a significant amount of system
memory. For each page (4KB) that is memory mapped, 96 bytes of ESQA
are consumed when a file is not shared with any other users. When a file is
shared by multiple users, each subsequent user after the initial user causes
32 bytes of ESQA to be consumed for each shared page. The ESQA
storage is consumed when the mmap() function is invoked by the
application program.

The value specified for MMAPAREAMAX overrides any value provided by
the MAXMMAPAREA parameter of BPXPRMxx. For more information, see
[z/0S UNIX System Services Planning

PROCUSERMAX(processes-per-UID)
Specifies the maximum number of processes this user is allowed to have
active at the same time, regardless of how the process became a z/OS
UNIX process. The processes-per-UID you define to RACF is a numeric
value between 3 and 32 767. PROCUSERMAX is the same as the
CHILD_MAX variable defined in the POSIX standard.

PROCUSERMAX allows you to limit user activity to optimize performance.
Select PROCUSERMAX by considering:
* For conformance to standards, set PROCUSERMAX to:

— At least 16 to conform to the POSIX standard, and

— At least 25 to conform to the FIPS standard.

» A user with a UID of 0 is not limited by the PROCUSERMAX value
because a superuser might need to be capable of logging on and using
z/OS UNIX services to solve a problem.

* Alow PROCUSERMAX value limits the number of concurrent processes
that the user can run. A low value also limits the user's consumption of
processing time, virtual storage, and other system resources.

* Some daemons run without UID 0, and might create many address
spaces. In these cases, it is necessary to set the limit high enough for
the daemon associated with this user ID to run all of its processes.

Though not recommended, the same OMVS UID can be given to more than
one user ID. If users share a UID, you need to define a greater number for

PROCUSERMAX. An example is the user ID defined for the default OMVS

segment, specified by the FACILITY class profile BPX.DEFAULT.USER.

The value specified for PROCUSERMAX overrides any value provided by
the MAXPROCUSER parameter of BPXPRMxx. For more information, see
[z/0S UNIX System Services Planning,

PROGRAM(program-name)
Specifies the PROGRAM pathname (z/OS UNIX shell program). This is the
first program started when the TSO/E command OMVS is entered or when
a batch job is started using the BPXBATCH program.
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When you define a PROGRAM pathname to RACEF, it can contain 1-1023
characters. The PROGRAM pathname can consist of any characters and
can be entered with or without single quotes. The following rules apply:

» |If parentheses, commas, blanks, or semicolons are to be entered as part
of the pathname, the character string must be enclosed in single quotes.

 If a single quote is intended to be part of the pathname, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. The fully-qualified pathname should be specified.
RACF does not ensure that a valid pathname has been specified. If you
issue the ADDUSER command as a RACF operator command and you
specify the pathname in lowercase, you must include the pathname within
single quotations.

If PROGRAM is not specified or if PROGRAM is specified as blanks, MVS
gives control to the default z/OS UNIX shell program. However, the default
value is not placed in the user’s profile, and is not displayed when a
LISTUSER command is entered.

For more information about the default zZOS UNIX shell program supplied
with UNIX System Services, see |zZ0S UNIX System Services Planningland
[z/0S UNIX System Services User’s Guide]

THREADSMAX(threads-per-process)
Specifies the maximum number of pthread_created threads, including those
running, queued, and exited but not detached, that this user can have
concurrently active. The threads-per-process you define to RACF is a
numeric value between 0 and 100 000. Specifying a value of 0 prevents
applications run by this user from using the pthread_create service.

MAXTHREADS parameter of BPXPRMxx. For more information, see
[UNIX System Services Planning

OPERATIONS | NOOPERATIONS

OPERATIONS
Specifies that the new user has authorization to do maintenance operations
on all RACF-protected data sets, tape volumes, and DASD volumes except
those where the access list specifically limits the OPERATIONS user to a
lower access authority than the operation requires.

The value specified for THREADSMAX overrides any value provided by the

The OPERATIONS attribute allows the user to access VM resources except
those where the resource’s access list specifically limits the OPERATIONS
user to a lower access authority.

You establish the lower access authority for the OPERATIONS user through
the PERMIT command. OPERATIONS specified on ADDUSER overrides
NOOPERATIONS specified on the CONNECT command.

You must have the SPECIAL attribute to enter the OPERATIONS operand.

NOOPERATIONS
Specifies that the new user is not to have the OPERATIONS attribute.
NOOPERATIONS is the default if you omit both OPERATIONS and
NOOPERATIONS.
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OPERPARM
Specifies default information used when this user establishes an extended MCS
console session.

You can control access to the entire OPERPARM segment or to individual fields
within the OPERPARM segment by using field-level access checking. For more
information, see|z/0S Security Server RACF Security Administrator's Guide,

For information on planning how to use OPERPARM segments, see |zZ0S MVS
|Planning: Operationd,

Notes:

1. You need not specify every suboperand in an OPERPARM segment. In
general, if you omit a suboperand, the default is the same as the default in
the CONSOLxx PARMLIB member, which can also be used to define
consoles.

2. If you specify MSCOPE or ROUTCODE but do not specify a value for them,
RACF uses MSCOPE(*ALL) and ROUTCODE(NONE) to update the
corresponding fields in the user profile, and these values appear in listings
of the OPERPARM segment of the user profile.

3. If you omit the other suboperands, RACF does not update the
corresponding fields in the user’s profile, and no value appears in listings of
the OPERPARM segment of the profile.

ALTGRP(alternate-console-group)
Specifies the console group used in recovery. It can contain 1-8 characters,
with valid characters being 0 through 9, A through Z, # (X'7B"), $ (X'5B'), or
@ (X'7C)).

AUTH(MASTER | ALL | INFO | any others)
Specifies the authority this console has to issue operator commands.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses AUTH(INFO) when a session is
established.

MASTER
Allows this console to act as a master console, which can issue all
MVS operator commands.

ALL
Allows this console to issue system control commands, input/output
commands, console control commands, and informational commands.

INFO
Allows this console to issue informational commands.

CONS
Allows this console to issue console control and informational
commands.

10 Allows this console to issue input/output and informational commands.

SYS
Allows this console to issue system control commands and
informational commands.

AUTO(YES | NO)
Specifies whether the extended console can receive messages that have
been automated by the Message Processing Facility (MPF) in the sysplex.
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If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses AUTO(NO) when a session is
established.

CMDSYS(system-name | *)
Specifies the system to which commands issued from this console are to be
sent. System-name must be 1-8 characters, with valid characters being A
through Z, 0 through 9, and @ (X'7C"), # (X'7B"), $ (X'5B'). If * is specified,
commands are processed on the local system where the console is
attached.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses CMDSYS(*) when a session is
established.

DOM(NORMAL | ALL | NONE)
Specifies whether this console receives delete operator message (DOM)
requests.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses DOM(NORMAL) when a session
is established.

NORMAL
Specifies that the system queues all appropriate DOM requests to this
console.

ALL
Specifies that all systems in the sysplex queue DOM requests to this
console.

NONE
Specifies that no DOM requests are queued to this console.

KEY (searching-key)
Specifies a 1-8-byte character name that can be used to display information
for all consoles with the specified key by using the MVS command
DISPLAY CONSOLES,KEY. If specified, KEY can include A through Z, 0
through 9, # (X'7B'), $ (X'5B'), or @ (X'7C').

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses a KEY value of NONE when a
session is established.

LEVEL(message-level)
Specifies the messages that this console is to receive. Can be a list of R, I,
CE, E, IN, NB or ALL. If you specify ALL, you cannot specify R, I, CE, E, or
IN.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses LEVEL(ALL) when a session is

established.

NB
Specifies that the console receives no broadcast messages.

ALL
Specifies that the console receives all of the following messages (R, I,
CE, E, IN).

R Specifies that the console receives messages requiring an operator
reply.
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I Specifies that the console receives immediate action messages.

CE
Specifies that the console receives critical eventual action messages.

E Specifies that the console receives eventual action messages.
IN Specifies that the console receives informational messages.

LOGCMDRESP(SYSTEM | NO)
Specifies if command responses are to be logged.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses LOGCMDRESP(SYSTEM) when
a session is established.

SYSTEM
Specifies that command responses are logged in the hardcopy log.

NO
Specifies that command responses are not logged.

MFORM(message-format)
Specifies the format in which messages are displayed at the console. Can
be a combination of J, M, S, T, and X:

J Messages are displayed with a job ID or name.
Message text is displayed.
Messages are displayed with the name of the originating system.

Messages are displayed with a time stamp.

X - 0 =

Messages that are flagged as exempt from job name and system name
formatting are ignored.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses MFORM(M) when a session is
established.

MIGID(YES | NO)
Specifies that a 1-byte migration ID is to be assigned to this console. The
migration ID allows command processors that use a 1-byte console ID to
direct command responses to this console.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses MIGID(NO) when a session is
established.

MONITOR(events)
Specifies which information should be displayed when jobs, TSO sessions,
or data set status are being monitored.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses MONITOR(JOBNAMES SESS)
when a session is established. events can be a list of the following:

JOBNAMES | JOBNAMEST
Displays information about the start and end of each job. JOBNAMES
omits the times of job start and job end. JOBNAMEST displays the
times of job start and job end.
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SESS | SESST
Displays information about the start and end of each TSO session.
SESS omits the times of session start and session end. SESST
displays them.

STATUS
Specifies that the information displayed when a data set is freed or
unallocated should include the data set status.

MSCOPE(system-names | * | *ALL)
Specifies the systems from which this console can receive messages that
are not directed to a specific console.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses MSCOPE(*ALL) when a session
is established.

If you specify MSCOPE but omit a value, RACF uses MSCOPE(*ALL) to
update this field in the user’s profile. *ALL appears in listings of the
OPERPARM segment of the user’s profile.

system-names
Is a list of one or more system names, where system-name can be any
combination of A through Z, 0 through 9, # (X'7B"), $ (X'5B'), or @

(X'7C)).
* Is the system on which the console is currently active.
*ALL

All systems.

ROUTCODE(ALL | NONE | routing-codes)
Specifies the routing codes of messages this console is to receive.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses ROUTCODE(NONE) when a
session is established.

If you specify ROUTCODE but omit a value, RACF uses
ROUTCODE(NONE) to update this field in the user’s profile. NONE
appears in listings of the OPERPARM segment of the user’s profile. The
value for ROUTCODE can be one of the following:

ALL
All routing codes.

NONE
No routing codes.

routing-codes
One or more routing codes or sequences of routing codes. The routing
codes can be list of n and n1:n2, where n, n1, and n2 are integers from
1 to 128, and n2 is greater than nf.

STORAGE(amount)
Specifies the amount of storage in megabytes in the TSO/E user’'s address
space that can be used for message queuing to this console. If specified,
STORAGE must be a number between 1 and 2000.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses STORAGE(1) when a session is
established and a value of 0 is listed in the OPERPARM segment of the
user’s profile to indicate that no storage value was specified.
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UD(YES | NO)
Specifies whether this console is to receive undelivered messages.

If you omit this operand, RACF does not add this field to the user’s profile.
However, an extended MCS console uses UD(NO) when a session is
established.

OoVM
Specifies OpenExtensions VM information for the user being defined.
Information is stored in the OVM segment of the user’s profile.

You can control access to an entire OVM segment or to individual fields within
the OVM segment by using field level access checking.

FSROOT(file-system-roof)
Specifies the pathname for the file system root.

When you define the FSROOT pathname to RACF, it can contain 1-1023
characters, consist of any character, and be entered with or without single
quotes. The following rules hold:

 If parentheses, commas, blanks, or semicolons are entered as part of the
pathname, the character string must be enclosed in single quotes. For
example if the path name is (123), you must enter FSROOT (' (123)').

» If a single quote is intended to be part of the pathname, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

When entering the ADDUSER command, both uppercase and lowercase
are accepted and maintained in the case in which they are entered.

If you do not specify a value for FSROOT in the OVM segment, VM uses
the value specified in the CP directory. If no value is specified in the CP
directory, issue the OPENVM MOUNT command to mount the appropriate
file system.

HOME ((initial-directory-name)
Specifies the initial directory pathname. The initial directory is part of the file
system and is the current working directory for the user’s process when the
user enters the OPENVM SHELL can contain 1-1023 characters, consist of
any character, and be entered with or without single quotes. The following
rules hold:

 If parentheses, commas, blanks, or semicolons are entered as part of the
pathname, the character string must be enclosed in single quotes. For
example if the path name is (123), you must enter HOME(' (123)').

» If a single quote is intended to be part of the pathname, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

When entering the ADDUSER command, both uppercase and lowercase
are accepted and maintained in the case in which they are entered.

If no value is specified for HOME in the OVM segment, VM uses the value
specified in the CP directory. If no value is specified in the CP directory, VM
sets the working directory for the user to "/", the root directory.

PROGRAM(program-name)
Specifies the PROGRAM pathname (z/OS UNIX shell program). This is the
first program started when the OPENVM SHELL command is entered.

74  z/0S V1R4.0 Security Server RACF Command Language Reference



ADDUSER

When you define a PROGRAM pathname to RACEF, it can contain 1-1023
characters, consist of any character and be entered with or without single
quotes. The following rules apply:

» If parentheses, commas, blanks, or semicolons are entered as part of the
pathname, the character string must be enclosed in single quotes. For
example if the path name is (123), you must enter PROGRAM(' (123)').

» If a single quote is intended to be part of the pathname, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

When entering the ADDUSER command for OVM segment information,
both uppercase and lowercase are accepted and maintained in the case in
which they are entered. Specify the fully-qualified path name, because
RACF does not ensure that a valid pathname has been specified.

If no value is specified for PROGRAM in the OVM segment, VM uses the
value specified in the CP directory. If no value is specified in the CP
directory, VM gives control to the default zZOS UNIX shell program (/bin/sh)
when a user issues the OPENVM SHELL command.

UID(user-identifier)
Specifies the user identifier. The UID is a numeric value between 0 and
2 147 483 647.

Care should be taken in assigning 0 as the user identifier. UID 0 is
considered a superuser.

If UID is not specified, the user is assigned the default UID of
4 294 967 295 (X’FFFFFFFF’) and the LISTUSER command for that user ID
shows NONE for the UID.

Note: RACF does not require the UID to be unique. You can assign the
same value to multiple users, but this is not recommended because
individual user control is lost. However, if you want a set of users to
have exactly the same access to the OpenExtensions VM resources,
you can assign the same UID to more than one user.

OWNER(userid or group-name)
Specifies a RACF-defined user or group to be assigned as the owner of the
RACF profile for the user being added. If you omit this operand, you are defined
as the owner.

PASSWORD | NOPASSWORD

PASSWORDI(password)]
Specifies the user’s initial logon password. This password is always set
expired, thus requiring the user to change the password at initial logon.
Note that the password syntax rules your installation defines using
SETROPTS PASSWORD do not apply to this password.

If you omit both PASSWORD and NOPASSWORD, or enter PASSWORD
with no value, RACF takes the group name from the DFLTGRP operand as
the default password.

NOPASSWORD
Specifies that the new user does not need to supply an initial logon
password when first entering the system if OIDCARD is also specified. If
you specify NOOIDCARD (or you allow this option to default) and you
specify NOPASSWORD, you define a protected user ID that cannot be
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PROXY

used to enter the system by any means that requires a password to be
specified, such as a TSO logon, CICS signon, or batch job that specifies a
password on the JOB statement. Therefore, user IDs that you assign to
z/OS UNIX , UNIX daemons, started procedures, applications, servers or
subsystems can be protected from being revoked when an incorrect
password is entered. If the user attempts to enter the system with a
password, the attempt fails. Note that the protected user ID is not revoked
due to the failed password attempts even if the SETROPTS
PASSWORD(REVOKE) option is in effect.

Determine which user IDs you wish to protect, ensuring that these user IDs
will not be used in any circumstance where a password must be supplied. A
protected user will have the PROTECTED attribute displayed in the output
of the LISTUSER command. Protected users can be associated with started
procedures defined in the STARTED class (preferred method) or in the
started procedures table (ICHRINOS).

Notes:

1. A protected user ID can still be revoked for failed password attempts on
a down-level system (OS/390 Version 2 Release 7 or earlier).

2. Starting with Release 8, protected RACF user IDs can be defined,
which cannot be used for activities such as logging on to TSO or
signing on to CICS. These RACF user identities allow auditing and
authorization, but are not intended for users (or other systems).
Kerberos information, such as a local principal name, also must not be
defined for protected user IDs and these user IDs must not be used for
Kerberos authentication, since Kerberos authentication failures can
result in user revocation.

Specifies information which the z/OS LDAP Server will use when acting as a
proxy on behalf of a requester. The R_proxyserv (IRRSPY00) SAF callable
service will attempt to retrieve this information when it is not explicitly supplied
via invocation parameters. Applications or other services which use the
R_proxyserv callable service, such as IBM Policy Director Authorization
Services for z/OS and OS/390, may instruct their invokers to define PROXY
segment information.

LDAPHOST(/dap_url)

Specifies the URL of the LDAP server which the z/OS LDAP Server will
contact when acting as a proxy on behalf of a requester. An LDAP URL has
a format such as 1dap://123.45.6:389 or 1daps://123.45.6:636, where
1daps indicates that an SSL connection is desired for a higher level of
security. LDAP will also allow you to specify the host name portion of the
URL using either the text form (BIGHOST.POK.IBM.COM) or the dotted
decimal address (123.45.6). The port number is appended to the host
name, separated by a colon ’’ (X’7A’). See |z/OS Security Server LDARA
[Server Administration and Usd| for more information about LDAP URLs and
how to enable LDAP servers for SSL connections.

The LDAP URL that you define to RACF can consist of 10—1023
characters. A valid URL must start with either 1dap:// or 1daps://. RACF
will allow any characters to be entered for the remaining portion of the URL,
but you should ensure that the URL conforms to TCP/IP conventions. For
example, parentheses, commas, blanks, semicolons, and single quotes are
not typically allowed in a host name. The LDAP URL can be entered with or
without single quotes, however, in both cases, it will be folded to upper
case.
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RACF does not ensure that a valid LDAP URL has been specified.

BINDDN(bind_distinguished_name)
Specifies the distinguished name (DN) which the z/OS LDAP Server will
use when acting as a proxy on behalf of a requester. This DN will be used
in conjunction with the BIND password if the z/OS LDAP Server needs to
supply an administrator or user identity to BIND with another LDAP Server.
A DN is made up of attribute value pairs, separated by commas. For
example:
cn=Ben Gray,ou=editing,o=New York Times,c=US
cn=Lucille White,ou=editing,o=New York Times,c=US
cn=Tom Brown,ou=reporting,o=New York Times,c=US

See [z/0S Security Server LDAP Server Administration and Use|for more
information about LDAP DNs.

When you define a BIND DN to RACEF, it can contain 1—1023 characters.
The BIND DN can consist of any characters and can be entered with or
without single quotes. The following rules apply:

» |If parentheses, commas, blanks, or semicolons are to be entered as part
of the BIND DN, the character string must be enclosed in single quotes.

» If a single quote is intended to be part of the BIND DN, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. See(z/0S Security Server LDAP Server
lAdministration and Use|for more information about LDAP distinguished
names.

If you issue the ADDUSER command as a RACF operator command and
you specify the BIND DN in lowercase, you must include the BIND DN
within single quotations.

RACF does not ensure that a valid BIND DN has been specified.

BINDPW
Specifies the password which the z/OS LDAP Server will use when acting
as a proxy on behalf of a requester.

When you define a BIND password to RACF, it can contain 1—128
characters. The BIND password can consist of any characters (see
exception below) and can be entered with or without single quotes.

Rules:
» The BIND password can not start with a left curly brace ’{’ (X'8B’).

 If parentheses, commas, blanks, or semicolons are to be entered as part
of the BIND password, the character string must be enclosed in single
quotes.

» If a single quote is intended to be part of the BIND password, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. See|z/0OS Security Server LDAP Servel
lAdministration and Use|for more information about LDAP passwords.
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If you issue the ADDUSER command as a RACF operator command and
you specify the BIND password in lowercase, you must include the BIND
password within single quotations.

RACF does not ensure that a valid BIND password has been specified.

Attention:

* When the command is issued from ISPF, the TSO command buffer
(including possible BINDPW password data) is written to the ISPLOG
data set. As a result, you should not issue this command from ISPF or
you must control the ISPLOG data set carefully.

* When the command is issued as a RACF operator command, the
command and the possible BINDPW password data is written to the
system log. Therefore, use of RALTER as a RACF operator command
should either be controlled or you should issue the command as a TSO
command.

RESTRICTED | NORESTRICTED

RESTRICTED
Specifies that global access checking is bypassed when resource access
checking is performed for the new user, and neither ID(*) on the access list
nor the UACC will allow access. The RESTRICTED.FILESYS.ACCESS
profile in the UNIXPRIV class can also be used to bypass the z/OS UNIX
‘other’ permission bits during file access checking for RESTRICTED users.

Note: If your installation has profiles defined in the PROGRAM class and
the user ID with the RESTRICTED attribute needs to load programs
covered by one or more of these profiles, the user ID or a group to
which the user is connected must be put on the access list with
EXECUTE or READ authority.

NORESTRICTED
Specifies that the new user does not have the RESTRICTED attribute and
access checking is performed the standard way including global access
checking, ID(*), the UACC, and the z/OS UNIX ’other’ permission bits as
appropriate. NORESTRICTED is the default value if you omit both the
RESTRICTED and NORESTRICTED keywords.

SECLABEL (security-label)
Specifies the user’s default security label, where security-label is an
installation-defined security label name that represents an association between
a particular security level and zero or more security categories.

If the user does not enter a security label when logging on, this value becomes
the user’s current security label.

A security label corresponds to a particular security level (such as
CONFIDENTIAL) with a set of zero or more security categories (such as
PAYROLL or PERSONNEL).

When the SECLABEL class is not active, RACF ignores this operand. When no
member of the SECLABEL profile exists for security-label, you are prompted to
provide a valid security-label.

SECLEVEL(security-level)
Specifies the user’s security level, where security-level is an installation-defined
security level name that must be a member of the SECLEVEL profile in the
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SECDATA class. The security-level that you specify corresponds to the number
of the minimum security level that a user must have to access the resource.

When you specify SECLEVEL and the SECDATA class is active, RACF adds
security level access checking to its other authorization checking. If global
access checking does not grant access, RACF compares the security level
allowed in the user profile with the security level required in the resource profile.
If the security level in the user profile is less than the security level in the
resource profile, RACF denies the access. If the security level in the user profile
is equal to or greater than the security level in the resource profile, RACF
continues with other authorization checking.

Note: RACF does not perform security level checking for a started task or user
that has the RACF privileged or trusted attribute. The RACF privileged or
trusted attribute can be assigned to a started task through the RACF
started procedures table or STARTED class, or to other users by
customer-supplied RACF exits.

When the SECDATA class is not active, RACF ignores this operand. When no
member of the SECLEVEL profile exists for security-level, you are prompted to
provide a valid security-level.

SPECIAL | NOSPECIAL

SPECIAL
Specifies that the new user is allowed to issue all RACF commands with all
operands except the operands that require the AUDITOR attribute.
SPECIAL specified on the ADDUSER command overrides NOSPECIAL
specified on the CONNECT command.

You must have the SPECIAL attribute to enter the SPECIAL operand.

NOSPECIAL
Specifies that the new user is not to have the SPECIAL attribute.
NOSPECIAL is the default if you omit both SPECIAL and NOSPECIAL.

TSO
Specifies that when you define a TSO user to RACF, you can enter any of the
following suboperands to specify default TSO logon information for that user.
Each suboperand defines information that RACF stores in a field within the TSO
segment of the user’s profile.

You can control access to an entire TSO segment or to individual fields within
the TSO segment by using field-level access checking. For more information,
see [z/0S Security Server RACF Security Administrator’s Guide

ACCTNUM(account-number)
Specifies the user’s default TSO account number when logging on through
the TSO/E logon panel. The account number you specify must be protected
by a profile in the ACCTNUM general resource class, and the user must be
granted READ access to the profile. Otherwise, the user cannot log on to
TSO using the specified account number.

Account numbers can consist of any characters, and can be entered with or

without single quotes. The following rules apply:

+ If parentheses, commas, blanks, or semicolons are to be entered as part
of the account number, the character string must be enclosed in single
quotes. For example, if the account number is (123), you must enter
ACCTNUM( ' (123)"').
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» If a single quote is intended to be part of the account number, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

A user can change an account humber, or specify an account number if one
has not been specified, using the TSO/E logon panel. RACF checks the
user’s authorization to the specified account number. If the user is
authorized to use the account number, RACF stores the account number in
the TSO segment of the user’s profile, and TSO/E uses it as a default value
the next time the user logs on to TSO/E. Otherwise, RACF denies the use
of the account number.

Note that when you define an account number on TSO, you can specify
1-40 characters. When you define a TSO account number to RACF, you
can specify only 1-39 characters.

COMMAND(command-issued-at-logon)

Specifies the command to be run during TSO/E logon. TSO/E uses this field
to prime the COMMAND field of the logon panel. The command value can
contain 1-80 characters and consist of any characters. You can enter the
value with or without single quotes depending on the following rules:

» |If the command value contains parentheses, commas, blanks, or
semicolons, enclose the character string in single quotes.

 If a single quote is intended to be part of the command value, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. A user can change the command value, or specify
a command if one has not been specified, using the TSO/E logon panel.

DEST(destination-id)

Specifies the default destination to which the system routes
dynamically-allocated SYSOUT data sets. The destination-id must be 1-7
alphanumeric characters, beginning with an alphabetic or national character.

HOLDCLASS(hold-class)

Specifies the user’s default hold class. The specified value must be 1
alphanumeric character, excluding national characters.

If you specify the TSO operand on the ADDUSER command but do not
specify a value for HOLDCLASS, RACF uses a default value consistent
with current TSO defaults.

JOBCLASS(job-class)

Specifies the user’s default job class. The specified value must be 1
alphanumeric character, excluding national characters.

If you specify the TSO operand on the ADDUSER command but do not
specify a value for JOBCLASS, RACF uses a default value consistent with
current TSO defaults.

MAXSIZE(maximum-region-size)

Specifies the maximum region size the user can request at logon. The
maximum-region-size is the number of 1024-byte units of virtual storage
that TSO can create for the user’s private address space. The specified
value must be an integer in the range of 0 through 65535 if the database is
shared with any MVS/370 systems, or 0 through 2096128 if the database is
not shared with any MVS/370 systems.
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If you specify the TSO operand on the ADDUSER command but do not
specify a value for MAXSIZE, or specify MAXSIZE(0), RACF uses a default
value consistent with current TSO defaults.

If values are specified for both MAXSIZE and SIZE and SIZE is greater
than MAXSIZE, RACF sets SIZE equal to MAXSIZE. If a value is specified
for only SIZE or MAXSIZE and SIZE is greater than MAXSIZE, the operand
is ignored.

If your installation is sharing a database between MVS and VM, the
administrator is allowed to specify the largest possible value. If your
installation is sharing a database between MVS systems, and one of the
systems sharing the database is an MVS/370 system, the administrator
must not specify a value greater than 65535.

MSGCLASS(message-class)
Specifies the user’s default message class. The specified value must be 1
alphanumeric character, excluding national characters.

If you specify the TSO operand on the ADDUSER command but do not
specify a value for MSGCLASS, RACF uses a default value consistent with
current TSO defaults.

PROC(/ogon-procedure-name)
Specifies the name of the user’s default logon procedure when logging on
through the TSO/E logon panel. The name you specify must be
1-8-alphanumeric characters and begin with an alphabetic character. The
name must also be defined as a profile in the TSOPROC general resource
class, and the user must be granted READ access to the profile. Otherwise,
the user cannot log on to TSO using the specified logon procedure.

A user can change a logon procedure, or specify a logon procedure if one
has not been specified, using the TSO/E logon panel. TSO/E checks the
user’s authorization to the sepcified logon procedure. If the user is
authorized to use the logon procedure, TSO/E uses it for this session and
stores the name of the procedure in the TSO segment of the user’s profile
for use as the default value the next time the user logs on to TSO/E.
Otherwise, TSO/E denies use of the logon procedure.

SECLABEL (security-label)
Specifies the user’s security label if one was entered on the TSO LOGON
panel. On subsequent LOGONSs, it appears automatically on the panel.

Note: For more information on the relationship between the TSO security
label and the user’s security label, see (z70S Security Server RACH
[Security Administrator’s Guidd,.

SIZE(default-region-size)
Specifies the minimum region size if the user does not request a region
size at logon. The default region size is the number of 1024-byte units of
virtual storage available in the user’s private address space at logon. The
specified value must be an integer in the range of 0 through 65535 if the
database is shared with any MVS/370 systems, or 0 through 2096128 if the
database is not shared with any MVS/370 systems.

A user can change the minimum region size, or specify the minimum region
size if one has not been specified, using the TSO/E logon panel. RACF
stores this value in the TSO segment of the user’s profile and TSO/E uses
it as a default value the next time the user logs on to TSO/E.
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If values are specified for both MAXSIZE and SIZE and SIZE is greater
than MAXSIZE, RACF sets SIZE equal to MAXSIZE. If a value is specified
for only SIZE or MAXSIZE and SIZE is greater than MAXSIZE, the operand
is ignored.

If your installation is sharing a database between MVS and VM, the
administrator is allowed to specify the largest possible value. If your
installation is sharing a database between MVS systems, and one of the
systems sharing the database is an MVS/370 system, the administrator
must not specify a value greater than 65535.

SYSOUTCLASS(sysout-class)
Specifies the user’s default SYSOUT class. The specified value must be 1
alphanumeric character, excluding national characters.

If you specify the TSO operand on the ADDUSER command but do not
specify a value for SYSOUTCLASS, RACF uses a default value consistent
with current TSO defaults.

UNIT(unit-name)
Specifies the default name of a device or group of devices that a procedure
uses for allocations. The specified value must be 1-8-alphanumeric
characters.

USERDATA(user-data)
Specifies optional installation data defined for the user. The specified value
must be 4 EBCDIC characters; valid characters are 0 through 9 and A
through F.

UACC(access-authority)

Specifies the default value for the universal access authority for all new
resources the user defines while connected to the specified default group. The
universal access authorities are ALTER, CONTROL, UPDATE, READ, and
NONE. (RACF does not accept EXECUTE access authority with the ADDUSER
command.) If you omit this operand or specify UACC without an access
authority, the default is NONE.

This operand is group-related. If a user is connected to other groups (with the
CONNECT command), the user can have a different default universal access
authority in each group.

WHEN([DAY S(day-info)][TIME(time-info)])

Specifies the days of the week and the hours in the day when the user is
allowed to access the system from a terminal. The day-of-week and time
restrictions apply only when a user logs on to the system; that is, RACF does
not force the user off the system if the end-time occurs while the user is logged
on. Also, the day and time restrictions do not apply to batch jobs; the user can
submit a batch job on any day and at any time.

If you omit the WHEN operand, the user can access the system at any time. If
you specify the WHEN operand, you can restrict the user’'s access to the
system to certain days of the week or to a certain time period within each day.
Otherwise, you can restrict access to both certain days of the week and to a
certain time period within each day.

To allow a user to access the system only on certain days, specify
DAYS(day-info), where day-info can be any one of the following:

ANYDAY
The user can access the system on any day. If you omit DAYS, ANYDAY is
the default.
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WEEKDAYS
The user can access the system only on weekdays (Monday through
Friday).

aday ...
The user can access the system only on the days specified, where day can
be MONDAY, TUESDAY, WEDNESDAY, THURSDAY, FRIDAY, SATURDAY,
or SUNDAY, and you can specify the days in any order.

To allow a user to access the system only during a certain time period of each
day, specify TIME(time-info), where time-info can be any one of the following:

ANYTIME
Specifies that the user can access the system at any time. If you omit
TIME, ANYTIME is the default.

start-time:end-time
Specifies that the user can access the system only during the specified time
period. The format of both start-time and end-time is hhmm, where hh is the
hour in 24-hour notation (00 through 23) and mm is the minutes (00 through
59). Note that 0000 is not a valid time value.

If start-time is greater than end-time, the interval spans midnight and
extends into the following day.

If you omit DAYS and specify TIME, the time restriction applies to all seven
days of the week. If you specify both DAYS and TIME, the user can access the
system only during the specified time period and only on the specified days.

WORKATTR
Specifies the user-specific attributes of a unit of work. z/OS elements or
features such as APPC, WLM, and z/OS UNIX might use the WORKATTR
segment.

WAACCNT(account-number)
Specifies an account number for APPC/MVS processing.

You can specify a maximum of 255 EBCDIC characters.

Use the following rules when entering a value for this field:

» If the account number contains parentheses, commas, blanks, or
semicolons, enclose the character string in single quotes. For example, if
the account number is (123), you must enter WAACCNT (' (123)"').

» If a single quote is intended to be part of the account number, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

WAADDRnN (address-line)
Specifies up to four additional address lines for SYSOUT delivery. n can be
any number from 1 to 4.

For each address-line, you can specify a maximum of 60 EBCDIC
characters. Both uppercase and lowercase are accepted and maintained in
the case in which they are entered.

Use the following rules when entering a value for this field:

+ If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data is
(123), you must enter WAADDR(' (123)"').
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» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

WABLDG(building)
Specifies the building that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and
lowercase are accepted and maintained in the case in which they are
entered.

Use the following rules when entering a value for this field:

 [f the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data is
(123), you must enter WABLDG( ' (123)"').

» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

WADEPT(department)
Specifies the department that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and
lowercase are accepted and maintained in the case in which they are
entered.

Use the following rules when entering a value for this field:

» If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data is
(123), you must enter WADEPT (' (123)").

» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

WANAME(name)
Specifies the name of the user that SYSOUT information is to be delivered
to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and
lowercase are accepted and maintained in the case in which they are
entered.

Use the following rules when entering a value for this field:

 If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data is
(123), you must enter WANAME (' (123)').

» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

WAROOM(room)
Specifies the room that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase and
lowercase are accepted and maintained in the case in which they are
entered.

Use the following rules when entering a value for this field:
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» If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data is
(123), you must enter WAROOM( ' (123)"').

» If a single quote is intended to be part of the data, you must use two

single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

Table 8. ADDUSER Examples

Example 1

Example 2

Example 3

Operation

Known

Command
Defaults

Operation

Known

Command

Defaults
Operation

Known

Command

Defaults

User IAO wants to define users PAJ5 and ESH25 to RACF and assign
RESEARCH as their default group.

User IAO has JOIN authority to group RESEARCH and the CLAUTH attribute
for the USER class.

User PAJ5 and ESH25 are not defined to RACF. User IAQ is currently
connected to group RESEARCH. User IAO wants to issue the command as a
RACF TSO command.

ADDUSER (PAJ5 ESH25)

NAME (##t##### ) PASSWORD(RESEARCH) OWNER(IAQ)
DFLTGRP(RESEARCH) AUTHORITY(USE) UACC(NONE) NOGRPACC
NOADSP NOSPECIAL NOOPERATIONS NOCLAUTH NOAUDITOR
NOOIDCARD

User WJE10 wants to define user RGHO1 to RACF and assign PAYROLL as
the default and owning group. The password is PASS, group authority is
CREATE, and universal access authority is READ. User WJE10 wants to direct
the command to run under the authority of user EPC at ARMNK.

User EPC at ARMNK has JOIN authority to group PAYROLL and the CLAUTH
attribute for the USER class.

PAYROLL is not the default group of user EPC at ARMNK.

User RGHO1 is not defined to RACF on node ARMNK.

The name of user RGHO1 is RG Harris.

User WJE10 wants to issue the command as a RACF TSO command.

WJE10 and EPC at ARMNK have an already established user ID association.
ADDUSER RGHO1 DFLTGRP(PAYROLL) OWNER(PAYROLL) PASSWORD(PASS) NAME('R.
G. HARRIS') AUTHORITY(CREATE) UACC(READ) AT (ARMNK.EPC)

NOSPECIAL NOOPERATIONS NOCLAUTH NOOIDCARD NOAUDITOR

User RACFMIN wants to define user P1Z30 to RACF with a security category
of NEWEMPLOYEE and a security level of NOSECRETS. User PIZ30 is to be
allowed to use the system only on weekdays between the hours of 8:00 A.M.
and 6:00 P.M.

User RACFMIN has the SPECIAL attribute. NEWEMPLOYEE has been
defined to RACF as a valid category, and NOSECRETS has been defined as a
valid security level. The new user’'s name is John Doe. User RACFMIN wants
to issue the command as a RACF TSO command.

ADDUSER PIZ30 NAME('JOHN DOE') ADDCATEGORY (NEWEMPLOYEE)

SECLEVEL (NOSECRETS) WHEN(DAYS (WEEKDAYS) TIME(0800:1800))
OWNER(RACFMIN) NOGRPACC NOSPECIAL NOOPERATIONS
NOAUDITOR NOADSP AUTHORITY(USE)
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Table 8. ADDUSER Examples (continued)

Example 4 Operation

Known

Command

Defaults

Example 5 Operation

Known

Command

Defaults
Example 6 Operation

Known

Command

Defaults

User TTUO1 wants to define user PI1Z33 to RACF. User PIZ33 will be the
AUDITOR for the installation, and will have class authority to terminals and
tape volumes. User PIZ33 will not be required to enter a password, but will be
identified through an OIDCARD.

User TTUO1 has the SPECIAL attribute.

User TTUO1 is connected to group RESEARCH.
User PIZ33 is not defined to RACF.

User TTUO1 wants to issue the command as a RACF TSO command.
(entered in TSO foreground)

ADDUSER PIZ33 NOPASSWORD OIDCARD CLAUTH(TAPEVOL TERMINAL) AUDITOR

User TTUO1 is prompted to enter the OIDCARD for PIZ33.

NAME (######## ) OWNER(TTUO1) DFLTGRP(RESEARCH)
AUTHORITY(USE) UACC(NONE) NOGRPACC NOADSP NOSPECIAL
NOOPERATIONS

User TTU5 wants to define user RADMIN to RACF. User RADMIN will be a
member of, and be owned by, the SYSINV group and have a model name of
'RADMIN.RACF.ACCESS'".

User TTU5 has at least JOIN authority to group SYSINV and the CLAUTH
attribute for the USER class. USER TTU5 wants to issue the command as a
RACF TSO command.

ADDUSER RADMIN DFLTGRP(SYSINV) MODEL (RACF.ACCESS) NAME('RACF
ADMINISTRATOR') AUTHORITY(JOIN) ADSP UACC(NONE) OWNER(SYSINV)
NOGRPACC, NOSPECIAL, NOOPERATIONS, NOAUDITOR

User KLEWIS wants to define user TBURNS to RACF and assign TSOTEST
as the default group and TSOADMN as the owner of the user profile for
TBURNS. The user will be allowed to use TSO and will be assigned the
following TSO logon information:

* Account number 98765T

* Logon procedure TSPROC3

» Default job class Z

» Default message class Q

» Default hold class X

* SYSOUT class W

» Default region size of 2500

* Maximum region size of 15000.

» User KLEWIS has the SPECIAL attribute.

» 98765T has been defined to RACF as a profile in the ACCTNUM general
resource class, and user TBURNS has been given READ access to this
profile.

» TSPROCS has been defined to RACF as a profile in the TSOPROC general
resource class, and user TBURNS has been given READ access to this
profile.

¢ User TBURNS is not defined to RACF.
¢ User TBURNS’s name is T.F. Burns.

* User KLEWIS wants to issue the command as a RACF TSO command.
ADDUSER TBURNS DFLTGRP(TSOTEST) OWNER(TSOADMN) NAME('T.F. BURNS')
TSO(ACCTNUM(98765T) PROC(TSPROC3) JOBCLASS(Z) MSGCLASS(Q) HOLDCLASS(X)
SYSOUTCLASS (W) SIZE(2500) MAXSIZE(15000))

TSO(NODEST) AUTHORITY(USE) UACC(NONE) NOGRPACC NOADSP
NOSPECIAL NOOPERATIONS NOCLAUTH NOAUDITOR NOOIDCARD
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Table 8. ADDUSER Examples (continued)

Example 7

Example 8

Example 9

Operation

Known

Command

Defaults

Operation

Known

Command
Defaults

Operation
Known

Command

Defaults

User JSMITH wants to define user WJONES to RACF and assign SYS05 as

the default group and DFPADMN as the owner of the user profile for WJONES.

User WJONES is assigned the following default information to be used by DFP

when the user creates a new DFP-managed data set:

» Data class DFP4DATA

* Management class DFP4AMGMT

» Storage class DFP4STOR

» Data application identifier DFP4APPL.

* User JSMITH has the SPECIAL attribute.

* DFP4MGMT has been defined to RACF as a profile in the MGMTCLAS
general resource class, and user WJONES has been given READ access to
this profile.

* DFP4STOR has been defined to RACF as a profile in the STORCLAS
general resource class, and user WJONES has been given READ access to
this profile.

» User WJONES is not defined to RACF.

» User WJONES’s name is W.E. Jones.

» User JSMITH wants to issue the command as a RACF TSO command.
ADDUSER WJONES DFLTGRP(SYS05) OWNER(DFPADMN) NAME('W.E. JONES')

DFP (DATACLAS (DFP4DATA) MGMTCLAS (DFP4MGMT) STORCLAS (DFP4STOR)

DATAAPPL (DFP4APPL))

AUTHORITY(USE) UACC(NONE) NOGRPACC NOADSP NOSPECIAL
NOOPERATIONS NOCLAUTH NOAUDITOR NOOIDCARD

The system administrator wants to define user DAFO to RACF with her default
group set to RESEARCH, her primary language set to American English (ENU)
and her secondary language set to German (DEU).

The user's name is D. M. Brown. The profile owner is IBMUSER. The system
administrator has the SPECIAL attribute. User DAFO will have JOIN authority
to group RESEARCH. The system administrator wants to issue the command
as a RACF TSO command.

ADDUSER DAFO DFLTGRP(RESEARCH) NAME('D. M. BROWN') LANGUAGE (

PRIMARY (ENU) SECONDARY (DEU)) OWNER(IBMUSER) AUTHORITY(JOIN)
UACC(NONE) NOGRPACC NOADSP NOSPECIAL NOOPERATIONS
NOCLAUTH NOAUDITOR NOOIDCARD

A user with SPECIAL authority requests the addition of a new z/OS UNIX user.
The user profile will be owned by the z/OS UNIX administrator’s user ID,
SYSADM, and will be a member of the existing group SYSOM which is
associated with a GID. The user wants to issue the command as a RACF TSO
command.

ADDUSER CSMITH DFLTGRP(SYSOM) OWNER(SYSADM) NAME('C.J. SMITH')
OMVS(UID(147483647) HOME(/u/CSMITH) PROGRAM(/bin/sh))

None
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Table 8. ADDUSER Examples (continued)

Example 10 Operation
Known

Command

Defaults
Example 11 Operation

Known
Command

Defaults
Example 12 Operation

Known

Command

Defaults
Example 13 Operation

Known

Command

Defaults
Example 14 Operation

Known
Command

Defaults
Example 15 Operation

Known

Command
Defaults

A user with SPECIAL authority requests the addition of a new DCE user.

The user profile is owned by the system administrator’'s user ID, SYSADM, and
is a member of the existing group SYSOM which is associated with a GID.
This DCE user has been assigned a DCE UUID of 004386ea-ebb6-1ec3-bcae-
10005ac90feb and a DCE principal name of charlie. This zZOS UNIX DCE
user is a principal of the /.../sivle.memphis.ibm.com DCE cell. The UUID for
the /.../sivle.memphis.ibm.com DCE cell is 003456ab-ech7-7de3-ebda-
95531ed63dae.

ADDUSER CSMITH DFLTGRP(SYSOM) OWNER(SYSADM) NAME('C.J. SMITH')
OMVS(UID(27) HOME(/u/csmith) PROGRAM(/bin/sh))
DCE(UUID(004386ea-ebb6-lec3-bcae-10005ac90feb) +

DCENAME (charlie) HOMECELL(/.../sivlie.memphis.ibm.com) +

HOMEUUID (003456ab-ecb7-7de3-ebda-95531ed63dae))
DCE ( [AUTOLOGIN(NO)])
Lotus Notes® user RACFADM with SPECIAL or UPDATE authority requests
the addition of a new user with Lotus Notes and NDS information.
The user profile is owned by RACFADM and belongs to RACFADM’s current
connect group SYSOM.
ADDUSER PCUSER1 LNOTES(SNAME('NEW-GUY 1')) NDS(UNAME(DIRADMIN))
DFLTGRP(SYSOM) OWNER(RACFADM)
User RACFADM with SPECIAL or UPDATE authority requests the addition of a
new z/OS UNIX user. The user specifies AUTOUID so that RACF will
automatically assign an unused UID to the new user.
The user profile is owned by RACFADM and belongs to RACFADM’s current
connect group SYSOM. The BPX.NEXT.USER profile in the FACILITY class
has been set up to allow automatic UID assignment.
ADDUSER UNIXUSR OMVS(AUTOUID HOME('/u/unixusr') CPUTIMEMAX(5000)
ASSIZEMAX (40000000))
DFLTGRP(SYSOM) OWNER(RACFADM)
User RACFADM with SPECIAL or UPDATE authority requests the addition of a
new z/OS UNIX superuser.
The user profile is owned by RACFADM and belongs to RACFADM’s current
connect group SYSOM. Shared UIDs are being controlled, and at least one
superuser already exists, so SHARED must be specified.
ADDUSER SUPERGUY OMVS(UID(®) SHARED HOME('/') PROGRAM('/bin/sh))
NOPASSWORD
DFLTGRP(SYSOM) OWNER(RACFADM)
User RACFADM with SPECIAL authority adds the user ID PUBLIC and assigns
it restricted access. User IDs RACFUOO and USERO004 are added, but are not
assigned any restrictions. In this example, the PUBLIC user ID does not have
access to RACFUQOQ’s data sets because it has RESTRICTED access.
User RACFADM has SPECIAL authority.

ADDUSER PUBLIC RESTRICTED

ADDUSER RACFUGO NORESTRICTED

ADDUSER USER004

ADDSD 'RACFUG®.x"' UACC(READ)

USERO004 has NORESTRICTED access by default.

A user with SPECIAL authority requests the addition of a Security Server
Network Authentication Service account within the local realm for a user whose
RACF user profile is RONTOMS. MAXTKTLFE is not specified, so the value
specified on the definition of the local realm KERBDFLT in the REALM class is
used. Note that the user's RACF password must be changed before the
definition of the Network Authentication Service account is complete.

User RONTOMS wants to define his Security Server Network Authentication
Service information.

ADDUSER RONTOMS KERB(KERBNAME('KerberizedUser'))

None
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Table 8. ADDUSER Examples (continued)

Example 16

Operation

Known

Command
Defaults

User RACFADMIN issues a command to add a new user MRSERVER with an
EIM segment and LDAP profile that is related to an LDAPBIND class for the
specified user to use with EIM.

eimdomainALookup is a profile in the LDAPBIND class that defines the EIM
LDAP values required for EIM processing

ADDUSER MRSERVER EIM(LDAPPROF (eimdomainALookup))

None
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ALTDSD (Alter Data Set Profile)

Purpose

Use the ALTDSD command to:
* Modify an existing discrete or generic data set profile.
* Protect a single volume of either a multivolume tape data set or a multivolume,

non-VSAM DASD data set. (At least one volume must already be
RACF-protected.)

* Remove RACF-protection from either a single volume of a multivolume tape data

set or a single volume of a multivolume, non-VSAM DASD data set. (You cannot

delete the last volume from the profile.)

Changes made to discrete profiles take effect after the ALTDSD command is
processed. Changes made to generic profiles do not take effect until one or more of
the following steps is taken:

* The user of the data set issues the LISTDSD command:
LISTDSD DA(data-set-protected-by-the-profile) GENERIC

Note: Use the data set name, not the profile name.
* The security administrator issues the SETROPTS command:
SETROPTS GENERIC(DATASET) REFRESH

See SETROPTS command for authorization requirements.
* The user of the data set logs off and logs on again.

Note: For more information, refer to|zZOS Security Server RACF Security|

Administrator’s Guide]

Issuing Options
The following table identifies the eligible options for issuing the ALTDSD command:

Table 9. How the ALTDSD Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,

refer to [Chapter 4, “RACF operator commands” on page 21| You must be

logged on to the console to issue this command as a RACF operator

command.

Related Commands
« To create a data set profile, see ['ADDSD (Add Data Set Profile)” on page 33|
+ To delete a data set profile, see[*DELDSD (Delete Data Set Profile)” on|

+ To list a data set profile, see ['LISTDSD (List Data Set Profile)” on page 200}
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« To permit or deny access to a data set profile, see ['PERMIT (Maintain Resource]
[Access Lists)” on page 247}

« To obtain a list of data set profiles, see [SEARCH (Search RACF Database)” on|
page 408

Authorization Required

When issuing the ALTDSD command as a RACF operator command, you require
sufficient authority to the proper resource in the OPERCMDS class. See
[Security Server RACF Security Administrator’s Guide for further information.

To use the ALTDSD command, you must have sufficient authority over the profile.
RACF makes the following checks until one of these conditions is met:

¢ You have the SPECIAL attribute.

» The data set profile is within the scope of a group in which you have the
group-SPECIAL attribute.

* You are the owner of the profile.

» The high-level qualifier of the profile name (or the qualifier supplied by the RACF
naming conventions table or by a command installation exit) is your user ID.

» To assign a security label, you must have the SPECIAL attribute or have READ
access to the security label profile. However, the security administrator can limit
the ability to assign security labels only to users with the SPECIAL attribute.

» To access the DFP or TME segment, field-level access checking is required.

For discrete profiles only, one of the following conditions must be met:

* You are in the access list for the discrete profile and you have ALTER authority.
(If you have any other level of authority, you cannot alter this profile.)

* Your current connect group (or, if list-of-groups checking is active, any group to
which you are connected) is in the access list and has ALTER authority. (If any
group that RACF checked has any other level of authority, you cannot alter this
profile.)

* The universal access authority is ALTER.

To use the GLOBALAUDIT operand, you must have the AUDITOR attribute, or the
data set profile must be within the scope of a group in which you have the
group-AUDITOR attribute.

If you have the AUDITOR attribute or the data set profile is within the scope of a
group in which you have the group-AUDITOR attribute, but you do not satisfy one
of the above checks, you can specify only the GLOBALAUDIT operand.

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user ID
association must be established between the specified node.userid pair(s) if the
user IDs are not identical.

To assign a security category to a profile, you must have the SPECIAL attribute, or
the access category must be in your user profile. To assign a security level to a
profile, you must have the SPECIAL attribute, or, in your own profile, a security level
that is equal to, or greater than, the security level you are assigning.
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Syntax
For the key to the symbols used in the command syntax diagrams, see
[RACF commands and operands” on page 9| The complete syntax of the ALTDSD
command is:
[subsystem-prefix{ALTDSD | ALD}
(profile-name [ /password ] ...)
[ ADDCATEGORY (category-name ...)
| DELCATEGORY [({category-name ...I"} ) ] 1]
[ ADDVOL(volume-serial) |
DELVOL(volume-serial) |
ALTVOL(old-volume-serial new-volume-serial) ]
[ AT( [ node ] .userid ...) | ONLYAT( [ node ] .userid ...) ]
[ AUDIT( access-attempt [ (audit-access-level) ] ...) ]
[ DATA('installation-defined-data') | NODATA ]
[ DFP(
RESOWNER ( userid or group-name )
| NORESOWNER )
| NODFP ]
[ ERASE | NOERASE ]
[ GENERIC | NOSET | SET ]
[ GLOBALAUDIT( access-attempt [(audit-access-level)] ...) ]
[ LEVEL(nn) 1
[ NOTIFY(userid) | NONOTIFY ]
[ OWNER(userid or group-name) |
[ RETPD(nnnnn) ]
[ SECLABEL(seclabel-name) | NOSECLABEL ]
[ SECLEVEL(seclevel-name) | NOSECLEVEL ]
[ TME(
[ ROLES(role-access-specification ...)
| ADDROLES(role-access-specification ...)
| DELROLES(role-access-specification ...)
| NOROLES ]
)
| NOTME ]
[ UACC(access-authority) ]
[ UNIT(type) ]
[ VOLUME(volume-serial) ]
[ WARNING | NOWARNING ]
Note: For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15,
For information on issuing this command as a RACF operator command,
refer to |Chapter 4, “RACF operator commands” on page 21I
Parameters

subsystem-prefix
specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.
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Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

profile-name
specifies the name of a discrete or generic data set profile. If you specify more
than one profile name, the list of names must be enclosed in parentheses.

This operand is required and must be the first operand following ALTDSD.

Notes:

1.

Because RACF uses the RACF database and not the system catalog, you
cannot use alias data set names.

If you specify a generic profile name, RACF ignores these operands:
+ ADDVOL | DELVOL

« ALTVOL

« SET | NOSET

 UNIT

* VOLUME

Ipassword

specifies the data set password if you are altering the profile for a
password-protected data set. This operand applies only if you are using the
ADDVOL and SET operands for a volume of a multivolume
password-protected data set. The WRITE level password must then be
specified.

If the command is executing in the foreground and you omit the password
for a password-protected data set, RACF uses the logon password. You are
prompted if the password you enter or the logon password is incorrect.

If the command is executing in a batch job and you either omit the
password for a password-protected data set or supply an incorrect
password, the operator is prompted.

You can use this operand only for tape data sets and non-VSAM DASD
data sets. If you specify a generic profile, RACF ignores this operand.

ADDCATEGORY | DELCATEGORY
ADDCATEGORY/(category-name ...)

specifies one or more names of installation-defined security categories.
category-name must be defined as a member of the CATEGORY profile in
the SECDATA class. (For information on defining security categories, see
[z/0OS Security Server RACF Security Administrator’s Guided)

Specifying ADDCATEGORY on the ALTDSD command causes RACF to
add any category-names you specify to any list of required categories that
already exists in the data set profile. All users previously allowed to access
the data set can continue to do so only if their profiles also include the
additional category-names.

When the SECDATA class is active and you specify ADDCATEGORY,
RACF performs security category checking in addition to its other
authorization checking. If a user requests access to a data set, RACF
compares the list of security categories in the user profile with the list of
security categories in the data set profile. If RACF finds any security
category in the data set profile that is not in the user’s profile, RACF denies
access to the data set. If the user’s profile contains all the required security
categories, RACF continues with other authorization checking.
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Note: RACF does not perform security category checking for a started task
or user that has the RACF trusted or privileged attribute. The RACF
trusted or privileged attribute can be assigned to a started task
through the RACF started procedures table or STARTED class, or to
other users by customer-supplied RACF exits.

DELCATEGORY[(category-name ...I*)]
specifies one or more names of installation-defined security categories you
want to delete from the data set profile. Specifying an asterisk (*) deletes all
categories; RACF no longer performs security category checking for the
data set profile.

Specifying DELCATEGORY by itself causes RACF to delete from the profile
only undefined category names (those category names that were once
known to RACF but that the installation has since deleted from the
CATEGORY profile.)

ADDVOL | DELVOL

ADDVOL(volume-serial)
specifies that you want to RACF-protect the portion of the data set residing
on this volume. At least one other portion of the data set on a different
volume must already have been RACF-protected. You can use this operand
only for tape data sets and non-VSAM data sets.

The DASD volume must be online unless you also specify NOSET. If it is
not online and you omit NOSET, the ALTDSD command processor will, if
you have TSO MOUNT authority, request that the volume be mounted.

RACF ignores this operand if you specify a generic profile name.

Note: The maximum number of volume serials for a tape data set with an
entry in the TVTOC is 42.

DELVOL(volume-serial)
specifies that you want to remove RACF-protection from the portion of the
data set residing on this volume. If no other portions of this data set on
another volume are RACF-protected, the command terminates. (Use the
DELDSD command to delete the profile from RACF.) You can use this
operand only for tape data sets and non-VSAM DASD data sets.

The DASD volume must be online unless you also specify NOSET. If it is
not online and you omit NOSET, the ALTDSD command processor requests
that the volume be mounted.

RACF ignores this operand if you specify a generic profile name.

ALTVOL(old-volume-serial new-volume-serial)
specifies that you want to change the volume serial number in the data set
profile. You can specify this operand for both VSAM and non-VSAM DASD data
sets, but you cannot specify it for tape data sets. If you specify ALTVOL for a
tape data set, the command fails.

When you specify ALTVOL, RACF ignores the SET and NOSET operands and
modifies the data set profile, but it does not process the RACF indicator.

RACF ignores this operand if you specify a generic profile name.

To specify ALTVOL, you must have the SPECIAL attribute, or the data set
profile must be within the scope of a group in which you have the
group-SPECIAL attribute, or the high-level qualifier of the data set name (or the
qualifier supplied by a command installation exit routine) must be your user ID.
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AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.

AUDIT(access-attemptaudit-access-level] ...)

access-attempt
specifies which new access attempts you want to log on the SMF data set.
The following options are available:

ALL

indicates that you want to log both authorized accesses and detected
unauthorized access attempts.

FAILURES
indicates that you want to log detected unauthorized access attempts.

NONE
indicates that you do not want any logging to be done.

SUCCESS
indicates that you want to log authorized accesses.

If you specify AUDIT without a value, RACF ignores it.

audit-access-level
specifies which access levels you want to log on the SMF data set. The
levels you can specify are:

ALTER
logs ALTER access-level attempts only.

CONTROL
logs access attempts at the CONTROL and ALTER levels.

READ
logs access attempts at any level. READ is the default value if you omit
audit-access-level.

UPDATE
logs access attempts at the UPDATE, CONTROL, and ALTER levels.

You cannot audit access attempts at the EXECUTE level.

DATA | NODATA

DATA('installation-defined-data')
specifies up to 255 characters of installation-defined data to be stored in the
data set profile and must be enclosed in quotes. It can also contain
double-byte character set (DBCS) data.
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Use the LISTDSD command to list this information.

NODATA
specifies that the ALTDSD command is to delete any installation-defined
data in the data set profile.

DFP | NODFP

DFP
specifies that for an SMS-managed data set, you can change the following
information:

RESOWNER(userid or group-name) | NORESOWNER
specifies the user ID or group name of the actual owner of the data
sets protected by the profile specified in profile-name-1. The name
specified for RESOWNER must be a RACF-defined user or group. (The
data set resource owner, or RESOWNER, is distinguished from the
OWNER, which represents the user or group that owns the data set
profile).

If NORESOWNER is specified, the user or group represented by the
high level qualifier of the data set profile is assigned as the owner of
data sets protected by the profile when SMS needs to determine the
RESOWNER.

You can control access to the entire DFP segment or to individual fields
within the DFP segment by using field-level access checking. For more
information, see |z/OS Security Server RACF Security Administrator’d

[Guide,

NODFP
specifies that RACF should delete the DFP segment from the data set
profile.

ERASE | NOERASE

ERASE
specifies that when SETROPTS ERASE(NOSECLEVEL) is active, data
management is to physically erase the DASD data set extents at the time
the data set is deleted (scratched) or released for reuse. Erasing the data
set means overwriting all allocated extents with binary zeros.

This operand is ignored for the following:

 If the data set is not a DASD data set

» If SETROPTS ERASE(ALL) is specified for your installation (user and
data set profile definitions are overridden)

« SETROPTS ERASE(SECLEVEL(security_level)) is specified for your
installation (data sets equal or higher in security level are always erased,
while those lower in security level are never erased)

NOERASE
specifies that data management is not to erase the DASD data set when it
is deleted (scratched). If your installation has specified ERASE(ALL) on the
SETROPTS command, NOERASE is meaningless. When ERASE(ALL) is in
effect, data management erases all DASD data sets when they are deleted.

GENERIC | NOSET | SET

GENERIC
specifies that RACF is to treat the profile name as a generic name, even if
it does not contain any generic characters.
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NOSET | SET
specifies whether the data set is to be RACF-indicated. RACF ignores SET
and NOSET if you do not use the ADDVOL or DELVOL operand or specify
a generic profile name.

NOSET

specifies that RACF is not to change the RACF indicator for the data
set.

The volume indicated in the ADDVOL or DELVOL operand does not
have to be online.

To use NOSET, you must have the SPECIAL attribute, or the data set
profile must be within the scope of a group in which you have the
group-SPECIAL attribute, or the high-level qualifier of the data set name
(or the qualifier supplied by a command installation exit) must be your
user ID. If you are not authorized, RACF ignores the NOSET and
ADDVOL or DELVOL operands.

SET
specifies that:

* The data set on this volume is to be RACF-indicated if you also
specify the ADDVOL operand. If the indicator is already on, the
command fails.

* The RACF-indicator for the data set on this volume is to be set off if
you also specify the DELVOL operand. If the indicator is already off,
the command fails.

For a DASD data set, the volume indicated in the ADDVOL or DELVOL
operand must be online.

GLOBALAUDIT(access-attempt[audit-access-level ]...)

access-attempt
specifies which access attempts the user who has the AUDITOR attribute
wants to log on the SMF data set. The following options are available:

ALL

indicates that you want to log both authorized accesses and detected
unauthorized access attempts.

FAILURES

indicates that you want to log detected unauthorized access attempts.
NONE

indicates that you do not want any logging to be done.

SUCCESS
indicates that you want to log authorized accesses.

If you specify AUDIT without a value, RACF ignores it.

audit-access-level
specifies which access levels the user who has the AUDITOR attribute
wants to log on the SMF data set. The levels you can specify are:

ALTER
logs ALTER access-level attempts only.

CONTROL
logs access attempts at the CONTROL and ALTER levels.
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READ
logs access attempts at any level. READ is the default value if you omit
audit-access-level.

UPDATE
logs access attempts at the UPDATE, CONTROL, and ALTER levels.

You cannot audit access attempts at the EXECUTE level.

To use the GLOBALAUDIT operand, you must have the AUDITOR attribute, or
the profile must be within the scope of a group in which you have the
group-AUDITOR attribute.

Note: Regardless of the value specified in GLOBALAUDIT, RACF always logs
all access attempts specified on the AUDIT operand.

LEVEL(nn)
specifies a new level indicator, where nn is an integer between 0 and 99.

Your installation assigns the meaning of the value.

RACF includes it in all records that log data set accesses and in the LISTDSD
command display.

NOTIFY | NONOTIFY

NOTIFY[(userid)]
specifies the user ID of a user to be notified whenever RACF uses this
profile to deny access to a data set. If you specify NOTIFY without
specifying a user ID, RACF takes your user ID as the default; you are
notified whenever the profile denies access to a data set.

A user who is to receive NOTIFY messages should log on frequently, both
to take action in response to the unauthorized access attempts the
messages describe and to clear the messages from the SYS1.BRODCAST
data set. (When the profile also includes WARNING, RACF might have
granted access to the data set to the user identified in the message.)

Note: The user ID specified on the NOTIFY operand is not notified when
the profile disallows creation or deletion of a data set. NOTIFY is
only used for resource access checking, not for resource creation or
deletion.

NONOTIFY
specifies that no user is to be notified when RACF uses this profile to deny
access to a data set.

OWNER(userid or group-name)
specifies a RACF-defined user or group to be the new owner of the data set
profile. If you specify a user ID as the owner of a group data set profile, the
specified user must have at least USE authority in the group to which the data
set profile belongs.

To change the owner of a profile, you must be the current owner of the profile
or have the SPECIAL attribute, or the profile must be within the scope of a
group in which you have the group-SPECIAL attribute.

Note: The user specified as the owner does not automatically have access to

the data set. Use the PERMIT command to add the owner to the access
list as desired.
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RETPD(nnnnn)
specifies the RACF security retention period for a tape data set. The security
retention period is the number of days that must elapse before a tape data set
profile expires. (Note that, even though the data set profile expires,
RACF-protection for data sets protected by the profile is still in effect. For more
information, see |z/OS Security Server RACF Security Administrator’s Guide{.)

The number you specify must be 1 to 5 digits in the range of 0 through 65533
or, to indicate a data set that never expires, 99999.

Using RETPD to change the RACF security retention period for a data set
means that the RACF security retention period and the data set retention period
specified by the EXPDT/RETPD parameters on the JCL DD statement are
longer be the same.

When the TAPEVOL class is active, RACF checks the RACF security retention
period before it allows a data set to be overwritten. RACF adds the number of
days in the retention period to the creation date for the data set. If the result is
less than the current date, RACF continues to protect the data set.

When the TAPEVOL class is not active, RACF ignores the RETPD operand.

Specifying this operand for a DASD data set does not cause an error, but it has
no meaning because RACF ignores the operand during authorization checking.

SECLABEL | NOSECLABEL

SECLABEL(seclabel-name)
specifies an installation-defined security label for this profile. A security label
corresponds to a particular security level (such as CONFIDENTIAL) with a
set of zero or more security categories (such as PAYROLL or
PERSONNEL).

RACF stores the name of the security label you specify in the data set
profile if you are authorized to use that SECLABEL.

If you are not authorized to the SECLABEL or if the name you had specified
is not defined as a SECLABEL profile in the SECLABEL class, the data set
profile is not updated.

Note: If the SECLABEL class is active and the security label is specified in
this profile, any security levels and categories in the profile are
ignored.

NOSECLABEL
removes the security label, if one had been specified, from the profile.

SECLEVEL | NOSECLEVEL

SECLEVEL(seclevel-name)
specifies the name of an installation-defined security level. This name
corresponds to the number that is the minimum security level that a user
must have to access the data set. The seclevel-name must be a member of
the SECLEVEL profile in the SECDATA class.

When you specify SECLEVEL and the SECDATA class is active, RACF
adds security level access checking to its other authorization checking. If
global access checking does not grant access, RACF compares the
security level allowed in the user profile with the security level required in
the data set profile. If the security level in the user profile is less than the
security level in the data set profile, RACF denies the access. If the security
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level in the user profile is equal to or greater than the security level in the
data set profile, RACF continues with other authorization checking.

Note: RACF does not perform security level checking for a started task or
user that has the RACF privileged or trusted attribute. The RACF
privileged or trusted attribute can be assigned to a started task
through the RACF started procedures table or STARTED class, or to
other users by customer-supplied RACF exits.

If the SECDATA class is not active, RACF stores the name you specify in
the data set profile. When the SECDATA class is activated and the name
you specified is defined as a SECLEVEL profile, RACF can perform security
level access checking for the data set profile. If the name you specify is not
defined as a SECLEVEL profile and the SECDATA class is active, you are
prompted to provide a valid security level name.

NOSECLEVEL
specifies that the ALTDSD command is to delete the security level name
from the profile. RACF no longer performs security level access checking
for the data set.

TME | NOTME

TME
specifies that information for the Tivoli Security Management Application is
to be added, changed, or deleted.

Note: The TME segment fields are intended to be updated only by the
Tivoli Security Management Application, which manages updates,
permissions, and cross references. A security administrator should
only directly update Tivoli Security Management fields on an
exception basis.

ROLES(role-access-specification ...)
specifies a list of roles and associated access levels related to this
profile.

One or more role-access-specification values can be specified, each
separated by blanks. Each value should contain no imbedded blanks
and should have the following format:

role-name:access-authority[:conditional-class:conditional-profile]

where role-name is a discrete general resource profile defined in the
ROLE class. The access-authority is the authority (NONE, EXECUTE,
READ, UPDATE, CONTROL, or ALTER) with which groups in the role
definition should be permitted to the resource.

The conditional-class is a class name (APPCPORT, CONSOLE,
JESINPUT, PROGRAM, TERMINAL, or SYSID) for conditional access
permission, and is followed by the conditional-profile value, a resource
profile defined in the conditional class.

ADDROLES(role-access-specification ...)
specifies that specific roles and access levels are to be added to the
current list.

DELROLES(role-access-specification ...)
specifies that specific roles from the current list of roles are to be
removed.
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NOROLES
specifies that the entire list of roles be removed.

NOTME
specifies that RACF delete the TME segment from the profile.

UACC(access-authority)
specifies the universal access authority to be associated with the data sets. The
universal access authorities are ALTER, CONTROL, READ, UPDATE,
EXECUTE, and NONE. If you specify CONTROL for a tape data set or a
non-VSAM DASD data set, RACF treats the access authority as UPDATE. If
you specify EXECUTE for a tape data set or a DASD data set not used as a
program library, RACF treats the access authority as NONE.

If a user accessing a data set has the RESTRICTED attribute, RACF treats the
universal access authority (UACC) as NONE for that access attempt.

If you enter UACC without a value, RACF retains the old universal access
authority for the data sets.

UNIT(type)
specifies the unit type to be added to the data set profile on which a non-VSAM
data set resides. You can specify an installation-defined unit name, a generic
device type, or a specific device address. RACF ignores this operand if you
specify a generic profile name.

VOLUME(volume-serial)
specifies the volume on which the tape data set, the non-VSAM DASD data set,
or the catalog for the VSAM data set resides.

If you specify VOLUME and volume-serial does not appear in the profile for the
data set, the command fails. If you omit VOLUME and the data set name
appears more than once in the RACF database, the command fails. If you omit
VOLUME and the data set name appears only once in the RACF database, no
volume serial checking is performed and processing continues.

RACF ignores this operand if you specify a generic profile name.
WARNING | NOWARNING

WARNING
specifies that even if access authority is insufficient, RACF is to issue a
warning message and allow access to the resource. RACF also records the
access attempt in the SMF record if logging is specified in the profile.

NOWARNING
specifies that if access authority is insufficient, RACF is to deny the user
access to the resource and not issue a warning message.
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Examples

Table 10. ALTDSD Examples
Example 1 Operation

Known

Command

Defaults
Example 2 Operation

Known

Command

Defaults
Example 3 Operation

Known

Command

Default

Example 4 Operation
Known

Command

Defaults
Example 5 Operation

Known

Command

Defaults

User AEHO owns data set profile PAYROLL.DEPT2.DATA and wants to assign
ownership of the data set to group PAYROLL. Only users with categories of
FINANCIAL and PERSONNEL and a security level of PERSONAL are to be
able to access the data set.

Data set PAYROLL.DEPT2.DATA is RACF-defined with a discrete profile.
FINANCIAL and PERSONNEL are valid categories of access; PERSONAL is a
valid security level name. USER AEHO wants to issue the command as a
RACF TSO command.

ALTDSD 'PAYROLL.DEPT2.DATA' OWNER(PAYROLL) ADDCATEGORY (FINANCIAL
PERSONNEL) SECLEVEL(PERSONAL)

None

User WRHO wants to change the universal access authority to NONE for data
set RESEARCH.PROJ02.DATA and wants to have all accesses to the data set
logged on SMF records. User ADMINO2 is to be notified when RACF uses this
profile to deny access to the data set. The data set is to be erased when it is
deleted (scratched).

User WRHO has ALTER access to data set profile RESEARCH.PROJ02.DATA.
User WRHO is logged onto group RESEARCH. USER WRHO wants to issue
the command as a RACF TSO command.

User ADMINO2 is a RACF-defined user.

Data set RESEARCH.PROJ02.DATA is RACF-defined with a generic profile.
The SETROPTS ERASE option has been specified for the installation.

ALTDSD 'RESEARCH.PROJ02.DATA' UACC(NONE) AUDIT(ALL(READ)) GENERIC
NOTIFY(ADMINO2) ERASE

None

User CDO wants to remove RACF-protection from volume 222222 of the
multivolume data set CD0.PROJ2.DATA.

CDO0.PROJ2.DATA is a non-VSAM data set that resides on volumes 111111 and
222222 and is defined to RACF with a discrete profile. Volume 222222 is
online. User CDQO’s TSO profile specifies PREFIX (CDO). User CDO wants to
issue the command as a RACF operator command, and the RACF subsystem
prefix is @.

@ALTDSD PROJ2.DATA DELVOL(222222)

None

User RVDO02 wants to have all successful accesses to data set
PAYROLL.ACCOUNT on volume SYS003 to be logged to the SMF data set.
User RVDO02 has the AUDITOR attribute. User RVD02 wants to issue the
command as a RACF TSO command.

ALTDSD 'PAYROLL.ACCOUNT' GLOBALAUDIT(SUCCESS(READ)) VOLUME(SYS003)
None

User SJR1 wants to modify the installation-defined information associated with
the tape data set SYSINV.ADMIN.DATA. The RACF security retention period is
to be 360 days.

User SJR1 has ALTER authority to the data set profile. User SUR1 wants to
issue the command as a RACF TSO command.

Tape data set protection is active.

ALTDSD 'SYSINV.ADMIN.DATA' DATA('LIST OF REVOKED RACF USERIDS')
RETPD(360)

None
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Table 10. ALTDSD Examples (continued)

Example 6 Operation
Known
Command

Defaults
Example 7 Operation

Known

Command
Results

User ADM1 wants to log all unauthorized access attempts and all successful
updates to data sets protected by the generic profile SALES.ABC.*.

User ADM1 has the SPECIAL attribute. User ADM1 wants to issue the
command as a RACF TSO command.

ALTDSD 'SALES.ABC.*' AUDIT (FAILURES(READ) SUCCESS (UPDATE))

None

User ADM1 owns the DFP-managed data set RESEARCH.TEST.DATAS3 and
wants to assign user ADM6 as the data set resource owner.

User ADM1 wants to direct the command to run at node CLCON under the
authority of user DROLLO and prohibit the command from being automatically
directed to other nodes.

Data set RESEARCH.TEST.DATAS3 is RACF-defined with a discrete profile.
Users ADM1 and DROLLO at CLCON have the SPECIAL attribute, and ADM6
is defined to RACF on node CLCON. User ADM1 wants to issue the command
as a RACF TSO command. Users ADM1 and DROLLO at CLCON have an
already established user ID association.

ALTDSD 'RESEARCH.TEST.DATA3' DFP(RESOWNER(ADM6)) ONLYAT(CLCON.DROLLO)
The command is only processed on the node CLCON and not automatically
directed to any other nodes in the RRSF configuration.
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ALTGROUP (Alter Group Profile)

Purpose
Use the ALTGROUP command to change:
» The superior group of a group
* The owner of a group
* The terminal indicator for a group
* A model profile name for a group
» The installation-defined data associated with a group
* The default segment information for a group (for example, DFP or OMVS)

Issuing Options
The following table identifies the eligible options for issuing the ALTGROUP
command:

Table 11. How the ALTGROUP Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15,

For information on issuing this command as a RACF operator command,
refer to |Chapter 4, “RACF operator commands” on page 21l You must be
logged on to the console to issue this command as a RACF operator
command.

Related Commands
+ To create a group profile, see FADDGROUP (Add Group Profile)” on page 24]
+ To delete a group profile, see ['DELGROUP (Delete Group Profile)” on page 186}
+ To connect a user to a group, see[‘CONNECT (Connect User to Group)” on|

+ To list information for a group profile, see ['LISTGRP (List Group Profile)” on|
+ To remove a user from a group, see[‘REMOVE (Remove User from Group)” on|
+ To obtain a list of group profiles, see ['SEARCH (Search RACF Database)” on|

Authorization Required

When issuing the ALTGROUP command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See
[z/0S Security Server RACF Security Administrator’s Guidg for further information.

To change the superior group of a group, you must meet at least one of the
following conditions:

* You must have the SPECIAL attribute
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ALTGROUP
« All the following group profiles must be within the scope of a group in which you
have the group-SPECIAL attribute:
— The group whose superior group you are changing
— The current superior group
— The new superior group

* You must be the owner of-or have JOIN authority in—both the current and the
new superior groups.

Note: You can have JOIN authority in one group and be the owner of or have the
group-SPECIAL attribute in the other group.

If you have any of the following, you can specify any operand except as otherwise
listed below:

e The SPECIAL attribute

» The group profile is within the scope of a group in which you have the
group-SPECIAL attribute

* You are the current owner of the group.

To add, delete or alter segments such as DFP and OMVS in a group’s profile:
* You must have the SPECIAL attribute
* Your installation must permit you to do so through field-level access checking.

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user ID
association must be established between the specified node.userid pair(s) if the
user IDs are not identical.

To specify the SHARED keyword, you must have the SPECIAL attribute or at least
READ authority to the SHARED.IDS resource in the UNIXPRIV class.

For the key to the symbols used in the command syntax diagrams, see
[RACF commands and operands” on page 9} The complete syntax of the
ALTGROUP command is:
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[subsystem-prefix{ALTGROUP | ALG}

(group-name ...)
[ AT([node].userid ...) | ONLYAT([node].userid ...) ]
[ DATA('installation-defined-data') | NODATA ]
[ DFP(
[ DATAAPPL(application-name) | NODATAAPPL ]
[ DATACLAS(data-class-name) | NODATACLAS ]
[ MGMTCLAS(management-class-name)
| NOMGMTCLAS ]
[ STORCLAS(storage-class-name) | NOSTORCLAS ]
)
| NODFP ]
[ MODEL(dsname) | NOMODEL ]
[ OMVS(
[ AUTOGID
| GID ( group-identifier ) [ SHARED ]
| NOGID ])
| NOOMVS ]
[ OVM(
[ GID(group-identifier) | NOGID ]
)
| NOOVM ]
[ OWNER(userid or group-name) ]
[ SUPGROUP(group-name) ]
[ TERMUACC | NOTERMUACC ]
[ TME(
[ ROLES(profile-name ...)
| ADDROLES(profile-name ...)
| DELROLES(profile-name ...)
| NOROLES ]

)
| NOTME ]

Note: For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21}

Parameters

subsystem-prefix
Specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

group-name
Specifies the name of the group whose definition you want to change. If you
specify more than one group name, the list of names must be enclosed in
parentheses.
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This operand is required and must be the first operand following ALTGROUP.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
Specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.
DATA | NODATA

DATA('installation-defined-data')
Specifies up to 255 characters of installation-defined data to be stored in
the group profile and must be enclosed in quotes. It might also contain
double-byte character set (DBCS) data.

Use the LISTGRP command to list this information.

NODATA
Specifies that the ALTGROUP command is to delete any installation-defined
data in the group profile.

DFP | NODFP

DFP
Specifies that when you change the profile of a group, you can enter any of
the following suboperands to add, change, or delete default values for the
DFP data application, data class, management class, and storage class.
DFP uses this information to determine data management and DASD
storage characteristics when a user creates a new data set for a group.

DATAAPPL | NODATAAPPL

DATAAPPL(application-name)
Specifies the name of a DFP data application. The name you
specify can contain up to 8 alphanumeric characters.

NODATAAPPL
Specifies that you want to delete the DFP data application name
from the DFP segment of the group’s profile.

DATACLAS | NODATACLAS

DATACLAS(data-class-name)
Specifies the default data class. The class name you specify can
contain up to 8 alphanumeric characters.

A data class can specify some or all of the physical data set
attributes associated with a new data set. During new data set
allocation, data management uses the value you specify as a
default unless it is preempted by a higher priority default, or
overridden in some other way (for example, by JCL).
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Note: The value you specify must be a valid data class name
defined for use on your system. For more information, see
[z/0S Security Server RACF Security Administrator’s Guidd.

For information on defining DFP _data classes, see [z70S DFSMSdfp|
[Storage Administration Reference]

NODATACLAS
Specifies that you want to delete the default data class name from
the DFP segment of the group’s profile.

MGMTCLAS | NOMGMTCLAS

MGMTCLAS(management-class-name)
Specifies the default management class. The class name you
specify can contain up to 8 alphanumeric characters.

A management class contains a collection of management policies
that apply to data sets. Data management uses the value you
specify as a default unless it is preempted by a higher priority
default, or overridden in some other way (for example, by JCL).

Note: The value you specify must be defined as a profile in the
MGMTCLAS general resource class, and the group must be
granted at least READ access to the profile. Otherwise,
RACF does not allow the group access to the specified
MGMTCLAS. For more information, see |z/OS Securitﬂ

[Server RACF Security Administrator’s Guide,

For information on defining DFP management classes, see
[DFSMSdfp Storage Administration Referencel

NOMGMTCLAS
Specifies that you want to delete the default management class
name from the DFP segment of the group’s profile.

STORCLAS | NOSTORCLAS

STORCLAS(storage-class-name)
Specifies the default storage class. The class name you specify can
contain up to 8 alphanumeric characters.

A storage class specifies the service level (performance and
availability) for data sets managed by the Storage Management
Subsystem (SMS). During new data set allocation, data
management uses the value you specify as a default unless it is
preempted by a higher priority default, or overridden in some other
way (for example, by JCL).

Note: The value you specify must be defined as a profile in the
STORCLAS general resource class, and the group must be
granted at least READ access to the profile. Otherwise,
RACF does not allow the group access to the specified
STORCLAS. For more information, see|z/0S Security Server|
[RACF Security Administrator’s Guide}

For information on defining DFP storage classes, see
[DFSMSdfo Storage Administration Reference,
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NOSTORCLAS
Specifies that you want to delete the default storage class name
from the DFP segment of the group’s profile.

NODFP
Specifies that RACF should delete the DFP segment from the group’s
profile.

MODEL | NOMODEL

MODEL(dsname)
Specifies the name of a data set profile that RACF is to use as a model
when new data set profiles are created that have group-name as the
high-level qualifier. For this operand to be effective, the MODEL(GROUP)
option on the SETROPTS command must be active. If the ALTGROUP
command cannot find the dsname profile, it issues a warning message and
places the profile name in the group entry.

RACF always prefixes dsname with the group name when it accesses the
profile.

For information about automatic profile modeling, refer to [z/0S Security
[Server RACF Security Administrator’s Guidd.

NOMODEL
Specifies that the ALTGROUP command is to delete the model name in the
group profile.

OMVS | NOOMVS

OoMVS
Specifies z/OS UNIX System Services information for the group profile
being changed.

AUTOGID | GID | NOGID
Specifies whether RACF is to automatically assign an unused GID
value to the group, if a specific GID value is to be assigned or if the
group identifier from the OMVS segment of the group’s profile is to be
deleted.

AUTOGID
Specifies that RACF is to automatically assign an unused GID
value to the group. The GID value is derived from information
obtained from the BPX.NEXT.USER profile in the FACILITY class.
For more information on setting up BPX.NEXT.USER, see[z209
[Security Server RACF Security Administrator’s Guidel

If you are using RRSF automatic command direction for the
GROUP class, the command sent to other nodes will contain an
explicit assignment of the GID value which was derived by RACF
on the local node.

Rules:

* AUTOGID cannot be specified if more than one group is entered.

* The AUTOGID keyword is mutually exclusive with the SHARED
keyword.

* If both GID and AUTOGID are specified, AUTOGID is ignored.
* If both NOGID and AUTOGID are specified, AUTOGID is ignored.

« Field- level access checking for the GID field applies when using
AUTOGID.
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* AUTOGD cannot be used to reassign a GID value if one already
exists for the group. If AUTOGID is specified, but the group
already has a GID assigned, one of two things will happen.

— If the pre-existing GID is unique to this group, this value will
be identified in informational message IRR52177I1, and the
value will be left unchanged. If RACF Remote Sharing Facility
(RRSF) automatic command direction is in effect for the
GROUP class, then the outbound ALTGROUP command will
be altered to contain the pre-existing GID value in the OMVS
GID keyword.

— If the pre-existing GID is not unique to this group, error
message IRR52178| will be issued, and the command will fail.
See IRR52178l for information on changing the group’s
existing GID value.

GID(group-identifier) [ SHARED ]

GID(group-identifier)
Specifies the group identifier. The GID is a numeric value
between 0 and 2 147 483 647.

When a GID is assigned to a group, all users connected to that
group who have a user identifier (UID) in their user profile can
use functions such as the TSO/E command, OMVS, and can
access the hierarchical file system (HFS) based on the GID and
UID values assigned.

Notes:

1. If the security administrator has defined the SHARED.IDS
profile in the UNIXPRIV class, the GID must be unique. Use
the SHARED keyword in addition to GID to assign a value
that is already in use.

2. If SHARED.IDS is not defined, RACF does not require the
GID to be unique. The same value can be assigned to
multiple groups, but this is not recommended because
individual group control would be lost. However, if you want
a set of groups to have exactly the same access to z/OS
UNIX resources, you might decide to assign the same GID
to more than one group.

3. RACF allows you to define and connect a user to more than
300 groups (which is the same as the NGROUPS_MAX
variable defined in the POSIX standard), but when a
process is created or z/OS UNIX group information is
requested, only up to the first 300 z/OS UNIX groups are
associated with the process or user.

The first 300 z/OS UNIX groups, that have GIDs, to which a
user is connected are used by z/OS UNIX . LISTUSER
displays the groups in the order that RACF examines them
when determining which of the user’s groups are z/0S
UNIX groups.

See [z/0S UNIX System Services Planning|for information
on NGROUPS_MAX.

SHARED
If the security administrator has chosen to control the use of
shared GIDs, this keyword must be used in addition to the
GID keyword to specify the group identifier if it is already in
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use by at least one other group. The administrator controls
shared GIDs by defining the SHARED.IDS profile in the
UNIXPRIV class.

Rules:

» |If the SHARED.IDS profile is not defined, SHARED is
ignored.

» If SHARED is specified in the absence of GID, it is
ignored.

 If the SHARED.IDS profile is defined and SHARED is
specified, but the value specified with GID is not currently
in use, SHARED is ignored and UNIXPRIV authority is
not required.

» Field - level access checking for the GID field applies
when using SHARED.

* The SHARED keyword is mutually exclusive with the
AUTOGID keyword.

Specifies that you want to delete the group identifier from the
OMVS segment of the group’s profile.

NOOMVS

Specifies that RACF delete the OMVS segment from the group’s profile.

OVM | NOOVM
OVM

Specifies OpenExtensions VM information for the group profile being

changed.

GID | NOGID

GID(group-identifier)
Specifies the group identifier. The GID is a numeric value between
0 and 2 147 483 647.

Notes:

1.

RACF does not require the GID to be unique. The same value
can be assigned to multiple groups, but this is not
recommended because individual group control would be lost.
However, if you want a set of groups to have exactly the same
access to the OpenExtensions VM resources, you might decide
to assign the same GID to more than one group.

Exercise caution when changing the GID for a group. The
following situations might occur:

 If the file system contains files that contain the old GID as the

file owner GID, the members of the group lose access to
those files, depending on the permission bits associated with
the file.

If files exist with an owner GID equal to the group’s new GID
value, the members of the group gain access to these files.

If another group is subsequently added with the old value as
its GID, the members of the group might have access to the
old files.
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» If you have an EXEC.Ggid profile in the VMPOSIX class for
the old GID value, make sure you delete this profile and
create another to reflect the new value.

3. The value defined for the NGROUPS_MAX variable in the
ICHNGMAX macro on VM defines the maximum number of
OpenExtensions VM groups to be associated with an
OpenExtensions VM process or user. The NGROUPS_MAX
variable on VM is a number between 32 and 125, inclusive.
However, RACF allows you to define and connect a user to
more than the number of groups defined in this variable. If the
NGROUPS_MAX variable isn and a process is created or
OpenExtensions VM group information is requested, only up to
the first n OpenExtensions VM groups are associated with the
process or user. The first n OpenExtensions VM groups to
which a user is connected are used by OpenExtensions VM.
LISTUSER displays the groups in the order that RACF
examines them when determining which of the user's groups
are OpenExtensions VM groups.

See |z/0S Security Server RACF Macros and Interfaces| for
information on NGROUPS_MAX.

NOGID
Specifies that you want to delete the group identifier from the OVM
segment of the group’s profile.

If NOGID is specified for the group, the default GID of 4 294 967
295 (X’FFFFFFFF’) is assigned on VM. The LISTGRP command
displays the field name followed by the word "NONE".

NOOVM
Specifies that RACF delete the OVM segment from the group’s profile.

OWNER(userid or group-name)

Specifies a RACF-defined user or group you want to be the new owner of the
group.
To change the owner of a group, you must be the current owner of the group,

or have the SPECIAL attribute, or have the group-SPECIAL attribute in the
group owning the profile.

If you specify a group name, then OWNER and SUPGROUP must specify the
same group name.

SUPGROUP(group-name)

Specifies the name of the RACF-defined group you want to make the new
superior group for the group profile you are changing.

The new superior group must not be the same as the current one, and it must
not have any level of subgroup relationship to the group you are changing.

To change a superior group, you must have the SPECIAL attribute, the group
profile must be within the scope of a group in which you have the
group-SPECIAL attribute, or you must have JOIN authority in, or be the owner
of, both the current and new superior groups. Note that you can have JOIN
authority in one group and be the owner of or have the group-SPECIAL
attribute in the other group.

If owner is a group name, OWNER and SUPGROUP must specify the same
group name.

TERMUACC | NOTERMUACC
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TERMUACC
Specifies that during terminal authorization checking, RACF is to allow the
use of the universal access authority for a terminal when it checks whether
a user in the group is authorized to access a terminal.

NOTERMUACC
Specifies that the group or a user connected to the group must be
authorized (using the PERMIT command with at least READ authority) to
access a terminal.

TME | NOTME

TME
Specifies that information for the Tivoli Security Management Application is
to be added, changed, or deleted.

Note: The TME segment fields are intended to be updated only by the
Tivoli Security Management Application, which manages updates,
permissions, and cross references. A security administrator should
only directly update Tivoli Security Management fields on an
exception basis.

ROLES | NOROLES | ADDROLES | DELROLES

ROLES(profile-name)
Specifies a list of roles that reference this group.

Profile-name should be the name of a defined role, which is a
discrete general resource profile in the ROLE class.

ADDROLES(profile-name)
Specifies a list of roles that reference this group.

Profile-name should be the name of a defined role, which is a
discrete general resource profile in the ROLE class.

DELROLES(profile-name)
Specifies that specific roles from the current list of roles are to be
removed.

Profile-name should be the name of a defined role, which is a
discrete general resource profile in the ROLE class.

NOROLES
Specifies that the entire list of roles be removed.

NOTME
Specifies that RACF delete the TME segment from the group profile.
Examples
Table 12. ALTGROUP Examples
Example 1 Operation User WJB10 wants to change the superior group and owning group for

PROJECTA from RESEARCH to PAYROLL. Users connected to group
PROJECTA are authorized access to terminals according to the universal
access authority of the terminal.

Known User WJB10 has JOIN authority in RESEARCH and is the owner of PAYROLL.

PROJECTA is a subgroup of RESEARCH.

User WJB10 wants to issue the command as a RACF TSO command.
Command ALTGROUP PROJECTA SUPGROUP(PAYROLL) OWNER(PAYROLL) TERMUACC
Defaults None
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Table 12. ALTGROUP Examples (continued)

Example 2 Operation

Known

Command
Defaults
Example 3 Operation

Known

Command
Defaults
Example 4 Operation

Known

Command

Defaults

User MULES wants to change the superior group for PROJECTB from SYS1
to RESEARCH and assign RESEARCH as the new owner.
User MULES has the SPECIAL attribute.

PROJECTB is a subgroup of SYS1. User MULES wants to issue the command
as a RACF operator command, and the RACF subsystem prefix is @.
@ALTGROUP PROJECTB SUPGROUP (RESEARCH) OWNER(RESEARCH)

None

User SJR2 wants to change the installation-defined information associated with
the RSC1 group and delete the model name. User SJR2 wants to direct the
command to run under the authority of user ANWO1.

User SJR2 is the owner of group RSC1. User SJUR2 wants to issue the
command as a RACF TSO command. SJR2 and ANWO1 have an already
established user ID association. User ANWO1 is the owner of group RSC1.
ALTGROUP RSC1 DATA('RESOURCE USAGE ADMINISTRATION') NOMODEL AT(.ANWO1)
Command direction defaults to the local node.

User BILLC wants to make the following changes to the profile for group
PROJECT®:

* Change the default DFP management class to MCLASS7

» Change the default DFP storage class to SCLASS3

» Change the default DFP data class to DCLASS15

» Delete the default DFP data application.

» User BILLC has the SPECIAL attribute.

* Group PROJECTS6 has been defined to RACF, and PROJECT®6’s group
profile contains a DFP segment.

* MCLASS?7 has been defined to RACF as a profile in the MGMTCLAS
general resource class, and group PROJECT6 has been given READ
access to this profile.

* SCLASS3 has been defined to RACF as a profile in the STORCLAS general
resource class, and group PROJECT6 has been given READ access to this
profile.

» User BILLC wants to issue the command as a RACF TSO command.

ALTGROUP PROJECT6 DFP(MGMTCLAS (MCLASS7) STORCLAS(SCLASS3)

DATACLAS (DCLASS15) NODATAAPPL))

None
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ALTUSER (Alter User Profile)

Purpose

Use the ALTUSER command to change the information in a user’s profile, including
the user’s system-wide attributes and authorities. The user profile consists of a
RACF segment and, optionally, other segments such as a TSO segment or a DFP
segment. You can use this command to change information in any segment of the
user’s profile.

When you change a user’s level of authority in a group (using the AUTHORITY
operand), RACF updates the appropriate group profile. When you change a user’s
default universal access authority for a group (using the UACC operand), RACF
changes the appropriate connect profile. For all other changes, RACF changes the
user’s profile.

Note: If the user is currently logged on, changes to the attributes (except for
OWNER and AUTHORITY) do not take effect until the next time the user
logs on, even though the LISTUSER command shows the new values.

Attention:

* When the ALTUSER command is issued from ISPF, the TSO command buffer
(including password data) is written to the ISPLOG data set. As a result, you
should not issue this command from ISPF or you must control the ISPLOG data
set carefully.

» |If the ALTUSER command is issued as a RACF operator command, the
command and all data (including password data) is written to the system log.
Therefore, use of ALTUSER as a RACF operator command should either be
controlled or you should issue the command as a TSO command.

Note that you cannot:

* Use the ALTUSER command to change a user ID association; you must use the
RACLINK command.

* Use the ALTUSER command for profiles in the DIGTCERT class.

* Use the ALTUSER command for user IDs that have mixed-case characters, such
as irrcerta, irrsitec, and irrmulti (which are associated with digital
certificates).

Issuing Options

The following table identifies the eligible options for issuing the ALTUSER
command:

Table 13. How the ALTUSER Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “BRACF TSO commands” on page 15[
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For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21| You must be
logged on to the console to issue this command as a RACF operator
command.

Related Commands

To add a user profile, see ['ADDUSER (Add User Profile)” on page 48}

To delete a user profile, see f‘DELUSER (Delete User Profile)” on page 189|.

To display information from a user profile, see r‘LISTUSER (List User Profile)” orl
|page 223

To administer user ID associations, see ['RACLINK (Administer User 1D
[Associations)” on page 296}

To obtain a list of user profiles, see ['SEARCH (Search RACF Database)” on|

Authorization Required

When issuing the ALTUSER command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See

[z/0S Security Server RACF Security Administrator’s Guidd for further information.

The level of authority required depends on which of the user’s attributes you want
to change.

If you have the SPECIAL attribute, you can use all the operands except
UAUDIT/NOUAUDIT.

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user
ID association must be established between the specified node.userid pair(s) if
the user IDs are not identical.

If the owner of the user profile is within the scope of a group in which you have

the group-SPECIAL attribute, you can use all of the operands except SPECIAL,
AUDITOR, OPERATIONS, NOEXPIRED and UAUDIT/NOUAUDIT.

If you are the owner of the user’s profile, you can use any of the following
operands for user-related attributes:

ADSP | NOADSP MODEL | NOMODEL PASSWORD | NOPASSWORD
DATA | NODATA NAME RESTRICTED | NORESTRICTED
DFLTGRP OIDCARD | NOOIDCARD RESUME

GRPACC | NOGRPACC OWNER REVOKE

WHEN

Each user can change his or her name field or default group (NAME and
DFLTGRP operands). If an installation specifies MODEL(USER) on the
SETROPTS command, each user can also change his or her model data set
profile name (using the MODEL operand).

You can use the ADSP | NOADSP, RESTRICTED | NORESTRICTED, GROUP,
AUTHORITY, and UACC operands for group-related user attributes if you have
JOIN or CONNECT authority, or if the group profile is within the scope of a group
in which you have the group-SPECIAL attribute, or if you are the owner of the
specified group.
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+ To specify the AUDITOR/NOAUDITOR, SPECIAL/NOSPECIAL, and
OPERATIONS/NOOPERATIONS operands as system-wide user attributes, you
must have the SPECIAL attribute.

* To specify the UAUDIT/NOUAUDIT operand, either you must have the AUDITOR
attribute, or the user profile must be within the scope of a group in which you
have the group-AUDITOR attribute.

* You can specify the CLAUTH and NOCLAUTH operands if you are the owner of
the user’s profile and have the CLAUTH attribute for the class to be added or
deleted.

» To assign a security category to a profile, or to delete a category from a profile,
you must have the SPECIAL attribute, or the category must be in your user
profile.

» To assign a security level to a profile, or to delete a security level from a profile,
you must have the SPECIAL attribute, or, in your own profile, a security level that
is equal to or greater than the security level you are assigning or deleting.

» To assign a security label to a profile, or to delete a security label from a profile,
you must have the SPECIAL attribute, or, in your own profile, a security label that
is equal to or greater than the security label you are assigning or deleting.
However, the security administrator can limit the ability to assign or delete
security labels to only users with the SPECIAL attribute.

» To change information within a segment other than the base segment, you must
have one of the following:
— The SPECIAL attribute

— At least UPDATE authority to the desired field within the segment through
field-level access control

For information on field-level access checking, see [z/0S Security Server RACH
[Security Administrator's Guide,

» To reset passwords and resume user IDs, you need access to the
IRR.PASSWORD.RESET resource in the FACILITY class.
— If you have READ access you can:
- Use the PASSWORD operand, provided the user being altered does not
have the SPECIAL, OPERATIONS, or AUDITOR attribute.

- Use the RESUME operand, without specifying a date, provided the user
being altered does not have the SPECIAL, OPERATIONS, or AUDITOR
attribute.

— If you have UPDATE access you can:

- Use the NOEXPIRED operand (in conjunction with the PASSWORD
operand) provided the user being altered does not have the SPECIAL,
OPERATIONS, or AUDITOR attribute.

» Failed access attempts to IRR.PASSWORD.RESET are not logged. Rather, these
attempts are logged as ALTUSER command violations. Successful accesses to
IRR.PASSWORD.RESET are logged at the installation’s discretion. For more
information on logging, see [z/0S Security Server RACF Auditor’s Guide,

» To specify the SHARED keyword, you must have the SPECIAL attribute or at
least READ authority to the SHARED.IDS resource in the UNIXPRIV class.

For the key to the symbols used in the command syntax diagrams, see
[RACF commands and operands” on page 9| The complete syntax of the ALTUSER
command is:
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[subsystem-prefix]{ALTUSER | ALU}

(userid ...)
[ ADDCATEGORY (category-name ...)
| DELCATEGORY [ (category-name ...I") ]
[ ADSP | NOADSP ]
[ AT([node].userid ...)
| ONLYAT([node].userid ...) ]
[ AUDITOR | NOAUDITOR ]
[ AUTHORITY (group-authority) 1
[ CICS(
[ OPCLASS(operator-class ...)
| ADDOPCLASS(operator-class ...)
| DELOPCLASS(operator-class ...)
| NOOPCLASS ]
[ OPIDENT (operator-id) | NOOPIDENT ]
[ OPPRTY (operator-priority) | NOOPPRTY ]
[ TIMEOUT(timeout-value) 1| NOTIMEOUT ]
[ XRFSOFF(FORCE | NOFORCE) | NOXRFSOFF ]
)
| NOCICS ]
[ {CLAUTH | NOCLAUTH} (class-name ...) ]
[ DATA('installation-defined-data') | NODATA ]
[ DCE( [ AUTOLOGIN(YESINO) | NOAUTOLOGIN ]
[ DCENAME(user-principal-name) | NODCENAME ]
[ HOMECELL(dce-cell-name) | NOHOMECELL ]
[ HOMEUUID(home-cell-universal-unique-identifier)
| NOHOMEUUID ]
[ UUID(universal-unique-identifier) | NOUUID ]
)
| NODCE ]
[ DFLTGRP(group-name) |
[ DFP(
[ DATAAPPL (application-name) | NODATAAPPL ]
[ DATACLAS(data-class-name) | NODATACLAS ]
[ MGMTCLAS(management-class-name)
| NOMGMTCLAS ]
[ STORCLAS(storage-class-name) | NOSTORCLAS ]
)
| NODFP ]
[ EIM (LDAPPROF(Idapbind_profile) | NOLDAPPROF)
INOEIM ]
[ EXPIRED | NOEXPIRED ]
[ GROUP(group-name) ]
[ GRPACC | NOGRPACC ]

[ KERB (
[ ENCRYPT (
[ DES | NODES ]

[ DES3 | NODES3 ]
[ DESD | NODESD ] )
| NOENCRYPT ]
[ KERBNAME(kerberos-principal-name) | NOKERBNAME ]
[ MAXTKTLFE(max-ticket-life) | NOMAXTKTLFE ] )
| NOKERB ]
[ LANGUAGE(
[ PRIMARY(language) | NOPRIMARY ]
[ SECONDARY (language) | NOSECONDARY ]

)
| NOLANGUAGE ]
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[ LNOTES( [ SNAME(short-name) | NOSNAME ] )
| NOLNOTES ]
[ MODEL(dsname) | NOMODEL ]
[ NAME(user-name) ]
[ NDS( [ UNAME(user-name) | NOUNAME 1] )
| NONDS ]
[ NETVIEW(
[ CONSNAME(console-name | NOCONSNAME ]
[ CTL(GENERALIGLOBALISPECIFIC) | NOCTL ]
[ DOMAINS(domain-name ...)
| ADDDOMAINS(domain-name...)
| DELDOMAINS(domain-name...)
| NODOMAINS ]
[ ICCcommand | command-list)
| NOIC ]
[ MSGRECVR(NOIYES) | NOMSGRECVR ]
[ NGMFADMN(NOIYES) | NONGMFADMN ]
[ NGMFVSPN(view-span) | NONGMFVSPN ]
[ OPCLASS(class ...)
| ADDOPCLASS(class ...)
| DELOPCLASS(class ...)
| NOOPCLASS 1)
| NONETVIEW ]
[ OIDCARD | NOOIDCARD ]
[ OMVS(
[ ASSIZEMAX(address-space-size) | NOASSIZEMAX ]
[ AUTOUID | UID ( user-identifier ) [ SHARED ] | NOUID ]
[ CPUTIMEMAX(cpu-time) 1| NOCPUTIMEMAX ]
[ FILEPROCMAX(files-per-process)
| NOFILEPROCMAX ]
[ HOME(directory-pathname) | NOHOME ]
[ MMAPAREAMAX(memory-map-size)
| NOMMAPAREAMAX ]
[ PROCUSERMAX(processes-per-UID)
| NOPROCUSERMAX ]
[ PROGRAM(program-name) | NOPROGRAM ]
[ THREADSMAX(threads-per-process
| NOTHREADSMAX ] )
| NOOMVS ]
[ OPERATIONS | NOOPERATIONS ]
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[ OPERPARM(
[ ALTGRP(alternate-console-group) | NOALTGRP ]
[ AUTH(operator-authority) | NOAUTH ]
[ AUTO( YES | NO ) | NOAUTO ]
[ CMDSYS(system-name) | NOCMDSYS ]
[ DOM( NORMAL | ALL | NONE ) | NODOM ]
[ KEY(searching-key) | NOKEY ]
[ LEVEL(message-level) | NOLEVEL ]
[ LOGCMDRESP( SYSTEM | NO ) | NOLOGCMDRESP ]
[ MFORM(message-format) | NOMFORM ]
[ MIGID( YES | NO ) | NOMIGID ]
[ MONITOR(event) | NOMONITOR ]
[ MSCOPE( system-name... | * | *ALL )
| ADDMSCOPE(system-name...)
| DELMSCOPE(system-name...) | NOMSCOPE ]
[ ROUTCODE( ALL | NONE | routing-codes )
| NOROUTCODE ]
[ STORAGE(amount) | NOSTORAGE ]
[ UD( YES | NO ) | NOUD ]
)
| NOOPERPARM ]
[ OVM( [ FSROOT (file-system-root) | NOFSROOT ]
[ HOME(initial-directory-name) | NOHOME ]
[ PROGRAM(program-name) | NOPROGRAM ]
[ UID (user-identifier) | NOUID ] )
| NOOVM ]
[ OWNER(userid or group-name) ]
[ PASSWORD (password) | NOPASSWORD ]
[PROXY [ (
[LDAPHOST (I/dap_urly | NOLDAPHOST ]
[ BINDDN(bind_distinguished_name) | NOBINDDN ]
[ BINDPW(bind_password) | NOBINDPW) ]
| NOPROXY]
[ RESTRICTED | NORESTRICTED ]
[ RESUME [(date)] ]
[ REVOKE [(date)] ]
[ SECLABEL(seclabel-name) | NOSECLABEL ]
[ SECLEVEL (seclevel-name) | NOSECLEVEL ]
[ SPECIAL | NOSPECIAL ]
[ TSO (
[ ACCTNUM(account-number) | NOACCTNUM ]
[ COMMAND(cmd-issued-at-logon) | NOCOMMAND ]
[ DEST(destination-id) | NODEST ]
[ HOLDCLASS(hold-class) | NOHOLDCLASS ]
[ JOBCLASS(job-class) | NOJOBCLASS ]
[ MAXSIZE(maximum-region-size) | NOMAXSIZE ]
[ MSGCLASS(message-class) | NOMSGCLASS ]
[ PROC(logon-procedure-name) | NOPROC ]
[ SECLABEL(seclabel-name) | NOSECLABEL ]
[ SIZE(default-region-size) | NOSIZE ]
[ SYSOUTCLASS(sysout-class) | NOSYSOUTCLASS ]
[ UNIT(unit-name) | NOUNIT ]
[ USERDATA(user-data) | NOUSERDATA ] )
| NOTSO ]
[ UACC(access-authority) |
[ UAUDIT | NOUAUDIT ]
[ WHEN( [DAYS(day-info)] [TIME(time-info)] ) ]
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[ WORKATTR(
[ WAACCNT (account-number) | NOWAACCNT ]
[ WAADDR1(address-line-1) | NOWAADDR1 ]
[ WAADDR2(address-line-2) | NOWAADDR?2 ]
[ WAADDR3(address-line-3) | NOWAADDRS ]
[ WAADDRA4(address-line-4) | NOWAADDR4 ]
[ WABLDG(building) | NOWABLDG ]
[ WADEPT (department) | NOWADEPT ]
[ WANAME(name) | NOWANAME ]
[ WAROOM(room) | NOWAROOM 1] )

| NOWORKATTR ]

Note: For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15

For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21|

subsystem-prefix
Specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

userid
Specifies the RACF-defined user or users whose profile you want to change. If
you specify more than one user ID, the list must be enclosed in parentheses.

This operand is required and must be the first operand following ALTUSER.
ADDCATEGORY | DELCATEGORY

ADDCATEGORY(category-name)
Specifies one or more names of installation-defined security categories. The
names you specify must be defined as members of the CATEGORY profile
in the SECDATA class. For information on defining security categories, see
lz/0S Security Server RACF Security Administrator’s Guide,

When the SECDATA class is active and you specify ADDCATEGORY,
RACF performs security category checking in addition to its other
authorization checking. If a user requests access to a data set, RACF
compares the list of security categories in the user profile with the list of
security categories in the data set profile. If RACF finds any security
category in the data set profile that is not in the user’s profile, RACF denies
access to the data set. If the user’s profile contains all the required security
categories, RACF continues with other authorization checking.

Note: RACF does not perform security category checking for a started task
or user that has the RACF privileged or trusted attribute. The RACF
privileged or trusted attribute can be assigned to a started task
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through the RACF started procedures table or STARTED class, or to
other users by customer-supplied RACF exits.

DELCATEGORY[(category-name...I*)]
Specifies one or more names of the installation-defined security categories
you want to delete from the user profile. Specifying an asterisk (*) deletes
all categories; the user no longer has access to any resources protected by
security category checking.

Specifying DELCATEGORY without category-name causes RACF to delete
only undefined category names (those names that once were valid names
but that the installation has since deleted from the CATEGORY profile).

ADSP | NOADSP

ADSP
Assigns the ADSP attribute to the user. This means that all permanent tape
and DASD data sets the user creates are automatically RACF-protected by
discrete profiles. ADSP specified on the ALTUSER command overrides
NOADSP specified on the CONNECT command.

The ADSP attribute has no effect (even if assigned to a user) if SETROPTS
NOADSRP is in effect.

NOADSP
specifies that the user no longer has the ADSP attribute.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
Specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
Specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.
AUDITOR | NOAUDITOR

AUDITOR
Specifies that the user is to have full responsibility for auditing the use of
system resources. An AUDITOR user can control the logging of detected
accesses to any RACF-protected resources during RACF authorization
checking and accesses to the RACF database.

You must have the SPECIAL attribute to enter the AUDITOR operand.

NOAUDITOR
Specifies that the user no longer has the AUDITOR attribute.

You must have the SPECIAL attribute to enter the NOAUDITOR operand.

AUTHORITY(group-authority)
Specifies the new level of authority the user is to have in the group specified in
the GROUP operand. The valid group authority values are USE, CREATE,
CONNECT, and JOIN as described in[‘Group authorities” on page 13, If you
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specify AUTHORITY without group-authority, RACF ignores the operand and
the existing group authority remains unchanged.

CICS | NOCICS
Adds, alters, or deletes CICS operator information for a CICS terminal user.
This operand requires CICS/ESA 3.2.1 or later.

If you are adding a CICS segment to a user profile, omitting a suboperand is
equivalent to omitting the suboperand on the ADDUSER command. If you are
changing an existing CICS segment in a user profile, omitting a suboperand
leaves the existing value for that suboperand unchanged.

You can control access to the entire CICS segment or to individual fields within
the CICS segment by using field-level access checking. For more information,
see |z/0S Security Server RACF Security Administrator’s Guide]

OPCLASS | ADDOPCLASS | DELOPCLASS | NOOPCLASS
Where operator-class1, operator-class2 are numbers in the range of 1
through 24, defined as two digits. These numbers represent classes
assigned to this operator to which BMS (basic mapping support) messages
are routed.

OPCLASS(operator-class ...)
Specifies the list of classes assigned to this operator to which BMS
messages are routed.

ADDOPCLASS(operator-class ...)
Adds to the list of classes assigned to this operator to which BMS
messages are routed.

DELOPCLASS(operator-class ...)
Deletes only the specified classes from the list of classes assigned to
this operator to which BMS messages are routed.

NOOPCLASS
Deletes all operator classes from this profile and returns the user to the
CICS defaults for this field. This field no longer appears in LISTUSER
output.

OPIDENT | NOOPIDENT

OPIDENT (operator-id)
Specifies a 1-3 character identification of the operator for use by BMS.

Operator identifiers can consist of any characters, and can be entered
with or without single quotes. The following rules apply:

 If parentheses, commas, blanks, or semicolons are to be entered as
part of the operator identifier, the character string must be enclosed
in single quotes. For example, if the operator identifier is (1), you
must enter OPIDENT(' (1)"').

» If a single quote is intended to be part of the operator identifier, you
must use two single quotes together for each single quote within the
string, and the entire string must be enclosed within single quotes.

NOOPIDENT
Deletes the operator identification and returns the user to the CICS
default for this field. The OPIDENT field defaults to blanks in the RACF
user profile, and blanks appear for the field in LISTUSER output.

OPPRTY/(operator-priority) | NOOPPRTY
Specifies a number in the range of 0 through 255 that represents the
priority of the operator.
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NOOPPRTY deletes the operator priority and returns the user to the CICS
default for this field.

This field defaults to zeros in the RACF user profile, and zeros appear for
the field in LISTUSER output.

TIMEOUT(timeout-value) | NOTIMEOUT

Specifies the time, in hours and minutes, that the operator is allowed to be
idle before being signed off. The value for TIMEOUT can be entered in the
form m, mm, hmm, or hhmm, where the value for m or mm can range from
00 to 59, or 00 to 60 if h or hh is not specified or specified as 0 or 00. The
value for h or hh can range from 00 to 99.

Note: If your installation has multiple levels of CICS sharing the RACF
database, be aware that versions of CICS prior to CICS 4.1 allow
TIMEOUT values only in the form mm, where mm is 0 to 60. A
specification of 0200 is interpreted as two hours on a CICS 4.1
system, but causes an earlier CICS system to see a timeout value of
0 and assume no timeout is to be used. To avoid this problem, users
with mixed CICS systems might wish to specify a timeout value in
the form hhmm and ensure the mm value is not zero. For example,
you could specify a TIMEOUT value such as 0159, which is
interpreted as 1 hour and 59 minutes on a CICS 4.1 system, and is
interpreted as 59 minutes on an earlier CICS system.

If this suboperand is omitted, there is no change to this field.

NOTIMEOUT Deletes the timeout value and returns the user to the CICS
default for this field.

This field defaults to zeros in the RACF user profile, and zeros appear for
the field in LISTUSER output.

XRFSOFF(FORCE | NOFORCE) | NOXRFSOFF

Specifies that the user is to be signed off by CICS when an XRF takeover
occurs.

NOXRFSOFF returns the user to the CICS default for this field.

This field defaults to NOFORCE in the RACF user profile, and NOFORCE
appears in LISTUSER output.

NOCICS

Deletes the CICS segment from a user profile. No CICS information
appears in LISTUSER output.

CLAUTH | NOCLAUTH
CLAUTH(class-name ...)

Specifies the classes in which the user is allowed to define profiles to
RACF for protection, in addition to the classes previously allowed for the
user. Classes you can specify are USER, and any resource class defined in
the class descriptor table. RACF adds the class names you specify to the
class names previously specified for this user.

To enter the CLAUTH operand, you must have the SPECIAL attribute, or
the user’s profile must be within the scope of a group in which you have the
group-SPECIAL attribute and have the CLAUTH attribute, or you must be
the owner of the user’s profile and have the CLAUTH attribute for the class
to be added.
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Note: The CLAUTH attribute has no meaning for the FILE and
DIRECTORY classes.

NOCLAUTH(class-name ...)
Specifies that the user is not allowed to define profiles to RACF for the
classes that you specify. Classes you can specify are USER and any
resource class name defined in the user profile. RACF deletes the class
names you specify from the class names previously allowed for this user.

To enter the NOCLAUTH operand specifying a class in the class descriptor
table, you must have the SPECIAL attribute, or the user’s profile must be
within the scope of a group in which you have the group-SPECIAL attribute
and have the CLAUTH attribute, or you must be the owner of the user’s
profile and have the CLAUTH attribute for the class to be deleted.

To enter the NOCLAUTH operand specifying a class that is not in the class
descriptor table you must have the SPECIAL attribute.

If you do not have sufficient authority for a specified class, RACF ignores the
CLAUTH or NOCLAUTH specification for the class and continues processing
with the next class name specified.

DATA | NODATA
DATA('installation-defined-data')

Specifies up to 255 characters of installation-defined data to be stored in
the user’s profile and must be enclosed in quotes. It might also contain
double-byte character set (DBCS) data. Note that only 254 characters of
data are available for installation exits. If your installation has exits that
examine this data, you should specify a maximum of 254 characters.

Use the LISTUSER command to list this information.

NODATA
specifies that the ALTUSER command is to delete the installation-defined
data in the user’s profile.

DCE
Specifies that, when you define an z/OS DCE user to RACF, you can enter any
of the following suboperands to specify information for that user. Each
suboperand defines information that RACF stores in a field within the DCE
segment of the user’s profile.

You can control access to an entire DCE segment or to individual fields within
the DCE segment by using field level access checking.

AUTOLOGIN(YES | NO) | NOAUTOLOGIN
Specifies whether z/OS UNIX DCE is to log this user into zZOS UNIX DCE
automatically. If AUTOLOGIN(NO) or NOAUTOLOGIN is specified, z/OS
UNIX DCE does not attempt to login this user to z/OS UNIX DCE
automatically. If AUTOLOGIN is not specified, AUTOLOGIN(NO) is the
default.

DCENAME(user-principal-name) | NODCENAME
Specifies the DCE principal name defined for this RACF user in the DCE
registry.
The DCENAME you define to RACF can contain 1-1023 characters and can

consist of any character. You can enter the name with or without single
quotes, depending on the following:
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» |If parentheses, commas, blanks, or semicolons are entered as part of the
name, the character string must be enclosed in single quotes.

» If a single quote is intended to be part of the character string, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. RACF does not ensure that a valid DCENAME has
been specified.

The DCENAME assigned to a user must be the same as the DCE principal
name defined to the DCE registry.

If DCENAME is not specified, the LISTUSER command does not display a
DCENAME for this user.

Note: RACF does not enforce the uniqueness of each DCENAME. The
DCENAME specified must match the user's DCE principal name that
is defined to the DCE registry. If the DCENAME entered does not
correspond to the DCE principal name entered in the DCE registry
for this user, z/OS UNIX DCE cannot correctly associate the identity
of the DCE principal with the correct RACF user ID.

NODCENAME

Specifies that you want to delete the DCE principal name from the DCE
segment of the user’s profile.

If NODCENAME is specified, the LISTUSER command does not display a
DCENAME for this user.

HOMECELL(dce-cell-name) | NOHOMECELL

Specifies the DCE cell name defined for this RACF user.

The HOMECELL you define to RACF can contain 1-1023 characters and
can consist of any character. You can enter the name with or without single
quotes, depending on the following:

 If parentheses, commas, blanks, or semicolons are entered as part of the
cell name, the character string must be enclosed in single quotes.

 If a single quote is intended to be part of the cell name, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the case in
which they are entered. The fully qualified path name should be specified.
RACF does not ensure that a valid DCE cell name has been specified.

The HOMECELL assigned to a user must be the same as the DCE cell
name that this user has been defined to.

If the HOMECELL is not specified, zZOS UNIX DCE single signon to DCE
support assumes that the HOMECELL for this user is the same cell that this
MVS system is defined to.

RACF checks that the prefix of the HOMECELL name entered has a prefix
of either /.../ or /.:/.
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The notation /.../ indicates that the HOMECELL name is a global domain
name service (DNS) cell name or X.500 global name.

The notation /.:/ indicates that the HOMECELL name is a cell relative CDS
(cell directory service) name. When determining the naming conventions
used within your DCE cell, you should contact your DCE cell administrator.

NOHOMECELL
Specifies that you want to delete the cell information from the DCE segment
of the user profile.

If NOHOMECELL is specified, the LISTUSER command does not display
the HOMECELL for this user.

HOMEUUID(home-cell-universal-unique-identifier)l NOHOMEUUID
Specifies the DCE universal unique identifier (UUID) for the cell that this
user is defined to. The UUID is a 36-character string that consists of
numeric and hexadecimal characters. This string must have the delimiter of
" in character positions 9, 14, 19, and 24. The general format for the
UUID string is XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, in which x represents
a valid numeric or hexadecimal character.

Be careful when assigning UUIDs. The UUID cannot be randomly assigned.
The HOMEUUID is the DCE UUID of the cell that this RACF user is defined
to. If HOMEUUID is not specified, the LISTUSER command displays NONE
for the HOMEUUID field.

Note: The HOMEUUID specified must match the UUID of the DCE cell to
which this principal (specified by the DCENAME operand) is defined.

NOHOMEUUID
Specifies that you want to delete the home cell unique universal identifier
from the DCE segment of the user’s profile.

If NOHOMEUUID is specified, LISTUSER for that user ID shows NONE for
the HOMEUUID field.

UUID(universal-unique-identifier) | NOUUID
Specifies the DCE universal unique identifier (UUID) of the DCE principal
defined in DCENAME. The UUID is a 36-character string that consists of
numeric and hexadecimal characters. This string must have the delimiter of
=" in character positions 9, 14, 19, and 24. The general format for the
UUID string is XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, in which x represents
a valid numeric or hexadecimal character.

Be careful when assigning UUIDs. The UUID cannot be randomly assigned.

The DCE UUID assigned to a user must be the same as the DCE UUID
assigned when defining this RACF user to the DCE registry as a DCE
principal.

If UUID is not specified, the user cannot become an z/OS DCE user and a
LISTUSER command for that user ID shows NONE for the UUID.

Note: RACF does not enforce the uniqueness of each UUID entered. The
UUID specified must match the UUID in the DCE registry for the
principal (specified by the DCENAME operand) that is being
cross-linked with this RACF user ID.
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NOUUID
Specifies that you want to delete the DCE unique universal identifier from
the DCE segment of the user’s profile.

If NOUUID is specified, LISTUSER for that user ID shows NONE for the
UUID field.

NODCE
Specifies that RACF should delete the DCE segment from the user’s profile.

DFLTGRP(group-name)
Specifies the name of a RACF-defined group to be used as the new default
group for the user. The user must already be connected to this new group with
at least USE authority. The user remains connected to the previous default
group.

DFP | NODFP

DFP
Specifies that when you change the profile of a user, you can enter any of
the following suboperands to add, change, or delete default values for the
DFP data application, data class, management class, and storage class.
DFP uses this information to determine data management and DASD
storage characteristics when a user creates a new data set.

You can control access to the entire DFP segment or to individual fields
within the DFP segment by using field-level access checking. For more
information, see|z/OS Security Server RACF Security Administrator’s Guide,

DATAAPPL | NODATAAPPL

DATAAPPL(application-name)
Specifies the name of a DFP data application. The name you
specify can contain up to 8 alphanumeric characters.

NODATAAPPL
Specifies that you want to delete the DFP data application name
from the DFP segment of the user’s profile.

DATACLAS | NODATACLAS

DATACLAS(data-class-name)
Specifies the default data class. The class name you specify can
contain up to 8 alphanumeric characters.

A data class can specify some or all of the physical data set
attributes associated with a new data set. During new data set
allocation, data management uses the value you specify as a
default unless it is preempted by a higher priority default, or
overridden in some other way (for example, by JCL).

The value you specify must be a valid data class name defined for
use on your system. For more information, see |z/OS Securitﬂ
[Server RACF Security Administrator’s Guide,

For information on defining DFP data classes, see |z/0S DFSMSdif|
[Storage Administration Referencel

NODATACLAS
Specifies that you want to delete the default data class name from
the DFP segment of the user’s profile.

MGMTCLAS | NOMGMTCLAS
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MGMTCLAS(management-class-name)
Specifies the default management class. The class name you
specify can contain up to 8 alphanumeric characters.

A management class contains a collection of management policies
that apply to data sets. Data management uses the value you
specify as a default unless it is preempted by a higher priority
default, or overridden in some other way (for example, by JCL).

The value you specify must be defined as a profile in the
MGMTCLAS general resource class, and the user must be granted
at least READ access to the profile. Otherwise, RACF does not
allow the user access to the specified MGMTCLAS. For more
information, see [z/0S Security Server RACF Security|
[Administrator's Guidg,

For information on defining DFP management classes, see
[DFSMSdfp Storage Administration Referencel

NOMGMTCLAS
Specifies that you want to delete the default management class
name from the DFP segment of the user’s profile.

STORCLAS | NOSTORCLAS

STORCLAS(storage-class-name)
Specifies the default storage class. The class name you specify can
contain up to 8 alphanumeric characters.

A storage class specifies the service level (performance and
availability) for data sets managed by the storage management
subsystem (SMS). During new data set allocation, data
management uses the value you specify as a default unless it is
preempted by a higher priority default, or overridden in some other
way (for example, by JCL).

The value you specify must be defined as a profile in the
STORCLAS general resource class, and the user must be granted
at least READ access to the profile. Otherwise, RACF does not
allow the user access to the specified STORCLAS. For more
information, see [z/0S Security Server RACF Security|
[Administrator's Guidd

For information on defining DFP storage classes, see [z/09
[DFSMSdfp Storage Administration Reference

NOSTORCLAS
Specifies that you want to delete the default storage class name
from the DFP segment of the user’s profile.

NODFP
Specifies that RACF should delete the DFP segment from the user’s profile.

EIM | NOEIM
Specifies or deletes the bind information required to establish a connection with
the EIM domain.

EIM
Specifies the EIM segment for the user’s profile.

LDAPPROF(/dapbind_profile
Specifies the name of a profile in the LDAPBIND class. The profile in
the LDAPBIND class contains the name of an EIM domain and the bind
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information required to establish a connection with the EIM domain. The
EIM services will attempt to retrieve this information when it is not
explicitly supplied via invocation parameters. Applications or other
services which use the EIM services, may instruct their invokers to
define a profile in the LDAPBIND class or the IRR.PROXY.DEFAULTS
profile in the FACILITY class.

The Idapbind_profile specifies the name of a profile in the LDAPBIND
class containing the EIM domain and the LDAP bind information. The
Idapbind_profile name may be 1 to 246 characters long. It is not a
case-sensitive name.

NOLDAPPROF
Deletes the LDAPBIND profile name from the EIM segment in the
user’s profile.

NOEIM

Deletes the EIM segment from the user’s profile

EXPIRED | NOEXPIRED
EXPIRED

Specifies that the new password specified or defaulted by the PASSWORD
keyword be marked as expired. This requires the user to change the
password at the next logon or job start.

The EXPIRED keyword is only valid when specified with the PASSWORD
keyword.

NOEXPIRED

Specifies that the password specified by the PASSWORD keyword does not
need to be changed at the next logon. The NOEXPIRED keyword is only
valid when specified with the PASSWORD keyword. NOEXPIRED does not
indicate that the password never expires. If you wish to set a password that
never expires, use the NOINTERVAL keyword on the PASSWORD
command.

When NOEXPIRED is specified, the value supplied or defaulted by the
PASSWORD operand is subject to rules set by both the installation (through
the SETROPTS PASSWORD command) and the new-passowrd exit,
ICHPWXO01.

To specify NOEXPIRED you must either have the SPECIAL attribute (at the
system level), or have UPDATE access to the IRR.PASSWORD.RESET
resource in the FACILITY class. Being the owner of the USER profile or
having the group-SPECIAL attribute is not sufficient when NOEXPIRED is
specified.

GROUP(group-name)
Specifies the group to which changes to the group-related user attributes UACC
and AUTHORITY are to be made. The user must be connected to the specified
group.
If you omit GROUP, the changes apply to the user’s default group. If you omit
GROUP and specify DFLTGRP, however, the changes still apply to the user’s
previous default group.

GRPACC | NOGRPACC
GRPACC

Specifies that any group data sets protected by DATASET profiles defined
by this user are automatically accessible to other users in the group. The
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group whose name is used as the high-level qualifier of the data set name
(or the qualifier supplied by a command installation exit) has UPDATE
access authority in the new profile. GRPACC specified on the ALTUSER
command overrides NOGRPACC specified on the CONNECT command.

NOGRPACC
Specifies that the user no longer has the GRPACC attribute.

KERB | NOKERB

KERB
Specifies Security Server Network Authentication Service information for a
user defined to RACF. Each subkeyword defines information that RACF
stores in a field within the KERB segment of the user’s profile.

Note: The RACF user password must be changed to be non-expired in
order to complete the definition of the Network Authentication
Service principal. The user cannot use any Network Authentication
Service function until the definition is complete.

ENCRYPT [([DES | NODES] [DES3 | NODES3] [DESD | NODESD])]I
NOENCRYPT
The ENCRYPT values are used to specify which keys are allowed for
use based on the encryption algorithm used to generate them. The
default values for ENCRYPT are DES, DES3, and DESD. You can use
the following values to specify which keys are allowed for use by a

principal.

DES DES encrypted keys are allowed for use.
NODES No DES encrypted keys are allowed for use.
DES3 DESS3 encrypted keys are allowed for use.
NODES3 No DESS encrypted keys are allowed for use.
DESD DESD encrypted keys are allowed for use.
NODESD No DESD encrypted keys are allowed for use.

The values in effect are dependent on the current SETROPTS
KERBLVL setting.

When SETROPTS KERBLVL(0) is in effect the ENCRYPT settings will
be ignored. Regardless of the settings DES keys will be generated and
processed.

When SETROPTS KERBLVL(1) is in effect, or when SETROPTS
KERBLVL gets changed from 0 to 1, the ENCRYPT settings will go into
effect. Therefore, on password change, all three keys are generated
and stored in the user’s profile. The ENCRYPT setting will be used to
determine which keys can be processed.

If you do not want to accept the defaults, you must specify the values
you desire. For example, if you want to use only DES3 encryption, you
must specify ENCRYPT(NODES DES3 NODESD).

If you specify ENCRYPT(NODES, NODES3, NODESD) at KERBLVL(1),
no keys can be used, but all three will be generated and stored. At
KERBLVL(0), the DES key will still be generated and it cannot be
disallowed.

NOENCRYPT
Specifies that there is no restriction on which generated keys are to be
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allowed, and resets KERB encryption to the default settings. The
NOENCRYPT operand has no effect at KERBLVL(0).

KERBNAME(kerberos-principal-name) | NOKERBNAME

KERBNAME(kerberos-principal-name)
Specifies the z/OS user ID’s local kerberos-principal-name.

The value specified for the local kerberos-principal-name must be
unique. Consequently, a list of users cannot be specified on an
ALTUSER command with the KERBNAME keyword.

The kerberos-principal-name you define to RACF can consist of any
character except the @ (X'7C') character. It is highly recommended
that you avoid using any of the EBCDIC variant characters be
avoided to prevent problems between different code pages. You can
enter the name with or without single quotes, depending on the
following:

» If parentheses, commas, blanks, or semicolons are entered as
part of the name, the name must be enclosed in single quotes.

» If a single quote is intended to be part of the name and the entire
character string is enclosed in single quotes, you must use two
single quotes together to represent each single quote within the
string.

« If the first character of the name is a single quote, you must
enter the string within single quotes, with two single quotes
entered for that single quote.

Both uppercase and lowercase characters are accepted and
maintained in the case in which they are entered. However, RACF
does not ensure that a valid kerberos-principal-name has been
specified.

A local kerberos-principal-name must not be qualified with a realm
name when specified with the KERBNAME keyword. However,
RACF verifies that the local principal name, when fully qualified with
the name of the local realm:

/.../1ocal_realm_name/principal_name

does not exceed 240 characters. For example,
 If the local realm name is
X

fully qualified local principal names are prefixed with
/.. IX/

and are limited to a maximum of 233 characters.
¢ |f the local realm name is
KERB390.ENDICOTT.IBM.COM

fully qualified local principal names are prefixed with
/.../KERB390.ENDICOTT.IBM.COM/

and are limited to a maximum of 210 characters.
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This length verification requires that the REALM profile for the local
realm KERBDFLT be defined and contain the name of the local
realm, prior to the specification of local Network Authentication
Service user principals. Otherwise, Network Authentication Service
users will not be defined.

Note: Because of the relationship between realm names and local
kerberos-principal-names, in which the length of a fully
qualified name cannot exceed 240 characters, caution and
planning must go into renaming the local realm since the
combined length is only checked by RACF when a local
kerberos-principal-name is added or altered. Renaming the
realm should be avoided as a result.

NOKERBNAME
deletes the kerberos-principal-name. This invalidates the z/OS user
ID’s Network Authentication Service account.

MAXTKTLFE(max-ticket-life) | NOMAXTKTLFE

MAXTKTLFE(max-ticket-life)
Specifies the max-ticket-life in seconds, and is represented by a
numeric value between 1 and 2 147 483 647. Note that 0 is not a
valid value.

If MAXTKTLFE is specified on the definition of a local Network
Authentication Service principal, the Security Server Network
Authentication Service takes the most restrictive of the value
defined for the local principal and the value specified on the
definition of the local realm (the KERBDFLT profile in the REALM
class). Consequently, if the realm max-ticket-life is 24 hours, a
principal cannot get a ticket with a longer lifetime even if the
max-ticket-life is set to 48 hours. If this field is not specified for a
local principal, or if NOMAXTKTLFE has been specified, the
maximum lifetime for tickets created by this principal is determined
from the definition of the local Network Authentication Service
realm.

NOMAXTKTLFE
Deletes the max-ticket-life value for this local Network
Authentication Service principal.

NOKERB
Deletes the user's KERB segment. This user is no longer considered a
principal by the Security Server Network Authentication Service.

LANGUAGEI NOLANGUAGE
Specifies to add, alter, or delete the user’s preferred national languages.

Specify LANGUAGE if this user is to have languages other than the ones
established or defaulted by the LANGUAGE operand on the SETROPTS
command, or the ones previously specified with the ADDUSER command.

LANGUAGE(PRIMARY(/language) SECONDARY (language))
Specifies the user’s preferred national languages. Specify this operand if
the user is to have languages other than the system-wide defaults
(established by the LANGUAGE operand on the SETROPTS command).
+ If this profile is for a TSO/E user who will establish an extended MCS
console session, the languages you specify should be one of the
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languages specified on the LANGUAGE LANGCODE statements in the
MMSLSTxx PARMLIB member. See your MVS system programmer for
this information.

For more information on TSO/E national language support, see
[TSO/E Customization

* If this profile is for a CICS user, see your CICS administrator for the
languages supported by CICS on your system.

For more information, see|CICS RACF Security Guidel
PRIMARY | NOPRIMARY

PRIMARY(/anguage)
Specifies the user's new primary language.

NOPRIMARY
Deletes any primary language information from the user’s profile
and returns the user to the installation’s default primary language.

SECONDARY | NOSECONDARY

SECONDARY((/anguage)
Specifies the language to which the user’s secondary language is
to be changed.

NOSECONDARY
deletes any secondary language information from the user’s profile
and returns the user to the installation’s default secondary
language.

Notes:

1. For the primary and secondary languages, specify either the
installation-defined name of a currently active language (a maximum of
24 characters) or one of the language codes (three characters in length)
for a language installed on your system.

2. The language name can be a quoted or unquoted string.

3. The same language can be specified for with both PRIMARY and
SECONDARY parameters.

4. If the MVS message service is not active, the PRIMARY and
SECONDARY values must be a 3 character language code.

NOLANGUAGE
Deletes the user’s preferred national languages from the profile and returns
that user to the installation defaults. LANGUAGE information no longer
appears in LISTUSER output.

LNOTES | NOLNOTES

LNOTES
Specifies Lotus Notes for z/OS information for the user profile being
changed.

SNAME | NOSNAME

SNAME(short-name)
Specifies the Lotus Notes for z/OS short-name of the user being
changed. The name should match the one stored in the Lotus
Notes address book for this user, but this is not verified by the
command.
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The short-name you define to RACF can contain 1-64 characters.
You can specify the following characters: upper and lower case
alphabetics (A through Z, and a through z), 0 through 9, & (X’50’), -
(X'60), . (X4B’), _ (X’6D’), and (X'40’).

If the short-name you specify contains any blanks, it must be
enclosed in single quotes. The short-name is stripped of leading
and trailing blanks.

The value specified for the short-name must be unique.
Consequently, a list of users might not be specified on an
ALTUSER command with the SNAME keyword.

NOSNAME
Specifies that you want to delete the short-name from the LNOTES
segment of the user’s profile.

NOLNOTES
Specifies that you want to delete the LNOTES segment from the user’s
profile.

MODEL | NOMODEL

MODEL(dsname)
Specifies the name of a data set that RACF is to use as a model when new
data set profiles are created that have userid as the high-level qualifier. For
this operand to be effective, the MODEL(USER) option (specified on the
SETROPTS command) must be active. If the ALTUSER command cannot
find the dsname profile, it issues a warning message but places the model
name in the userid entry.

Note that RACF always prefixes dsname with the user ID.

For information about automatic profile modeling, refer to |z/OS Security
[Server RACF Security Administrator’s Guidd.

NOMODEL
Deletes the model profile name in the user’s profile.

NAME(user-name)
Specifies the user name to be associated with the user ID. You can use a
maximum of 20 alphanumeric or non-alphanumeric characters. If the name you
specify contains any blanks, it must be enclosed in single quotes.

If you omit the NAME operand, RACF uses a default of 20 # (X'7B") characters
(‘#4##..."). Note, however, that the corresponding entry in a LISTUSER output is
the word “unknown”.

NDS | NONDS

NDS
Specifies Novell Directory Services for OS/390 information for the user
profile being changed.

UNAME | NOUNAME

UNAME(user-name)
Specifies the Novell Directory Services for OS/390 user-name of the
user being changed. The user-name value should match the name
stored in the Novell Directory Services for OS/390 directory for this
user, but this is not verified by the command.

The user-name you define to RACF can contain 1-246 characters.
However, the user-name can not contain the following characters: *
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(X’5C), + (X4E), | (X4F), = (X7E), , (X6B), " (X'7F), * (X79), /
(X'61°), : (X'7A’), ; (X’5E’), ¢ (X’4A’), and brackets ([ and ], X’'AD’
and X'BD’ respectively).

If the user-name you specify contains any parentheses or blanks, it
must be enclosed in single quotes. The user-name is stripped of
leading and trailing blanks. If a single quotation mark is intended to
be part of the user-name, you must use two single quotation marks
together for each single quotation mark within the string, and the
entire string must then be enclosed within single quotation marks.

The value specified for the user-name must be unique.
Consequently, a list of users cannot be specified on an ALTUSER
command with the UNAME keyword.

NOUNAME
Specifies that you want to delete the user-name from the NDS
segment of the user’s profile.

NONDS
Specifies that RACF delete the NDS segment from the user’s profile.

NETVIEW | NONETVIEW

NETVIEW
Specifies that this is a NetView operator that can enter any of the following
suboperands to add, update, or delete the information in the NETVIEW
segment.

You can control access to the entire NETVIEW segment or to individual
fields within the NETVIEW segment by using field-level access checking.
For more information, see [z/0S Security Server RACF Security|
lAdministrator’s Guidd.

CONSNAME | NOCONSNAME

CONSNAME(console-name)
Specifies the default MCS console name identifier used for this
operator. This default console name is used when the operator does not
specify a console name using the NetView GETCONID command.

console-name is a 1-8 character identifier whose validity is checked by
MVS processing when the operator tries to use it. See [z70S MVS
[Planning: Operationd for information on valid values for a particular
release.

NOCONSNAME
Deletes any default MCS console name previously specified for this
operator.

CTL | NOCTL

CTL (GENERAL | GLOBAL | SPECIFIC)
Specifies whether a security check is performed for this NetView
operator when they try to use a span or try to do a cross-domain logon.

GENERAL
Specifies that a security done should be done as for SPECIFIC,
and, in addition, that the operator is allowed to access devices that
are not part of any span.

GLOBAL
Specifies that no security check is done.
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SPECIFIC
Specifies that a security check is performed through RACROUTE
REQUEST=AUTH whenever this operator attempts to use a span. It
also specifies that any cross-domain logon must be to a domain
listed in the operator's NETVIEW segment with the DOMAINS
keyword.

CTL(SPECIFIC) is the default.

NOCTL
NOCTL has the same effect as specifying CTL(SPECIFIC).

DOMAINS | NODOMAINS | ADDDOMAINS | DELDOMAINS

DOMAINS(domain-name ...)
Specifies the complete list of identifiers of NetView programs in another
NetView domain where this operator can start a cross-domain session.
The NetView program identifiers are coded on the NCCFID definition
statement for the other domains, and represent the name given to that
NetView program on the APPL statement.

Domain-name is a 1-5 character identifier. The characters can be
alphabetic, numeric, or national.

ADDDOMAINS(domain-name ...)
Adds identifiers of NetView programs in another NetView domain where
this operator can start a cross-domain session. The NetView program
identifiers are coded on the NCCFID definition statement for the other
domains, and represent the name given to that NetView program on the
APPL statement.

domain-name is a 1-5 character identifier. The characters can be
alphabetic, numeric, or national.

DELDOMAINS(domain-name ...)
Deletes specific identifiers of NetView programs in another NetView
domain where this operator can start a cross-domain session. The
NetView program identifiers are coded on the NCCFID definition
statement for the other domains, and represent the name given to that
NetView program on the APPL statement.

domain-name is a 1-5 character identifier. The characters can be
alphabetic, numeric, or national.

NODOMAINS
Specifies that the operator cannot start any cross-domain sessions.

IC I NOIC

IC(command | command-list’)
specifies the command or command list (up to 255 characters) to be
processed when the operator logs on to NetView.

If the command or command list you specify contains any commas,
blanks, or other special characters that TSO/E requires to be quoted, it
must be enclosed in single quotes.

NOIC
Deletes the command or command list to be processed at logon time
for this operator. No command or command list is automatically
processed when this operator logs on.

MSGRECVR | NOMSGRECVR
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MSGRECVR (NO | YES)
Specifies whether this operator can receive unsolicited messages that
are not routed to a specific NetView operator.

NO
Specifies that the operator is not to receive the messages.

YES
Specifies that the operator is to receive the messages.

NOMSGRECVR
NOMSGRECVR has the same effect as specifying MSGRECVR(NO).

NGMFADMN | NONGMFADMN

NGMFADMN (NO | YES)
Specifies whether a NetView operator has administrator authority to the
NetView Graphic Monitor Facility (NGMF).

NO
Specifies that the operator does not have the authority.

YES
Specifies that the operator does have the authority.

NONGMFADMN
NONGFMADMN has the same effect as specifying NGFMADMN(NO).

NGMFVSPN | NONGMFVSPN

NGMFVSPN (view-span)
Reserved for future use by the NetView Graphic Monitor Facility

NONGMFVSPN
Reserved for future use by the NetView Graphic Monitor Facility

OPCLASS | NOOPCLASS | ADDOPCLASS | DELOPCLASS

OPCLASS(class ...)
Specifies the complete list of NetView scope classes for which the
operator has authority.

class is a number from 1 to 2040 that specifies a NetView scope class.

ADDOPCLASS(class ...)
Adds specific NetView scope classes to the operator’s current list of
classes.

class is a number from 1 to 2040 that specifies a NetView scope class.

DELOPCLASS(class ...)
Deletes specific NetView scope classes from the operator’s current list
of classes.

class is a number from 1 to 2040 that specifies a NetView scope class.

NOOPCLASS
Specifies that the operator is in no scope classes.

NONETVIEW
Specifies that RACF should delete the NETVIEW segment from the user’s
profile.

OIDCARD | NOOIDCARD
OIDCARD
Specifies that the user must supply an operator identification card when
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logging onto the system. If you specify the OIDCARD operand, the system
prompts you to enter the user's new operator identification card as part of
the processing of the ALTUSER command. If you specify the OIDCARD
operand in a job executing in the background or when you cannot be
prompted in the foreground, the ALTUSER command fails.

NOOIDCARD
Specifies that the user is not required to supply an operator identification
card.

If NOPASSWORD is specified or the user ID already has the
NOPASSWORD attribute, specifying NOOIDCARD causes this user ID to
become a protected user ID. Protected user IDs cannot be used to enter
the system by any means that requires a password to be specified, such as
TSO logon. If the user attempts to enter the system with a password, the
attempt fails.

Protected user IDs can be used for the user IDs associated with the started
tasks in ICHRINO3 or the STARTED class.

OMVS | NOOMVS

omMmvs
Specifies z/OS UNIX information for the user profile being changed.

You can control access to the entire OMVS segment or to individual fields
within the OMVS segment by using field-level access checking.

ASSIZEMAX | NOASSIZEMAX

ASSIZEMAX(address-space-size)
Specifies the RLIMIT_AS hard limit (maximum) resource value that
processes receive when they are dubbed a process. The
address-space-size you define to RACF is a numeric value between
10 485 760 and 2 147 483 647. ASSIZEMAX indicates the
address space region size in bytes. The soft limit (current) resource
value is obtained from MVS. If the soft limit value from MVS is
greater than the address space size, the soft limit is used.

The value specified for ASSIZEMAX is also used when processes
are initiated by a daemon process using an exec after setuid(). In
this case, both the RLIMIT_AS hard limit and soft limit are set to
the address-space-size value.

The value specified for ASSIZEMAX overrides any value provided
by the MAXASSIZE parameter of BPXPRMxx. For more
information, see|z/OS UNIX System Services Planning

NOASSIZEMAX
Specifies that you want to delete the address space size from the
OMVS segment of the user’s profile. The value specified for
MAXASSIZE in BPXPRMxx now applies to the user.

AUTOUID | UID | NOUID
Specifies whether RACF is to automatically assign an unused UID
value to the user, assign a specific UID value or delete the user
identifier from the OMVS segment of the user’s profile.

AUTOUID
Specifies that RACF is to automatically assign an unused UID value
to the user. The UID value is derived from information obtained
from the BPX.NEXT.USER profile in the FACILITY class. For more
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information on setting up BPX.NEXT.USER, see [z/0S Securit)}

[Server RACF Security Administrator’s Guidd,.

If you are using RRSF automatic command direction for the USER
class, the command sent to other nodes will contain an explicit
assignment of the UID value which was derived by RACF on the
local node.

Rules:

AUTOUID cannot be specified if more than one user ID is
entered.

The AUTOUID keyword is mutually exclusive with the SHARED
keyword.

If both UID and AUTOUID are specified, AUTOUID is ignored.
If both NOUID and AUTOUID are specified, AUTOUID is ignored.

Field- level access checking for the UID field applies when using
AUTOUID.

AUTOUID cannot be used to reassign a UID value when one
already exists for the user. If AUTOUID is specified, but the user
already has a UID assigned, one of two things will happen.

— If the pre-existing UID is unique to this user, this value will be
identified in informational message IRR521771, and the value
will be left unchanged. If RACF Remote Sharing Facility
(RRSF) automatic command direction is in effect for the
USER class, then the outbound ALTUSER command will be
altered to contain the pre-existing UID value in the OMVS UID
keyword.

— If the pre-existing UID is not unique to this user, error
message IRR52178| will be issued, and the command will fail.
See IRR52178l for information on changing the user’s existing
UID value.

UID(user-identifien)[SHARED]
UID(user-identifier)

Specifies the user identifier. The UID is a numeric value
between 0 and 2 147 483 647.

When assigning a UID to a user, you should make sure that the
user’s default group has a GID. A user who has a UID and a
current connect group that has a GID can use functions such
as the TSO/E OMVS command and can access HFS files
based on the UID and GID values assigned.

Care should be taken in assigning 0 as the user identifier. UID
0 is considered a superuser. The superuser passes all zZOS
UNIX security checks. Assigning a UID to a user ID that
appears in the RACF started procedures table (ICHRINO3)
should also be done with care. RACF defined started tasks that
have the trusted or privileged attribute are considered
superusers even if their UID is a value other than 0.

If the UID is not specified, the user is unable to become a z/OS
UNIX user and a LISTUSER for that user ID shows NONE for
the UID.
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Notes:

1. If the security administrator has defined the SHARED.IDS
profile in the UNIXPRIV class, the UID value must be
unique. Use the SHARED keyword in addition to UID to
assign a value that is already in use.

2. If SHARED.IDS is not defined, RACF does not require the
UID to be unique. The same value can be assigned to
multiple users but this is not recommended because
individual user control would be lost. However, if you want a
set of users to have exactly the same access to z/OS UNIX
resources, you might decide to assign the same UID to
more than one user.

SHARED
If the security administrator has chosen to control the use of
shared UIDs, this keyword must be used in addition to the
UID keyword to specify the user identifier if it is already in
use by at least one other user. The administrator controls
shared UIDs by defining the SHARED.IDS profile in the
UNIXPRIV class.

Rules:

» If the SHARED.IDS profile is not defined, SHARED is
ignored.

» If SHARED is specified in the absence of UID, it is
ignored.

 If the SHARED.IDS profile is defined and SHARED is
specified, but the value specified with UID is not currently
in use, SHARED is ignored and UNIXPRIV authority is
not required.

» Field—level access checking for the UID field applies
when using SHARED.

* The SHARED keyword is mutually exclusive with the
AUTOUID keyword.

NOUID

Specifies that you want to delete the user identifier from the OMVS
segment of the user’s profile.

If NOUID is specified, the user is unable to become a z/OS UNIX
System Services user and a LISTUSER for that user ID shows
NONE for the UID.

CPUTIMEMAX | NOCPUTIMEMAX
CPUTIMEMAX(cpu-time)

Specifies the RLIMIT_CPU hard limit (maximum) resource value
that the user’s z/OS UNIX processes receive when they are dubbed
a process. The cpu-time you define to RACF is a numeric value
between 7 and 2 147 483 647. RLIMIT_CPU indicates the
cpu-time that a process is allowed to use, in seconds. The soft limit
(current) is obtained from MVS. If the soft limit (current) resource
value from MVS is greater than the cpu-time value, the soft limit is
used.
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The value specified for CPUTIMEMAX is also used when processes
are initiated by a daemon process using an exec after setuid(). In
this case, both the RLIMIT_CPU hard and soft limits are set to the
cpu-time value.

For processes running in, or forked from TSO or BATCH, the
cpu-time value has no effect. For processes created by the rlogin
command or other daemons, cpu-time is the time limit for the
address space.

The value specified for CPUTIMEMAX overrides any value provided
by the MAXCPUTIME parameter of BPXPRMxx. For more
information, see|z/OS UNIX System Services Planning

NOCPUTIMEMAX
Specifies that you want to delete the cpu time from the OMVS
segment of the user’s profile. The value specified for MAXCPUTIME
in BPXPRMxx now applies to the user.

FILEPROCMAX | NOFILEPROCMAX

FILEPROCMAX(files-per-process)
Specifies the maximum number of files the user is allowed to have
concurrently active or open. The files-per-process you define to
RACF is a numeric value between 3 and 262 143. FILEPROCMAX
is the same as the OPEN_MAX variable defined in the POSIX
standard.

FILEPROCMAX lets you limit the amount of system resources
available to a user process. Select FILEPROCMAX by considering:

* For conformance to standards, set FILEPROCMAX to:
— At least 16 to conform to the POSIX standard
— At least 25 to conform to the FIPS standard

e 256 is a commonly recommended value.

* A process can change its own value for the number of files it has
active or open using the setrlimt() function. Only processes with
appropriate privileges can increase their limits.

e The minimum value of 3 supports the standard files for a
process: stdin, stdout, and stderr.

* The value needs to be larger than 3 to support z/OS UNIX shell

users. If the value is too small, the z/OS UNIX shells might issue
the message "File descriptor not available.”

The value specified for FILEPROCMAX overrides any value
provided by the MAXFILEPROC parameter of BPXPRMxx. For
more information, see|zZ0S UNIX System Services Planning|

NOFILEPROCMAX
Specifies that you want to delete the files per process from the
OMVS segment of the user’s profile. The value specified for
MAXFILEPROC in BPXPRMxx now applies to the user.

HOME | NOHOME

HOME(directory-pathname)
Specifies the hierarchical file system (HFS) directory pathname. The
directory is part of the file system. This is the current working
directory for the user’s process when the user enters the TSO/E
command OMVS.

z/OS V1R4.0 Security Server RACF Command Language Reference



ALTUSER

When you define a directory pathname to RACF, it can contain
1-10283 characters. The directory pathname can consist of any
characters and can be entered with or without single quotes. The
following rules apply:

« If parentheses, commas, blanks, or semicolons are to be entered
as part of the pathname, the character string must be enclosed
in single quotes.

» If a single quote is intended to be part of the pathname, you
must use two single quotes together for each single quote within
the string, and the entire string must be enclosed within single
quotes.

Both uppercase and lowercase are accepted and maintained in the
case in which they are entered. The fully-qualified pathname should
be specified. RACF does not ensure that a valid pathname has
been specified. If you issue the ALTUSER command as a RACF
operator command and you specify the pathname in lowercase, you
must include the pathname within single quotations.

NOHOME
Specifies that you want to delete the initial directory pathname from
the OMVS segment of the user’s profile.

If no value is specified for HOME in the OMVS segment, MVS sets the
working directory for the user to “/” (the root directory).

MMAPAREAMAX | NOMMAPAREAMAX

MMAPAREAMAX(memory-map-size)
Specifies the maximum amount of data space storage, in pages,
that can be allocated by this user for memory mappings of HFS
files. Storage is not allocated until memory mappings are active.
The memory-map-size you define to RACF is a numeric value
between 1 and 16 777 216.

Use of memory map services consumes a significant amount of
system memory. For each page (4KB) that is memory mapped, 96
bytes of ESQA are consumed when a file is not shared with any
other users. When a file is shared by multiple users, each user after
the first causes 32 bytes of ESQA to be consumed for each shared
page. The ESQA storage is consumed when the mmap() function is
invoked by the application program.

The value specified for MMAPAREAMAX overrides any value
provided by the MAXMMAPAREA parameter of BPXPRMxx. For
more information, see [z/0S UNIX System Services Planning|

NOMMAPAREAMAX
Specifies that you want to delete the memory map size from the
OMVS segment of the user’s profile. The value specified for
MAXMMAPAREA in BPXPRMxx now applies to the user.

PROCUSERMAX | NOPROCUSERMAX

PROCUSERMAX(processes-per-UID)
Specifies the maximum number of processes this user is allowed to
have active at the same time, regardless of how the process
became an z/OS UNIX process. The processes-per-UID you define
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to RACF is a numeric value between 3 and 32 767.
PROCUSERMAX is the same as the CHILD_MAX variable defined
in the POSIX standard.

PROCUSERMAX allows you to limit user activity to optimize
performance. Select PROCUSERMAX by considering:

¢ For conformance to standards, set PROCUSERMAX to:
— At least 16 to conform to the POSIX standard
— At least 25 to conform to the FIPS standard

* Auser with a UID of 0 is not limited by the PROCUSERMAX
value because a superuser might need to be capable of logging
on and using z/OS UNIX services to solve a problem.

* Alow PROCUSERMAX value limits the number of concurrent
processes that the user can run. A low value also limits the
user’s consumption of processing time, virtual storage, and other
system resources.

* Some daemons run without UID 0, and can create many address
spaces. In these cases, it is necessary to set the limit high
enough for the daemon associated with this user ID to run all of
its processes.

Though not recommended, the same OMVS UID can be given to
more than one user ID. If users share a UID, you need to define a
greater number for PROCUSERMAX. An example is the user ID
defined for the default OMVS segment, specified by the FACILITY
class profile BPX.DEFAULT.USER.

The value specified for PROCUSERMAX overrides any value
provided by the MAXPROCUSER parameter of BPXPRMxx. For
more information, see|z/OS UNIX System Services Planning

NOPROCUSERMAX
Specifies that you want to delete the processes per UID from the
OMVS segment of the user’s profile. The value specified for
MAXPROCUSER in BPXPRMxx now applies to the user.

THREADSMAX | NOTHREADSMAX

THREADSMAX(threads-per-process)
Specifies the maximum number of pthread_created threads,
including those running, queued, and exited but not detached, that
this user can have concurrently active. The threads-per-process you
define to RACF is a numeric value between 0 and 100 000.
Specifying a value of 0 prevents applications run by this user from
using the pthread_create service.

The value specified for THREADSMAX overrides any value
provided by the MAXTHREADS parameter of BPXPRMxx. For more
information, see|z/0S UNIX System Services Planning

NOTHREADSMAX
Specifies that you want to delete the threads per process from the
OMVS segment of the user’s profile. The value specified for
MAXTHREADS in BPXPRMxx now applies to the user.

PROGRAM | NOPROGRAM
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PROGRAM(program-name)
Specifies the PROGRAM pathname (z/OS UNIX shell program).
This is the first program started when the TSO/E command OMVS
is entered or when a batch job is started using the BPXBATCH
program.

When you define a PROGRAM pathname to RACF, it can contain
1-1023 characters. The PROGRAM pathname can consist of any
characters and can be entered with or without single quotes. The
following rules apply:

» If parentheses, commas, blanks, or semicolons are to be entered
as part of the pathname, the character string must be enclosed
in single quotes.

» If a single quote is intended to be part of the pathname, you
must use two single quotes together for each single quote within
the string, and the entire string must be enclosed within single
quotes.

Both uppercase and lowercase are accepted and maintained in the
case in which they are entered. The fully-qualified pathname should
be specified. RACF does not ensure that a valid pathname has
been specified. If you issue the ALTUSER command as a RACF
operator command and you specify the pathname in lowercase, you
must include the pathname within single quotations.

NOPROGRAM
Specifies that you want to delete the z/OS UNIX System Services
program pathname from the OMVS segment of the user’s profile.

If no value is specified for PROGRAM in the OMVS segment, MVS
gives control to the default z/OS UNIX shell program when the user
issues the TSO/E command OMVS or starts a batch job using the
BPXBATCH program.

For more information about the default zZOS UNIX shell program
supplied with z/OS UNIX System Services, see |zZ0S UNIX System|
[Services Planning and |z/OS UNIX System Services User’'s Guide,

NOOMVS
Specifies that RACF delete the OMVS segment from the user’s profile.

OPERATIONS | NOOPERATIONS

OPERATIONS
Specifies that the user is to have authorization to do maintenance
operations on all RACF-protected DASD data sets, tape volumes, and
DASD volumes except those where the access list specifically limits the
OPERATIONS user to an access authority that is less than the operation
requires.

You establish the lower access authority for the OPERATIONS user with the
PERMIT command. OPERATIONS on the ALTUSER command overrides
NOOPERATIONS on the CONNECT command.

You must have the SPECIAL attribute to use the OPERATIONS operand.

NOOPERATIONS
Specifies that the user is not to have the OPERATIONS attribute.
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You must have the SPECIAL attribute to use the NOOPERATIONS
operand.

OPERPARM | NOOPERPARM
Specifies or deletes default information used when this user establishes an
extended MCS console session.

You can control access to the entire OPERPARM segment or to individual fields
within the OPERPARM segment by using field-level access checking. For more
information, see|z/OS Security Server RACF Security Administrator's Guide,

For information on planning how to use OPERPARM segments, see |zZZ0S MVS
|Planning: Operationd,

Notes:

1. You need not specify every suboperand in an OPERPARM segment. In
general, if you omit a suboperand, the default is the same as the default in
the CONSOLxx PARMLIB member, which can also be used to define
consoles.

2. If you specify MSCOPE or ROUTCODE but do not specify a value for them,
RACF uses MSCOPE(*ALL) and ROUTCODE(NONE) to update the
corresponding fields in the user profile. These values appear in listings of
the OPERPARM segment of the user profile.

3. If you omit the other suboperands, RACF does not update the
corresponding fields in the user’s profile, and no value appears in listings of
the OPERPARM segment of the profile.

ALTGRP(alternate-console-group) | NOALTGRP
Specifies the console group used in recovery.

The variable alternate-console-group can contain 1-8 characters, with valid
characters being 0 through 9, A through Z, # (X'7B'), $ (X'5B'), or @ (X'7C").

NOALTGRP deletes alternate console group information from this profile.

AUTH(MASTER | ALL | INFO | any others) | NOAUTH
Specifies or deletes this console’s authority to issue operator commands.

If you omit this operand, RACF does not alter this field in the user’s profile.
If this field has not been added to the user’s profile, an extended MCS
console uses AUTH(INFO) when a session is established.

The console can have the following authorities:

MASTER
Allows this console to act as a master console, which can issue all
MVS operator commands. This authority can only be specified by itself.

ALL
Allows this console to issue system control commands, input/output
commands, console control commands, and informational commands.
This authority can only be specified by itself.

INFO
Allows this console to issue informational commands. This authority can
only be specified by itself.

CONS
Allows this console to issue console control and informational
commands.

10 Allows this console to issue input/output and informational commands.
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SYS
Allows this console to issue system control commands and
informational commands.

NOAUTH
Deletes the user’s operator authorities from the profile. Console
operator authority no longer appears in profile listings. However,
AUTH(INFO) is used when an extended MCS console session is
established.

AUTO | NOAUTO

AUTO(YES | NO)
Specifies whether the extended console can receive messages which
have been automated by the Message Processing Facility (MPF) in the
sysplex.

NOAUTO deletes this field from the user’s profile. AUTO information no
longer appears in profile listings. However, AUTO(NO) is used when an
extended MCS console session is established.

CMDSYS | NOCMDSYS

CMDSYS(system-name | *)
Specifies the system to which commands from this console are to be
sent.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses CMDSYS(*) when a session is established. The
variable system-name must contain 1-8 characters (A through Z, 0
through 9, and @ (X'7C"), # (X'7B'), $ (X'5B'). If (*) is specified,
commands are processed on the local system where the console is
attached.

NOCMDSYS
Deletes any system-names from this profile. No CMDSYS information
appears in profile listings. However, CMDSYS(*) is used when an
extended MCS console session is established.

DOM | NODOM

DOM(NORMAL | ALL | NONE)
Specifies which delete operator message (DOM) requests this console
can receive.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses DOM(NORMAL) when a session is established.

NORMAL
The system queues all appropriate DOM requests to this console.

ALL
All systems in the sysplex queue DOM requests to this console.

NONE
No DOM requests are queued to this console.
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NODOM
Deletes this field from the user’s profile. DOM information no longer
appears in profile listings. However, DOM(NORMAL) is used when an
extended MCS console session is established.

KEY | NOKEY

KEY (searching-key)
Specifies a 1-8 character name that can be used to display information
for all consoles with the specified key by using the MVS command
DISPLAY CONSOLES,KEY. If specified, KEY can include A through Z, 0
through 9, #(X'7B"), $(X'5B'), or @(X'7C").

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses a KEY value of NONE when a session is
established.

NOKEY
Deletes search key information from the user’s profile. Search key
information no longer appears in profile listings. However, a KEY value
of NONE is used when an extended MCS console session is
established.

LEVEL | NOLEVEL

LEVEL(message-level)
Specifies the messages that this console is to receive.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses LEVEL(ALL) when a session is established.

The message-level variable can be a list of R, |, CE, E, IN, NB or ALL.
If you specify ALL, you cannot specify R, |, CE, E, or IN.

NB The console receives no broadcast messages.

ALL The console receives these messages: R, |, CE, E, IN.

R The console receives messages requiring an operator reply.
| The console receives immediate action messages.

CE The console receives critical eventual action messages.

E The console receives eventual action messages.
IN The console receives informational messages.
NOLEVEL

Deletes any defined message levels for this console from the profile.
Message information no longer appears in profile listings. However,
LEVEL(ALL) is used when an extended MCS console session is
established.

LOGCMDRESP | NOLOGCMDRESP
LOGCMDRESP(SYSTEM | NO)

Specifies if command responses are to be logged.

148 2/0S V1R4.0 Security Server RACF Command Language Reference



ALTUSER

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses LOGCMDRESP(SYSTEM) when a session is
established.

SYSTEM
Command responses are logged in the hardcopy log.

NO
Command responses are not logged.

NOLOGCMDRESP
Deletes the value for LOGCMDRESP from the profile. Command
response logging information no longer appears in profile listings.
However, “LOGCMDRESP(SYSTEM)” is used when an extended MCS
console session is established.

MFORM | NOMFORM

MFORM(message-format)
Specifies the format in which messages are displayed at the console.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses MFORM(M) when a session is established.

The message-format variable can be a combination of T, S, J, M, and

X.

J Messages are displayed with a job ID or name.

M The message text is displayed.

S Messages are displayed with the name of the originating
system.

T Messages are displayed with a time stamp.

X Messages that are flagged as exempt from job name and
system name formatting are ignored.

NOMFORM

Deletes the values for MFORM from the profile and causes message
text to be displayed (MFORM(M)) when an extended MCS console
session is established.

MIGID | NOMIGID

MIGID(YES | NO)
Specifies whether a 1-byte migration ID is to be assigned to this
console or not. The migration ID allows command processors that use a
1-byte console ID to direct command responses to this console.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses MIGID(NO) when a session is established.

NOMIGID
Deletes this segment from the profile. Migration identification
information no longer appears in profile listings. However, MIGID(NO) is
assigned when an extended MCS console session is established.
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MONITOR | NOMONITOR

MONITOR(events)

Specifies which information should be displayed when monitoring jobs,
TSO sessions, or data set status.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses MONITOR(JOBNAMES SESS) when a session is
established. The variable events can be a list of the following:

JOBNAMES | JOBNAMEST
Displays information about the start and end of each job.
JOBNAMES omits the times of job start and job end. JOBNAMEST
displays the times of job start and job end.

SESS | SESST
Displays information about the start and end of each TSO session.
SESS omits the times of session start and session end. SESST
displays the times of session start and session end.

STATUS
Specifies that the information displayed when a data set is freed or
unallocated should include the data set status.

NOMONITOR

Deletes job monitor information from the user’s profile. Information from
this field no longer appears in profile listings. However,
MONITOR(JOBNAMES SESS) is used when an extended MCS console
session is established.

MSCOPE | ADDMSCOPE | DELMSCOPE | NOMSCOPE

MSCOPE(system-name... | * | *ALL)

Specifies the systems from which this console can receive messages
that are not directed to a specific console.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses MSCOPE(*ALL) when a session is established. If
you specify MSCOPE but omit a value, RACF uses MSCOPE(*ALL) as
the default to update this field in the user’s profile. *“ALL appears in
listings of the OPERPARM segment of the user’s profile.

system-name...
Is a list of one or more system names, where a system name can
be any combination of A through Z, 0 through 9, # (X'7B'), $ (X'5B"),
or @ (X'7C").

* Is the system on which the console is currently active.

*ALL
Means all systems.

ADDMSCOPE(system-name...)

Adds the specified system names to the existing list of systems from
which this console can receive messages that are not directed to a
specific console.
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DELMSCOPE(system-name...)
Deletes the specified system names from the existing list of systems
from which this console can receive messages that are not directed to a
specific console.

NOMSCOPE
Deletes any system name information from the user’s profile. Message
reception information no longer appears in profile listings. However,
MSCOPE(*ALL) is used when an extended MCS console session is
established.

ROUTCODE(ALL | NONE | routing-codes) | NOROUTCODE

ROUTCODE(ALL | NONE | routing-codes)
Specifies the routing codes of messages this operator is to receive.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses ROUTCODE(NONE) when a session is established.
If you specify ROUTCODE but omit a value, RACF uses
ROUTCODE(NONE) to update this field in the user’s profile. NONE
appears in listings of the OPERPARM segment of the user’s profile.

The routing code information can be one of the following:

ALL
Means all routing codes.

NONE
Means no routing codes.

routing-codes
Specifies one or more routing codes or sequences of routing codes.
The routing codes can be a list of n and n1:n2, where n, n1, and n2
are integers from 1 to 128, and n1:n2 represents a range of routing
codes from n1 (low) to n2 (high).

NOROUTCODE
Deletes routing code information from the user’s profile. Routing code
information no longer appears in profile listings. However,
ROUTCODE(NONE) is used when an extended MCS console session
is established.

STORAGE | NOSTORAGE

STORAGE(amount)
Specifies the amount of storage in the TSO/E user’s address space that
can be used for message queuing to this console.

If you omit this operand, RACF does not alter this field in the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses STORAGE(1) when a session is established. A
value of 0 will appear in listings of the user’s profile to indicate that no
value was specified. The variable amount must be a value between 1
and 2000.

NOSTORAGE
Deletes this field from the profile. A value of 0 appears in listings of the
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user’s profile to indicate that no value was specified. However,
STORAGE(1) is used when an extended MCS console session is
established.

UD | NOUD

UD(YES | NO)
Specifies whether this console is to receive undelivered messages.

If you do not specify this operand, RACF does not alter the user’s
profile. If this field has not been added to the user’s profile, an extended
MCS console uses UD(NO) when a session is established.

NOUD
Deletes the field from the profile. Undelivered message information no
longer appears in profile listings. However, UD(NO) is used when an
extended MCS console session is established.

NOOPERPARM
Specifies that the OPERPARM segment is to be deleted. Operator
information no longer appears in LISTUSER output.

OVM | NOOVM

Specifies OpenExtensions VM information for the user profile being changed.
Information is stored in the OVM segment of the user’s profile.

You can control access to an entire OVM segment or to individual fields within
the OVM segment by using field level access checking.

FSROOT | NOFSROOT

FSROOT(file-system-root)
Specifies the pathname for the file system root.

When you define the FSROOT pathname to RACF, it can contain
1-1023 characters, consist of any character, and be entered with or
without single quotes. The following rules hold:

+ If the pathname contains parentheses, commas, blanks, or
semicolons, enclose the character string in single quotes. For
example, if the pathname is (123), you must enter FSROOT (' (123)').

» If a single quote is intended to be part of the pathname, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

When entering the ALTUSER command, both uppercase and lowercase
are accepted and maintained in the case in which they are entered. You
should specify the fully-qualified pathname because RACF does not
ensure that a valid pathname has been specified.

NOFSROOT
Specifies that you want to delete the FSROOT pathname from the OVM
segment of the user’s profile.

If you do not specify a value for FSROOT in the OVM segment, VM uses
the value specified in the CP directory. If no value is specified in the CP
directory, issue the OPENVM MOUNT command to mount the appropriate
file system.

HOME | NOHOME
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HOME(initial-directory-name)

sSpecifies the initial directory pathname. The initial directory is part of
the file system and is the current working directory for the user’s
process when the user enters the OPENVM SHELL command.

When you define a HOME directory name to RACF, the name can
contain 1-1023 characters, consist of any character, and be entered
with or without single quotes. The following rules hold:

 If the pathname contains parentheses, commas, blanks, or
semicolons, enclose the character string in single quotes. For
example, if the pathname is (123), you must enter HOME (' (123)').

» If a single quote is intended to be part of the pathname, you must
use two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

When entering the ALTUSER command, both uppercase and lowercase
are accepted and maintained in the case in which they are entered. You
should specify the fully-qualified pathname because RACF does not
ensure that a valid pathname has been specified.

NOHOME

Specifies that you want to delete the initial directory pathname from the
OVM segment of the user’s profile.

If no value is specified for HOME in the OVM segment, VM uses the value
specified in the CP directory. If no value is specified in the CP directory, VM
sets the working directory for the user to "/”, the root directory.

PROGRAM(program-name)
Specifies the PROGRAM pathname (z/OS UNIX shell program). This is the
first program started when the OPENVM SHELL command is entered.

When you define a PROGRAM pathname to RACF, it can contain 1-1023
characters, consist of any character, and be entered with or without single
quotes. The following rules apply:

If the pathname contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the
pathname is (123), you must enter PROGRAM(' (123)').

If a single quote is intended to be part of the pathname, you must use
two single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

When entering the ALTUSER command, both uppercase and lowercase are
accepted and maintained in the case in which they are entered. Specify the
fully-qualified pathname. RACF does not ensure that a valid pathname is
specified.

NOPROGRAM
Specifies that you want to delete the PROGRAM pathname from the OVM
segment of the user’s profile.

If no value is specified for PROGRAM in the OVM segment, VM uses the value
specified in the CP directory. If no value is specified in the CP directory, VM
gives control to the default zZOS UNIX shell program (/bin/sh) when a user
issues the OPENVM SHELL command.
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UID(user-identifier)
Specifies the user identifier. The UID is a numeric value between 0 and
2 147 483 647.

Care should be taken in assigning 0 as the user identifier. UID 0 is considered
a superuser, and a superuser passes all OpenExtensions VM security checks.

Notes:

1. RACF does not require the UID to be unique. You can assign the same
value to multiple users, but this is not recommended because individual
user control is lost. However, if you want a set of users to have exactly the
same access to the OpenExtensions VM resources, you can assign the
same UID to more than one user.

2. Exercise caution when changing the UID for a user.

* The file-system might contain files that were created by the user, and
thus contain the old UID as the file owner UID. Depending on the
permission bits associated with the file, the user will probably lose access
to those files.

 |If files already exist with an owner UID equal to the user's new UID
value, the user will probably gain access to these files.

 If another user is subsequently added with the old value as its UID, then
the user might have access to the old files.

* If you have an EXEC.uid profile in the VMPOSIX class for the old UID
value, make sure you delete this profile and create another to reflect the
new value.

NOUID
Specifies that you want to delete the user identifier from the OVM segment of
the user’s profile.

If NOUID is specified, the user is assigned the default UID of 4 294 967 295
(X’FFFFFFFF’) and a LISTUSER for that user ID shows NONE for the UID.

NOOVM
Specifies that RACF delete the OVM segment from the user’s profile.

OWNER(userid or group-name)
Specifies a RACF-defined user or group to be assigned as the new owner of
the user’s profile.

PASSWORD | NOPASSWORD

PASSWORDI[(password)]
Specifies the user’'s temporary logon password. Use this command to
specify a password for a user who has forgotten his/her password. Unless
the NOEXPIRED operand is also specified, this password is set expired,
thus requiring the user to change the password at next logon or job start.
Note that the password syntax rules your installation defines using
SETROPTS PASSWORD do not apply to this password, unless the
NOEXPIRED operand is also included (see the NOEXPIRED operand).

If you specify PASSWORD without a value, the password is defaulted to the
user’s default group name. If you specify PASSWORD without a value and
specify DFLTGRP, the default password is the user’s old default group
name.

Note: For Security Server Network Authentication Service support, this
means the key is not generated for the default group. However, the
default group continues to be used as the RACF password.
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Note that if the installation is maintaining a password history, the password
that was in effect prior to issuing this command is stored as part of this
history.

NOPASSWORD
Specifies that the user does not need to supply an initial logon password
when first entering the system if OIDCARD is also specified. If
NOOIDCARD is specified, or the user ID has the NOOIDCARD attribute
and you specify NOPASSWORD, you change the status of the user ID to
protected. Protected user IDs cannot be used to enter the system by any
means that requires a password to be specified, such as a TSO logon,
CICS signon, batch job that specifies a password on the JOB statement.
Therefore, user IDs that you assign to z/OS UNIX , UNIX daemons, started
procedures, applications, servers or subsystems can be protected from
being revoked when an incorrect password is entered. If the user attempts
to enter the system with a password, the attempt fails. Note that the
protected user ID is not revoked due to the failed password attempts even if
the SETROPTS PASSWORD(REVOKE) option is in effect.

Determine which user IDs you wish to protect, ensuring that these user IDs
will not be used in any circumstance where a password must be supplied. A
protected user will have the PROTECTED attribute displayed in the output
of the LISTUSER command. Protected users can be associated with started
procedures defined in the STARTED class (preferred method) or in the
started procedures table (ICHRINO3).

Notes:

1. Specifying PASSWORD, NOPASSWORD, OIDCARD, or NOOIDCARD
for a protected user ID on a down-level system (OS/390 Version 2
Release 7 or earlier) should be avoided.

2. A protected user ID can still be revoked for failed password attempts
from a down-level system (OS/390 Version 2 Release 7 or earlier).

3. For OS/390 Version 2 Release 8 and on, and for z/OS, RACF protected
user IDs can be defined. These RACF user identities allow auditing and
authorization, but are not intended for users (or other systems).
Consequently, Security Server Network Authentication Service
information such as a local kerberos-principal-name must not be defined
for protected user IDs, and these user IDs must not be used for
Network Authentication Service authentication, since these
authentication failures can result in user revocation.

PROXY | NOPROXY

PROXY
Specifies information which the z/OS LDAP Server will use when acting as
a proxy on behalf of a requester. The R_proxyserv (IRRSPY00) SAF
callable service will attempt to retrieve this information when it is not
explicitly supplied via invocation parameters. Applications or other services
which use the R_proxyserv callable service, such as IBM Policy Director
Authorization Services for z/OS and OS/390, may instruct their invokers to
define PROXY segment information.

LDAPHOST(/dap_url)
Specifies the URL of the LDAP server which the z/OS LDAP Server will
contact when acting as a proxy on behalf of a requester. An LDAP URL
has a format such as 1dap://123.45.6:389 or 1daps://123.45.6:636,
where Idaps indicates that an SSL connection is desired for a higher
level of security. LDAP will also allow you to specify the host name
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portion of the URL using either the text form (BIGHOST.POK.IBM.COM)
or the dotted decimal address (123.45.6). The port number is appended
to the host name, separated by a colon ’’ (X'7A’). See
[Server LDAP Server Administration and Use|for more information about
LDAP URLs and how to enable LDAP servers for SSL connections.

The LDAP URL that you define to RACF can consist of 10—1023
characters. A valid URL must start with either 1dap:// or 1daps://.
RACF will allow any characters to be entered for the remaining portion
of the URL, but you should ensure that the URL conforms to TCP/IP
conventions. For example, parentheses, commas, blanks, semicolons,
and single quotes are not typically allowed in a host name. The LDAP
URL can be entered with or without single quotes, however, in both
cases, it will be folded to uppercase.

RACF does not ensure that a valid LDAP URL has been specified.

NOLDAPHOST

Deletes the URL of the LDAP server which the z/OS LDAP Server will
contact when acting as a proxy on behalf of a requester.

BINDDN(bind_distinguished_name)

Specifies the distinguished name (DN) which the z/OS LDAP Server will
use when acting as a proxy on behalf of a requester. This DN will be
used in conjunction with the BIND password, if the z/OS LDAP Server
needs to supply an administrator or user identity to BIND with another
LDAP Server. A DN is made up of attribute value pairs, separated by
commas. For example:

cn=Ben Gray,ou=editing,o=New York Times,c=US

cn=Lucille White,ou=editing,o=New York Times,c=US

cn=Tom Brown,ou=reporting,o=New York Times,c=US

See |z/0S Security Server LDAP Server Administration and Use| for
more information about LDAP DNs.

When you define a BIND DN to RACF, it can contain 1-1023
characters. The BIND DN can consist of any characters and can be
entered with or without single quotes. The following rules apply:

» If parentheses, commas, blanks, or semicolons are to be entered as
part of the BIND DN, the character string must be enclosed in single
quotes.

» If a single quote is intended to be part of the BIND DN, you must use
two single quotes together for each single quote within the string,
and the entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the
case in which they are entered. See Iz/OS Security Server LDAP Server|
|Administration and Use|for more information about LDAP distinguished
names.

If you issue the ALTUSER command as a RACF operator command
and you specify the BIND DN in lowercase, you must include the BIND
DN within single quotations.

RACF does not ensure that a valid BIND DN has been specified.
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NOBINDDN
Deletes the distinguished name (DN) used by the z/OS LDAP server
when acting as a proxy on behalf of a requester.

BINDPW
Specifies the password which the z/OS LDAP Server will use when
acting as a proxy on behalf of a requester.

When you define a BIND password to RACF, it can contain 1-128
characters. The BIND password can consist of any characters (see
exception below) and can be entered with or without single quotes. The
following rules apply:

» The BIND password can not start with a left curly brace ’{" (X’8B’).

 If parentheses, commas, blanks, or semicolons are to be entered as
part of the BIND password, the character string must be enclosed in
single quotes.

+ If a single quote is intended to be part of the BIND password, you
must use two single quotes together for each single quote within the
string, and the entire string must be enclosed within single quotes.

Both uppercase and lowercase are accepted and maintained in the
case in which they are entered.See|z/OS Security Server LDAP Server
[Administration and Use|for more information about LDAP passwords.

If you issue the ALTUSER command as a RACF operator command
and you specify the BIND password in lowercase, you must include the
BIND password within single quotations.

RACF does not ensure that a valid BIND password has been specified.

Attention:

* When the command is issued from ISPF, the TSO command buffer
(including possible BINDPW password data) is written to the ISPLOG
data set. As a result, you should not issue this command from ISPF
or you must control the ISPLOG data set carefully.

* When the command is issued as a RACF operator command, the
command and the possible BINDPW password data is written to the
system log. Therefore, use of RALTER as a RACF operator
command should either be controlled or you should issue the
command as a TSO command.

NOBINDPW
Deletes the password used by the z/OS LDAP server when acting as a
proxy on behalf of a requester.

NOPROXY
Deletes LDAP proxy information.

RESTRICTED | NORESTRICTED

RESTRICTED
Specifies that global access checking is bypassed when resource access
checking is performed for the user, and neither ID(*) on the access list nor
the UACC will allow access. The RESTRICTED.FILESYS.ACCESS profile
in the UNIXPRIV class can also be used to bypass the z/OS UNIX ’other’
permission bits during file access checking for RESTRICTED users.
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Note: If your installation has profiles defined in the PROGRAM class, and
the user ID with the RESTRICTED attribute needs to load programs
covered by one or more of these profiles, the user id must be put on
the access list with EXECUTE or READ authority.

NORESTRICTED
Specifies that the user does not have the RESTRICTED attribute and
access checking is performed the standard way including global access
checking, ID(*), the UACC, and the z/OS UNIX ’other’ permission bits as
appropriate.

RESUME[(date)]

Specifies that the user is to be allowed to access the system again. You
normally use RESUME to restore access to the system that has been
prevented by a prior REVOKE.

If you specify a date, RACF prevents the user from accessing the system until
the date you specify. The date must be a future date; if it is not, you are
prompted to provide a future date.

During the time between when you specify the RESUME and the date when the
RESUME takes effect, the RESUME is called a pending RESUME. You specify
a date in the form mm/dd/yy, and you need not specify leading zeros; specifying
9/1/94 is the same as specifying 09/01/94. RACF interprets dates as 20yy when
yy is less than 71, and 19yy is 71 or higher. So, 09/01/94 would be in the year
1994, and 09/01/14 would be in the year 2014.

If you specify RESUME without a date, the RESUME takes effect immediately.
Specifying RESUME without a date overrides any pending RESUME and any
pending REVOKE.

When no REVOKE or pending REVOKE is in effect for the user, RACF ignores
the RESUME operand.

Notes:

1. If you use the ALTUSER command to issue a REVOKE for a user, you must
use the ALTUSER command to issue the corresponding RESUME. Issuing
RESUME on the CONNECT command does not restore access revoked on
the ALTUSER command.

2. If you specify both REVOKE(date) and RESUME(date), RACF acts on them
in date order. For example, if you specify RESUME(8/19/94) and
REVOKE(8/5/94), RACF prevents the user from accessing the system from
August 5, 1994, to August 18, 1994. On August 19, the user can again
access the system.

If a user is already revoked and you specify RESUME(8/5/94) and
REVOKE(8/19/94), RACF allows the user to access the system from August
5, 1994, to August 18, 1994. On August 19, RACF prevents the user from
accessing the system.

3. If RACF detects a conflict between REVOKE and RESUME (for example,
you specify both without a date), RACF uses REVOKE. If you specify,
without a date, only REVOKE or only RESUME, RACF clears both date
fields. When RACF revokes a user because of inactivity or invalid password
attempts, RACF also clears both date fields.

REVOKE[(date)]

Specifies that RACF is to prevent the user from accessing the system. The
user’s profile is not deleted from the RACF database, and the user’s data sets
are not deleted from the RACF data set.
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If you specify the date, RACF prevents the user from accessing the system,
starting on the date you specify. The date must be a future date; if it is not, you
are prompted to provide a future date.

During any time between when you specify the REVOKE and the date when the
REVOKE takes effect, the REVOKE is called a pending revoke.

You specify a date in the form mm/dd/yy, and you need not specify leading
zeros; specifying 9/1/94 is the same as specifying 09/01/94. RACF interprets
dates as 20yy when yy is less than 71, and 19yy when yy is 71 or higher. So,
09/01/94 would be in the year 1994, and 09/01/14 would be in the year 2014.

If you specify REVOKE without a date, the REVOKE takes effect the next time
the user tries to log onto the system. Specifying REVOKE without a date
overrides any pending REVOKE. Note that RESUME works the same way, as
specifying RESUME without a date will also override any pending REVOKE.

When a REVOKE is already in effect for the user, RACF ignores the REVOKE
operand and issues a message.

Notes:
1. Specifying REVOKE on the ALTUSER command overrides RESUME on the
CONNECT command.

2. If you specify both REVOKE(date) and RESUME(date), RACF acts on them
in date order. For example, if you specify RESUME(8/19/94) and
REVOKE(8/5/94), RACF prevents the user from accessing the system from
August 5, 1994, to August 18, 1994. On August 19, the user can again
access the system.

If a user is already revoked and you specify RESUME(8/5/94) and
REVOKE(8/19/94), RACF allows the user to access the system from August
5, 1994, to August 18, 1994. On August 19, RACF prevents the user from
accessing the system.

3. If RACF detects a conflict between REVOKE and RESUME (for example,
you specify both without a date), RACF uses REVOKE. If you specify,
without a date, only REVOKE or only RESUME, RACF clears both date
fields. When RACF revokes a user because of inactivity or invalid password
attempts, RACF also clears both date fields.

SECLABEL | NOSECLABEL

SECLABEL(seclabel-name)
Specifies the user’s default security label where seclabel-name is an
installation-defined security label that represents an association between a
particular security level and a set of zero or more security categories.

A security label corresponds to a particular security level (such as
CONFIDENTIAL) with a set of zero or more security categories (such as
PAYROLL or PERSONNEL).

When the SECLABEL class is not active, RACF ignores this operand. When
no member of the SECLABEL profile exists for seclabel-name, you are
prompted to provide a valid security label name.

NOSECLABEL
Specifies that the ALTUSER command is to delete any security label
contained in the user profile. The user no longer has access to any
resource that requires a requester to have a certain security label.

SECLEVEL | NOSECLEVEL
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SECLEVEL(seclevel-name)

Specifies the user’s security level, where seclevel-name is an
installation-defined name that must be a member of the SECLEVEL profile
in the SECDATA class. The security level name that you specify
corresponds to the number of the minimum security level that a user must
have to access the resource.

When you specify SECLEVEL and the SECDATA class is active, RACF
adds security level access checking to its other authorization checking. If
global access checking does not grant access, RACF compares the
security level allowed in the user profile with the security level required in
the resource profile. If the security level in the user profile is less than the
security level in the resource profile, RACF denies the access. If the
security level in the user profile is equal to or greater than the security level
in the resource profile, RACF continues with other authorization checking.

Note: RACF does not perform security level checking for a started task or
user that has the RACF privileged or trusted attribute. The RACF
privileged or trusted attribute can be assigned to a started task
through the RACF started procedures table or STARTED class, or to
other users by customer-supplied RACF exits.

When the SECDATA class is not active, RACF ignores this operand. When
the SECLEVEL profile does not include a member for seclevel-name, you
are prompted to provide a valid security level name.

NOSECLEVEL

Specifies that the ALTUSER command is to delete any security level
contained in the user profile. The user no longer has access to any
resource that requires a requester to have a certain security level.

SPECIAL | NOSPECIAL
SPECIAL

Specifies that the user is to be allowed to issue all RACF commands with
all operands except the operands that require the AUDITOR attribute.
SPECIAL specified on the ALTUSER command overrides NOSPECIAL
specified on the CONNECT command.

You must have the SPECIAL attribute to use the SPECIAL operand.

NOSPECIAL

Specifies that the user no longer has the SPECIAL attribute.
You must have the SPECIAL attribute to use the NOSPECIAL operand.

TSO | NOTSO
TSO

Specifies that when you change the profile of a TSO user, you can enter
any of the following suboperands to add or change default TSO logon
information for that user. Each suboperand defines information that RACF
stores in a field within the TSO segment of the user’s profile.

You can control access to an entire TSO segment or to individual fields
within the TSO segment by using field-level access checking. For more
information, see|z/OS Security Server RACF Security Administrator's Guide

ACCTNUM(account-number)
Specifies the user’s default TSO account number when logging on from
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the TSO/E logon panel. The account number you specify must be
defined as a profile in the ACCTNUM general resource class, and the
user must be granted READ access to the profile. Otherwise, the user
cannot log on to TSO using the specified account number.

Account numbers can consist of any characters, and can be entered
with or without single quotes. The following rules apply:

 If parentheses, commas, blanks, and semicolons are to be entered
as part of the account number, the character string must be enclosed
in single quotes. For example, if the account number is (123), you
must enter ACCTNUM(' (123)').

+ If a single quote is intended to be part of the account number, you
must use two single quotes together for each single quote within the
string, and the entire string must be enclosed within single quotes.

A user can change an account number, or specify an account number if
one has not been specified, using the TSO/E logon panel. RACF
checks the user’s authorization to the specified account number. If the
user is authorized to use the account number, RACF stores the account
number in the TSO segment of the user’s profile, and TSO/E uses it as
a default value the next time the user logs on to TSO/E. Otherwise,
RACF denies the use of the account number.

Note: When you define an account number on TSO, you can specify
1-40 characters. When you define a TSO account number to
RACEF, you can specify only 1-39 characters.

NOACCTNUM
Specifies that you want to delete the user’s default account number. If
you delete the default account number from a user’s profile, RACF uses
a default value consistent with current TSO defaults when the user logs
on to TSO.

COMMAND(command-issued-at-logon)
Specifies the command to be run during TSO/E logon. TSO/E uses
this field to prime the COMMAND field of the logon panel. The
command value can contain 1-80 characters and consist of any
characters. You can enter the value with or without single quotes
depending on the following rules:

» If the command value contains parentheses, commas, blanks, or
semicolons, enclose the character string in single quotes. For
example, if the command value is (123), you must enter
COMMAND('(123)").

 If a single quote is intended to be part of the command value,
you must use two single quotes together for each single quote
within the string, and the entire string must be enclosed within
single quotes.

Both uppercase and lowercase are accepted and maintained in the
case in which they are entered. A user can change the command
value, or specify a command if one has not been specified, using
the TSO/E logon panel.

Note: It is recommended that you use this command for a user
who is logged off. If you change the command value for a
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currently logged-on user ID, the change is overwritten by the
TSO/E logoff command processor when the user ID is
logged off.

NOCOMMAND
Deletes any COMMAND data that was previously saved in the
RACF database for this user ID.

Note: When you delete this field for a currently logged-on user ID,
the field is overwritten by the TSO/E logoff command
processor when the user ID is logged off.

DEST | NODEST

DEST (destination-id)
Specifies the default destination to which the user can route
dynamically allocated SYSOUT data sets. The specified value must
be 1-7 alphanumeric characters, beginning with an alphabetic or
national character.

NODEST
Specifies that you want to remove any default destination
information for this user. Without explicit action by the user to route
SYSOUT, the SYSOUT for this user is printed at your system
default print location.

HOLDCLASS(hold-class) | NOHOLDCLASS

HOLDCLASS(hold-class)
Specifies the user’s default hold class. The specified value must be
1 alphanumeric character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do
not specify a value for HOLDCLASS, RACF uses a default value
consistent with current TSO defaults.

NOHOLDCLASS
Specifies that you want to delete the default hold class from the
TSO segment of the user’s profile. If you delete the default hold
class from a user’s profile, RACF uses a default value consistent
with current TSO defaults when the user logs onto TSO.

JOBCLASS(job-class) | NOJOBCLASS

JOBCLASS(job-class)
Specifies the user’s default job class. The specified value must be 1
alphanumeric character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do
not specify a value for JOBCLASS, RACF uses a default value
consistent with current TSO defaults.

NOJOBCLASS
Specifies that you want to delete the default job class from the TSO
segment of the user’s profile. If you delete the default job class
from a user’s profile, RACF uses a default value consistent with
current TSO defaults when the user logs on to TSO.

MAXSIZE(maximum-region-size) | NOMAXSIZE

MAXSIZE(maximum-region-size)
Specifies the maximum region size that the user can request at
logon. The maximum region size is the number of 1024-byte units
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of virtual storage that TSO can create for the user’s private address
space. The specified value must be an integer in the range of 0
through 65535 if the database is shared with any MVS/370
systems, or 0 through 2096128 if the database is not shared with
any MVS/370 systems.

If you specify the TSO operand on the ALTUSER command but do
not specify a value for MAXSIZE, or specify MAXSIZE(0), RACF
uses a default value consistent with current TSO defaults.

If values are specified for both MAXSIZE and SIZE and SIZE is
greater than MAXSIZE, RACF sets SIZE equal to MAXSIZE. If a
value is specified for only SIZE or MAXSIZE and SIZE is greater
than MAXSIZE, the operand is ignored.

If your installation is sharing a database between MVS and VM, the
administrator is allowed to specify the largest possible value. If your
installation is sharing a database between MVS systems, and one
of the systems sharing the database is an MVS/370 system, the
administrator must not specify a value greater than 65535.

NOMAXSIZE
Specifies that you want to delete the maximum region size from the
TSO segment of the user’s profile. If you delete the maximum
region size from a user’s profile, RACF uses a default value
consistent with current TSO defaults when the user logs on to TSO.

MSGCLASS(message-class) | NOMSGCLASS

MSGCLASS(message-class)
Specifies the user’s default message class. The specified value
must be 1 alphanumeric character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do
not specify a value for MSGCLASS, RACF uses a default value
consistent with current TSO defaults.

NOMSGCLASS
Specifies that you want to delete the default message class from
the TSO segment of the user’s profile. If you delete the default
message class from a user’s profile, RACF uses a default value
consistent with current TSO defaults when the user logs on to TSO.

PROC | NOPROC

PROC(logon-procedure-name)
Specifies the name of the user’s default logon procedure when
logging on through the TSO/E logon panel. The name you specify
must be 1-8 alphanumeric characters and begin with an alphabetic
character. The name must also be defined as a profile in the
TSOPROC general resource class, and the user must be granted
READ access to the profile. Otherwise, the user cannot log on to
TSO using the specified logon procedure.

A user can change a logon procedure, or specify a logon procedure
if one has not been specified, using the TSO/E logon panel. RACF
checks the user’s authorization to the specified logon procedure. If
the user is authorized to use the logon procedure, RACF stores the
name of the procedure in the TSO segment of the user’s profile,
and TSO/E uses it as a default value the next time the user logs on
to TSO/E. Otherwise, RACF denies the use of the logon procedure.
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NOPROC
Specifies that you want to delete the default logon procedure from
the TSO segment of the user’s profile. If you delete the default
logon procedure from a user’s profile, RACF uses a default value
consistent with current TSO defaults when the user logs on to TSO.

SECLABEL | NOSECLABEL

SECLABEL(security-label)
Specifies the user’s security label if the user specifies one on the
TSO logon panel.

NOSECLABEL
Specifies that you want to delete the security label from the TSO
segment of the user’s profile. If you delete the security label from a
user's TSO segment, RACF uses the security label in the user’s
profile the next time the user logs on to TSO.

SIZE | NOSIZE

SIZE(default-region-size)
Specifies the minimum region size if the user does not request a
region size at logon. The default region size is the number of
1024-byte units of virtual storage available in the user’s private
address space at logon. The specified value must be an integer in
the range of 0 through 65535 if the database is shared with any
MVS/370 systems, or 0 through 2096128 if the database is not
shared with any MVS/370 systems.

A user can change a minimum region size, or specify a minimum
region size if one has not been specified, using the TSO/E logon
panel. RACF stores this value in the TSO segment of the user’s
profile, and TSO/E uses it as a default value the next time the user
logs on to TSO/E.

If values are specified for both MAXSIZE and SIZE and SIZE is
greater than MAXSIZE, RACF sets SIZE equal to MAXSIZE. If a
value is specified for only SIZE or MAXSIZE and SIZE is greater
than MAXSIZE, the operand is ignored.

If your installation is sharing a database between MVS and VM, the
administrator is allowed to specify the largest possible value. If your
installation is sharing a database between MVS systems, and one
of the systems sharing the database is an MVS/370 system, the
administrator must not specify a value greater than 65535.

NOSIZE
Specifies that you want to delete the default minimum region size
from the TSO segment of the user’s profile. If you delete the default
minimum region size from a user’s profile, RACF uses a default
value consistent with current TSO defaults when the user logs on to
TSO.

SYSOUTCLASS(sysout-class) | NOSYSOUTCLASS

SYSOUTCLASS(sysout-class)
Specifies the user’s default SYSOUT class. The specified value
must be 1 alphanumeric character, excluding national characters.

If you specify the TSO operand on the ALTUSER command but do
not specify a value for SYSOUTCLASS, RACF uses a default value
consistent with current TSO defaults.
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NOSYSOUTCLASS
Specifies that you want to delete the default SYSOUT class from
the TSO segment of the user’s profile. If you delete the default
SYSOUT class from a user’s profile, RACF uses a default value
consistent with current TSO defaults when the user logs on to TSO.

UNIT | NOUNIT

UNIT(unit-name)
Specifies the default name of a device or group of devices that a
procedure uses for allocations. The specified value must be
1-8-alphanumeric characters.

NOUNIT
Specifies that you want to delete the default name of a device or
group of devices that a procedure uses for allocations from the TSO
segment of the user’s profile. If you delete this name from a user’s
profile, RACF uses a default value consistent with current TSO
defaults when the user logs on to TSO.

USERDATA | NOUSERDATA

USERDATA(user-data)
Specifies optional installation data defined for the user. The
specified value must be 4 EBCDIC characters; valid characters are
0 through 9 and A through F.

Note: When you change this value for a currently logged-on user
ID, the change is overwritten by the TSO logoff command
processor when the user ID is logged off.

NOUSERDATA
Specifies that you want to delete the installation data previously
defined for a user.

NOTSO
Specifies that you are revoking a user’s authority to use TSO. RACF
deletes TSO logon information from the RACF database for the specified
user. However, if the user ID is currently logged on, when the user issues
the LOGOFF command the TSO logoff processor restores the TSO
segment with default values (except for the USERDATA field which is set to
the user’s current value). To prevent the TSO segment from being restored,
the user ID should be logged off before issuing the ALTUSER NOTSO
command.

When you specify NOTSO, the result is the same as if you issue the TSO
ACCOUNT command with the DELETE subcommand.

UACC(access-authority)
Specifies the new default universal access authority for all new resources the
user defines while connected to the specified default group. The universal
access authorities are ALTER, CONTROL, UPDATE, READ, and NONE. (RACF
does not accept EXECUTE access authority with the ALTUSER command.) If
you specify UACC without a value, RACF ignores the operand.

This option is group-related. If the user is connected to other groups, the user
can have a different default universal access authority in each group.

Note: When an MVS user (who has the ADSP attribute or specifies the
PROTECT parameter on a JCL DD statement) enters the system using
the group specified in the GROUP operand as the current connect
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group, RACF assigns this default universal access authority to any data
set or tape volume RACF profiles the user defines.

UAUDIT | NOUAUDIT

UAUDIT
Specifies that RACF is to log all RACROUTE REQUEST=AUTH and
RACROUTE REQUEST=FASTAUTH services that are eligible for logging,
and all RACROUTE REQUEST=DEFINE services issued for the user, and
all RACF commands (except SEARCH, LISTDSD, LISTGRP, LISTUSER,
and RLIST) issued by the user. (When you change a user profile and omit
both UAUDIT and NOUAUDIT, the default is NOUAUDIT.)

You must have the AUDITOR attribute, or the user profile must be within
the scope of a group in which you have the group-AUDITOR attribute, in
order to enter the UAUDIT operand.

If an unauthorized user specifies UAUDIT on the ALTUSER command, none
of the operands on the command is processed. RACF issues ICH21005I
NOT AUTHORIZED TO SPECIFY UAUDIT, OPERAND IGNORED. The
System Action states “RACF ignores the operand and continues processing
with the next operand”. RACF verifies other operands, but does not process
any of them. For more information, see [z/0S Security Server RACH
[Messages and Codes

NOUAUDIT
Specifies that no UAUDIT logging is to be performed. This operand does
not override any other auditing options (for example, CMDVIOL specified on
SETROPTS) that might be in effect.

You must have the AUDITOR attribute, or the user profile must be within
the scope of a group in which you have the group-AUDITOR attribute, to
enter the NOUAUDIT operand.

WHEN([DAY S(day-info)][TIME(time-info)])
Specifies the days of the week and the hours in the day when the user is
allowed to access the system from a terminal. The day-of-week and time
restrictions apply only when a user logs on to the system; that is, RACF does
not force the user off the system if the end-time occurs while the user is logged
on. Also, the day-of-week and time restrictions do not apply to batch jobs; the
user can submit a batch job on any day and at any time.

If you specify the WHEN operand, you can restrict the user’s access to the

system to certain days of the week and to a certain time period within each day.

For example, you can restrict a user’'s access to any one of the following:

* From 9:00 a.m. to 5:00 p.m. (0900:1700); this would be a daily restriction
since days were not also specified.

* Monday through Friday; this restriction applies for all 24 hours of Monday,
Tuesday, Wednesday, Thursday, and Friday.

* Monday through Friday from 9:00 a.m. to 5:00 p.m. (0900:1700)

Note: You cannot specify more than one combination of days and times, even
through multiple ALTUSER commands. For example, if you specify:

ALTUSER user_ID WHEN(DAYS(MONDAY TUESDAY) TIME(0100:0500))
ALTUSER user_ID WHEN(DAYS(THURSDAY) TIME(6200:0500))

the result is that user_ID is allowed to access the system only on

Thursday from 2:00 to 5:00; the preceding DAYS (MONDAY TUESDAY)
and TIME (0100:0500) operands are overwritten.
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To allow a user to access the system only on certain days, specify
DAY S(day-info), where day-info can be any one of the following:

ANYDAY
Specifies that the user can access the system on any day.

WEEKDAYS
Specifies that the user can access the system only on weekdays (Monday
through Friday).

aay ...
Specifies that the user can access the system only on the days specified,
where day can be MONDAY, TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY, or SUNDAY, and you can specify the days in any
order.

To allow a user to access the system only during a certain time period of each
day, specify TIME(time-info), where time-info can be any one of the following:

ANYTIME
Specifies that the user can access the system at any time.

start-time:end-time
Specifies that the user can access the system only during the specified time
period. The format of both start-time and end-time is hhmm, where hh is the
hour in 24-hour notation (00 through 23) and mm is the minutes (00 through
59). Note that 0000 is not a valid time value.

If start-time is greater than end-time, the interval spans midnight and
extends into the following day.

If you omit DAYS and specify TIME, the time restriction applies to any
day-of-week restriction already indicated in the profile. If you omit TIME and
specify DAYS, the day restriction applies to the time restriction already indicated
in the profile. If you specify both DAYS and TIME, the user can access the
system only during the specified time period and only on the specified days.

If you omit both DAYS and TIME, the time and day restriction remains as it was
in the profile.

WORKATTR | NOWORKATTR

WORKATTR
Specifies the user-specific attributes of a unit of work.

z/OS elements or features such as APPC, WLM, and z/OS UNIX System
Services might use the WORKATTR segment.

These operands are used by APPC/MVS for SYSOUT created by APPC
transactions.

WAACCNT(account-number) | NOWAACCNT
Specifies an account number for APPC/MVS processing.

You can specify a maximum of 255 EBCDIC characters. Use the
following rules when entering a value for this field:

+ If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data
is (123), you must enter WAACCNT' (123)').
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» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

NOWAACCNT deletes the account number from the user profile.

WAADDRn(address-line-n) | NOWAADDRnN
Where n can be from 1 to 4, address-line-n specifies other address
lines for SYSOUT delivery. For each line of the address you can specify
a maximum of 60 EBCDIC characters. Both uppercase and lowercase
are accepted and maintained in the case in which they are entered.

Use the following rules when entering a value for this field:

 If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data
is (123), you must enter WAADDR(' (123)').

» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

NOWAADDR deletes address line n from the user profile.

WABLDG(building) | NOWABLDG
Specifies the building that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase
and lowercase are accepted and maintained in the case in which they
are entered.

Use the following rules when entering a value for this field:

 If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data
is (123), you must enter WABLDG (' (123)"').

» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

NOWABLDG deletes the building from the profile.

WADEPT(department) | NOWADEPT
Specifies the department that SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase
and lowercase are accepted and maintained in the case in which they
are entered.

Use the following rules when entering a value for this field:

 If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data
is (123), you must enter WADEPT (' (123)"').

+ If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

NOWADEPT deletes the department from the profile.

WANAME(name) | NOWANAME
Specifies the name of the user SYSOUT information is to be delivered
to.
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You can specify a maximum of 60 EBCDIC characters. Both uppercase
and lowercase are accepted and maintained in the case in which they
are entered.

Use the following rules when entering a value for this field:

 If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data
is (123), you must enter WANAME (' (123)').

» If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

NOWANAME deletes the name from the profile.

WAROOM(room) | NOWAROOM

Specifies the room SYSOUT information is to be delivered to.

You can specify a maximum of 60 EBCDIC characters. Both uppercase
and lowercase are accepted and maintained in the case in which they
are entered.

Use the following rules when entering a value for this field:

 If the data contains parentheses, commas, blanks, or semicolons,
enclose the character string in single quotes. For example, if the data
is (123), you must enter WAROOM( ' (123)').

 If a single quote is intended to be part of the data, you must use two
single quotes together for each single quote within the string, and the
entire string must be enclosed within single quotes.

NOWAROOM deletes the room from the profile.

NOWORKATTR
Specifies that you want to delete the work attributes previously defined for a
user.

Examples

Table 14. ALTUSER Examples
Example 1 Operation

Known

Command
Defaults
Example 2 Operation

Known

Command
Defaults

User IAO wants to alter the level of group authority from USE to CREATE for
user DAFO in the user’s (DAFQ’s) default group so user DAFO can define
generic profiles for data sets in group RESEARCH.

User IAO is the owner of user DAFO and has JOIN authority in the group
RESEARCH.

The default group for user DAFO is RESEARCH.

User IAO wants to issue the command as a RACF TSO command.
ALTUSER DAFO AUTHORITY (CREATE)

GROUP(RESEARCH)

User CDO wants to correct his name and change his default group to
PAYROLL.

The default group for user CDO is RESEARCH.

User CDO has USE authority in the group PAYROLL.

User CDO wants to issue the command as a RACF TSO command.
ALTUSER CDO NAME (CDAVIS) DFLTGRP(PAYROLL)
None

Chapter 5. RACF Command Syntax 169



ALTUSER

Table 14. ALTUSER Examples (continued)
Example 3 Operation

Known

Command

Defaults

Example 4 Operation

Known

Command
Results

Example 5 Operation

Known

Command
Defaults

Example 6 Operation

170

Known

Command
Defaults

User IAO wants to add the FINANCIAL category and the CONFIDENTIAL
security level to user ESH25’s profile and restrict the user’s access to the
system to weekdays from 8:00 a.m. to 8:00 p.m.

User IA0 is connected to group PAYROLL with the group-SPECIAL attribute.
Group PAYROLL is user ESH25’s default group.

User IA0’s profile includes the FINANCIAL category and the CONFIDENTIAL
security level. The FINANCIAL category and the CONFIDENTIAL security level
have been defined to RACF.

User IAO wants to issue the command as a RACF TSO command.

ALTUSER ESH25 ADDCATEGORY (FINANCIAL) SECLEVEL(CONFIDENTIAL)

WHEN (DAYS (WEEKDAYS) TIME (0800:2000))

None

User RADMO02 wants to revoke the user ID of an employee, user D5819, who
will be on vacation for three weeks, starting on August 5, 1994. User RADMO02
wants to direct the command to run at the local node under the authority of
user HICKS and prohibit the command from being automatically directed to
other nodes.

Users RADMO02 and HICKS have the SPECIAL attribute. Today’s date is
August 3, 1994. User RADMO02 wants to issue the command as a RACF TSO
command. Users RADMO02 and HICKS have an already established user ID
association.

ALTUSER D5819 REVOKE(8/5/94) RESUME(8/26/94) ONLYAT(.HICKS)

The command is only processed on the local node and not automatically
directed to any other nodes in the RRSF configuration.

User RGBO01 wants to remove all class authorities and the AUDITOR attribute
from USER1, and wants to audit all activity by user USER1.

User RGBO1 has the SPECIAL and AUDITOR attributes.

User USER1 is an existing user.

User RGBO01 wants to issue the command as a RACF TSO command.

ALTUSER USER1 NOCLAUTH(USER TERMINAL) NOAUDITOR UAUDIT

None

User RADMIN wants to change the installation-defined information contained in
the SJR1 user ID entry, and delete the model name information.

User RADMIN is the owner of user ID SJR1. User RADMIN wants to issue the
command as a RACF TSO command.

ALTUSER SJR1 DATA('RESOURCE USAGE ADMINISTRATOR NAME TOM P.') NOMODEL
None
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Table 14. ALTUSER Examples (continued)
Example 7 Operation User VROGERS wants to change default TSO logon information for user
BNORTH. User BNORTH requires the following changes:
* A new TSO account number, 12345
* A new TSO logon procedure, LPROC12
¢ A new SYSOUT data set destination, BL2030
* Anew SYSOUT class, Z
* A new maximum region size, 18000.
Known . yser VROGERS has the SPECIAL attribute.
» User BNORTH has been defined to RACF with authority to use TSO.

* 12345 has been defined to RACF as a profile in the ACCTNUM general
resource class, and user BNORTH has been given READ access to this
profile.

* LPROC12 has been defined to RACF as a profile in the TSOPROC general
resource class, and user BNORTH has been given READ access to this
profile.

» User VROGERS wants to issue the command as a RACF TSO command.

Command ALTUSER BNORTH TSO(ACCTNUM(12345) PROC(LPROC12) DEST(BL2030)

SYSOUTCLASS(Z) MAXSIZE(18000))

Defaults None
Example 8 Operation User MIKEM wants to make the following changes to the profile for user

MARTIN:

» Change the default DFP management class to MGMT617

» Change the default DFP storage class to STOR533

» Delete the default DFP data application.

Known . yser MIKEM has the SPECIAL attribute.

» User MARTIN has been defined to RACF, and MARTIN’s user profile
contains a DFP segment.

« MGMT617 has been defined to RACF as a profile in the MGMTCLAS
general resource class, and user MARTIN has been given READ access to
this profile.

* STOR533 has been defined to RACF as a profile in the STORCLAS general
resource class, and user MARTIN has been given READ access to this
profile.

» User MIKEM wants to issue the command as a RACF TSO command.

Command ALTUSER MARTIN DFP(MGMTCLAS (MGMT617) STORCLAS(STOR533) NODATAAPPL))
Defaults None
Example 9 Operation A user with SPECIAL authority wants to make existing z/OS UNIX System
Services user CSMITH a superuser and delete PROGRAM from CSMITH’s
profile so that the default z/OS UNIX shell program is used when CSMITH
enters the TSO/E command OMVS.
Known User CSMITH is already defined to OMVS. The user with SPECIAL authority
wants to issue the command as a RACF TSO command.
Command ALTUSER CSMITH OMVS(UID(®) NOPROGRAM)
Defaults None
Example 10 Operation A user with SPECIAL authority wants to make existing z/ZOS UNIX System

Services DCE user, CSMITH, a z/OS UNIX System Services superuser and

change the HOMECELL name to /.../hootie.scarol.ibm.com.

Known The DCE UUID for the /.../hootie.scarol.ibm.com cell is 003456ab-ecb7-7de3-
ebda-95531ed63dae.
Command ALTUSER CSMITH OMVS(UID(®)) +  DCE(HOMECELL('/.../hootie.scarol.ibm.com")

+ HOMEUUID(003456ab-ech7-7de3-ebda-95531ed63dae))

Defaults None
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Table 14. ALTUSER Examples (continued)

Example 11

Example 12

Example 13

Example 14

Example 15

Example 16

Operation
Known

Command
Defaults
Operation
Known

Command

Defaults
Operation
Known
Command

Defaults
Operation

Known
Command

Defaults
Operation

Known

Command

Defaults
Operation

Known

Command
Defaults

A help desk consultant wants to reset a user’s password.
» The consultant is authorized to reset passwords

* The consultant’'s RACF User ID (or RACF group associated with the help
desk consultant’s user ID) has been permitted by the security administrator
with READ access to the RACF FACILITY class profile
IRR.PASSWORD.RESET.

» The help desk consultant is resetting user JIMBOB'’s password.

ALTUSER JIMBOB PASSWORD(TEMPO12X)
EXPIRED
A help desk consultant wants to reset an application’s password.
A help desk consultant has been authorized to reset passwords. The
consultant’'s RACF user ID (or the RACF group associated with the
consultant’s user ID) has been permitted by the security administrator with
UPDATE access to the RACF FACILITY class profile IRR.PASSWORD.RESET.

In this example, at the request of operations personnel, the consultant is
resetting the user ID associated with an application called CUSTAPP.

The consultant uses the NOEXPIRED operand so the application user ID
(CUSTAPRP in this example) does not need to change the password when it is
logged on.

To reset the application’s password, the consultant enters:

ALTUSER CUSTAPP PASSWORD(STBRO1R) NOEXPIRED
Note: the password value STBRO1R must satisfy the password quality rules
enforced by both SETROPTS and ICHPWXO01.
None
User RACFADM with SPECIAL or UPDATE authority requests the alteration of
a RACF user to add Lotus Notes information and to delete the NDS segment
from the user’s profile.
User RACFADM has SPECIAL authority or UPDATE authority to the desired
field within the segment.
ALTUSER PCUSER2 LNOTES (SNAME(B.B.SMITH)) NONDS
None
User RACFADM with SPECIAL authority adds the user IDs PUBLIC,
RACFUQO, and USERO04. The user ID PUBLIC is then altered and is assigned
RESTRICTED access.
User RACFADM has SPECIAL authority.

ADDUSER (PUBLIC RACFUOGO USER004)
ALTUSER PUBLIC RESTRICTED
ADDSD 'RACFU0O.+*"' UACC(READ)

RACFUO00, USERO004, and PUBLIC have NORESTRICTED access by default.
An existing user, whose RACF user profile is RONTOMS, is defining a Security
Server Network Authentication Service account within the local realm.
MAXTKTLFE is not specified, so the value specified on the definition of the
local realm KERBDFLT in the REALM class is used.

User RONTOMS wants to alter his user profile in order to add Security Server
Network Authentication Service information.

ALTUSER RONTOMS KERB(KERBNAME('KerberizedUser'))

PASSWORD (BUNG21R) NOEXPIRED

None

User RACFADMIN issues a command to delete the profile that references the
EIM domain in the LDAPBIND class for user MRSERVER.

The profile in the LDAPBIND class that defines the EIM LDAP values is no
longer required for EIM processing

ALTUSER MRSERVER EIM(NOLDAPPROF)

None
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CONNECT (Connect User to Group)

Purpose

Use the CONNECT command to connect a user to a group, modify a user’s
connection to a group, or assign the group-related user attributes. If you are
creating a connection, defaults are available as stated for each operand. If you are

modifying an existing connection, no defaults apply.

Note: RACEF interprets dates with 2 digit years in the following way. YY represents
the 2 digit year.

IF 70 <

YY <= 99 THEN

The date is interpreted as 19YY

IF 00 <= YY <= 70 THEN

The date is interpreted as 20YY

Issuing Options
The following table identifies the eligible options for issuing the CONNECT

command:

Table 15. How the CONNECT Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15

For information on issuing this command as a RACF operator command,
refer to |Chapter 4, “RACF operator commands” on page 21l You must be
logged on to the console to issue this command as a RACF operator
command.

Related Commands
+ To list a user's connections groups, see [‘LISTUSER (List User Profile)” on|

+ To list the users connected to a group, see|[‘LISTGRP (List Group Profile)” on|

+ To remove a user from a group, see[‘REMOVE (Remove User from Group)” on|

Authorization Required
The specified users and group must already be defined to RACF.

When issuing the CONNECT command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See

[z/0S Security Server RACF Security Administrator’s Guidg for further information.

To use the CONNECT command, you must have at least one of the following:
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Syntax

Parameters

* The SPECIAL attribute

* The group-SPECIAL attribute in the group
* The ownership of the group

* JOIN or CONNECT authority in the group

You cannot give a user a higher level of authority in the group than you have.

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user ID
association must be established between the specified node.userid pair(s) if the
user IDs are not identical.

Note: If a user is added to a RACF group as a result of a CONNECT command
while the user is logged on, the user must logoff and logon again to use that
authority to access resources in classes that have been RACLISTed. In
addition, started tasks have to STOP and START to use the new authority.
This might include started tasks such as JES2 or JESS.

For the key to the symbols used in the command syntax diagrams, see
[RACF commands and operands” on page 9| The complete syntax of the CONNECT
command is:

[subsystem-prefix{ CONNECT | CO}

(userid ...)

[ ADSP | NOADSP ]

[ AT( [ node ] .userid ...) | ONLYAT( [ node ] .userid ...) ]
[ AUDITOR | NOAUDITOR ]

[ AUTHORITY (group-authority) 1

[ GROUP(group-name) ]

[ GRPACC | NOGRPACC ]

[ OPERATIONS | NOOPERATIONS ]
[ OWNER(userid or group-name) ]

[ RESUME [ (date)] ]

[ REVOKE [ (date)] ]

[ SPECIAL | NOSPECIAL ]

[ UACC [ (access-authority) ] 1

Note: For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15|

For information on issuing this command as a RACF operator command,
refer to |Chapter 4, “RACF operator commands” on page 21l

subsystem-prefix
specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
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subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

userid
specifies the RACF-defined user to be connected to, or modified in, the group
specified in the GROUP operand. If you are specifying more than one user, you
must enclose the user IDs in parentheses.

In general, the maximum number of users you can connect to one group is
5957. See |z/0S Security Server RACF Macros and Interfaces|for information
about how to determine the exact maximum number.

The exception to this is a group that has been defined as a UNIVERSAL group.
A UNIVERSAL group may have an unlimited number of users, with USE
authority, connected to it for the purpose of resource access.

The number of users in a universal group with authority higher than USE, or
with the attributes SPECIAL, OPERATIONS or AUDITOR at the group level, is
still limited to 5957.

When displayed with the LISTGRP command, not all members of a
UNIVERSAL group will be listed. Only users with authority higher than USE or
with the attributes SPECIAL, OPERATIONS or AUDITOR at the group level will
be shown in the member list.

This operand is required and must be the first operand following CONNECT.
ADSP | NOADSP

ADSP
specifies that when the user is connected to this group, all permanent tape
and DASD data sets created by the user is RACF-protected by discrete
profiles.

RACEF ignores the ADSP attribute at LOGON/job initiation if SETROPTS
NOADSRP is in effect.

NOADSP
specifies that the user is not to have the ADSP attribute. If you are creating
a connection and omit both ADSP and NOADSP, NOADSP is the default. A
user attribute of ADSP specified on the ADDUSER or ALTUSER command
overrides NOADSP as a connect attribute.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.
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If node is not specified, the command is directed only to the local node.
AUDITOR | NOAUDITOR

AUDITOR
specifies that the user is to have the group-AUDITOR attribute when
connected to this group.

To enter the AUDITOR operand, you must have either the SPECIAL
attribute or the group-SPECIAL attribute in the group to which you are
connecting or modifying the user’s profile.

NOAUDITOR
specifies that the user is not to have the group-AUDITOR attribute when
connected to this group. When you are creating a connection and omit both
AUDITOR and NOAUDITOR, NOAUDITOR is the default. If you are
modifying an existing connection, you must have either the SPECIAL
attribute or the group-SPECIAL attribute in the group in which you are
modifying the user’s profile.

A user attribute of AUDITOR specified on the ADDUSER or ALTUSER
command overrides NOAUDITOR as a connect attribute.

AUTHORITY(group-authority)
specifies the level of authority the user is to have in the group. The valid group
authority values are USE, CREATE, CONNECT, and JOIN, as described in
I'Group authorities” on page 13| If you are creating a connection and omit
AUTHORITY or enter it without a value, the default is USE.

You cannot give a user a higher level of authority in the group than you have.

GROUP(group-name)
specifies a RACF-defined group. If you omit this operand, the user is connected
to or modified in your current connect group.

Note: RACF allows you to connect a user to more than 300 groups, which is
the same as NGROUPS_MAX variable defined in the POSIX standard,
but when z/OS UNIX group information is requested, only up to the first
300 z/OS UNIX groups that have GIDs are associated with the process
or user.

The first 300 z/OS UNIX groups that have GIDs to which a user is connected
are used by z/0OS UNIX . LISTUSER displays the groups in the order that
RACF examines them when determining which of the user’s groups are z/OS
UNIX groups.

In addition, the number of users connected to a group should be within the
limits allowed by the NFS Client for remote access to files. See |z/0S UNIX
[System Services Planning|for information on NGROUPS_MAX.

GRPACC | NOGRPACC

GRPACC
specifies that when the user is connected to this group, any group data sets
defined by the user are automatically accessible to other users in the group.
The group whose name is used as the high-level qualifier of the data set
name (or the qualifier supplied by a command installation exit) has UPDATE
access authority to the data set.

NOGRPACC
specifies that the user is not to have the GRPACC attribute. If you are
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creating a connection and omit both GRPACC and NOGRPACC,
NOGRPACC is the default. A user attribute of GRPACC specified on the
ADDUSER or ALTUSER command overrides NOGRPACC as a connect
attribute.

OPERATIONS | NOOPERATIONS

OPERATIONS
specifies that the user is to have the group-OPERATIONS attribute when
connected to this group. The group-OPERATIONS user has authorization to
do maintenance operations on all RACF-protected DASD data sets, tape
volumes, and DASD volumes within the scope of the group unless the
access list for a resource specifically limits the OPERATIONS user to an
access authority that is less than the operation requires.

You establish the lower access authority for the group-OPERATIONS user
through the PERMIT command.

To enter the OPERATIONS operand, you must have the SPECIAL attribute
or the group-SPECIAL attribute in the group to which you are connecting or
modifying the user’s profile.

NOOPERATIONS
specifies that the user is not to have the group-OPERATIONS attribute in
this group. If you are creating a connection and omit both OPERATIONS
and NOOPERATIONS, NOOPERATIONS is the default. If you are modifying
an existing connection, you must have the SPECIAL attribute or the
group-SPECIAL attribute in the group in which you are modifying the user’s
profile.

A user attribute of OPERATIONS specified on the ADDUSER or ALTUSER
command overrides NOOPERATIONS as a connect attribute.

OWNER(userid or group-name)
specifies a RACF-defined user or group to be assigned as the owner of the
connect profile. If you are creating a connection and you do not specify an
owner, you are defined as the owner of the connect profile.

RESUME([(date)]
specifies that the user, when connected to the group specified on the GROUP
operand, is to be allowed to access the system again. You normally use
RESUME to restore access to the system that has been prevented by a prior
REVOKE operand. (RESUME, using the current date, is also the default when
you are using the CONNECT command to create an initial connection between
a user and this group.)

If you specify a date, RACF does not allow the user to access the system until
the date you specify. The date must be a future date; if it is not, you are
prompted to provide a future date.

During the time between when you specify the RESUME and the date when the
RESUME takes effect, the RESUME is called a pending RESUME.

You specify a date in the form mm/dd/yy, and you need not specify leading
zeros; specifying 9/1/94 is the same as specifying 09/01/94. The date must be a
future date; if it is not, you are prompted to provide a future date. RACF
interprets dates as 20yy when yy is less than 71, and 19yy when yy is 71 or
higher. So, 09/01/94 would be in the year 1994, and 09/01/14 would be in the
year 2014.
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If you specify RESUME without a date, the RESUME takes effect immediately.
Specifying RESUME without a date overrides any pending RESUME and any
pending REVOKE.

When no REVOKE is in effect for the user, RACF ignores the RESUME
operand and issues a message.

Notes:

1. If you use the ALTUSER command to issue a REVOKE for a user, you must
use the ALTUSER command to issue the corresponding RESUME. Issuing
RESUME on the CONNECT command does not restore access revoked on
the ALTUSER command.

2. If you specify both REVOKE(date) and RESUME(date), RACF acts on them
in date order. For example, if you specify RESUME(8/19/94) and
REVOKE(8/5/94), RACF prevents the user from accessing the system from
August 5, 1994, to August 18, 1994. On August 19, the user can again
access the system.

If a user is already revoked and you specify RESUME(8/5/94) and
REVOKE(8/19/94), RACF allows the user to access the system from August
5, 1994, to August 18, 1994. On August 19, RACF prevents the user from
accessing the system.

3. If RACF detects a conflict between REVOKE and RESUME (for example,
you specify both without a date), RACF uses REVOKE. If you specify,
without a date, only REVOKE or only RESUME, RACF clears both date
fields. When RACF revokes a user because of inactivity or invalid password
attempts, RACF also clears both date fields.

REVOKE[(date)]

specifies that RACF is to prevent the user from accessing the system by
attempting to connect to the group specified on the GROUP operand; the user’s
profile and data sets, however, are not deleted from the RACF database.

If you specify a date, RACF does not prevent the user from accessing the
system until the date you specify. The date must be a future date; if it is not,
you are prompted to provide a future date.

You specify a date in the form mm/dd/yy, and you need not specify leading
zeros; specifying 9/1/94 is the same as specifying 09/01/94. The date must be a
future date; if it is not, you are prompted to provide a future date. RACF
interprets dates as 20yy when yy is less than 71, and 19yy when yy is 71 or
higher. So, 09/01/94 would be in the year 1994, and 09/01/14 would be in the
year 2014. During any time between when you specify the REVOKE and the
date when the REVOKE takes effect, the REVOKE is called a pending revoke.

If you specify REVOKE without a date, the REVOKE takes effect the next time
the user tries to log on to the system. Specifying REVOKE without a date
overrides any pending REVOKE. (Note that RESUME works the same way; if
you specify RESUME without a date, it also overrides any pending REVOKE.)

When a REVOKE is already in effect for the user, RACF ignores the REVOKE
operand and issues a message.

Notes:

1. If you specify both REVOKE(date) and RESUME(date), RACF acts on them
in date order. For example, if you specify RESUME(8/19/94) and
REVOKE(8/5/94), RACF prevents the user from accessing the system from
August 5, 1994, to August 18, 1994. On August 19, the user can again
access the system.
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If a user is already revoked and you specify RESUME(8/5/94) and
REVOKE(8/19/94), RACF allows the user to access the system from August
5, 1994, to August 18, 1994. On August 19, RACF prevents the user from
accessing the system.

2. If RACF detects a conflict between REVOKE and RESUME (for example,
you specify both without a date), RACF uses REVOKE. If you specify,
without a date, only REVOKE or only RESUME, RACF clears both date
fields. When RACF revokes a user because of inactivity or invalid password
attempts, RACF also clears both date fields.

SPECIAL | NOSPECIAL

SPECIAL
specifies that the user is to have the group-SPECIAL attribute when
connected to this group. To enter the SPECIAL operand, you must have the
SPECIAL attribute or the group-SPECIAL attribute in the group to which you
are connecting or modifying the user’s profile.

NOSPECIAL
specifies that the user is not to have the group-SPECIAL attribute. If you
are creating a connection and omit both SPECIAL and NOSPECIAL,
NOSPECIAL is the default. If you are modifying an existing connection, you
must have the SPECIAL attribute or the group-SPECIAL attribute in the
group in which you are modifying the user’s profile.

A user attribute of SPECIAL specified on the ADDUSER or ALTUSER
command overrides NOSPECIAL as a connect attribute.

UACC][(access-authority)]

specifies the default value for the universal access authority for all new
resources the user defines while connected to the specified group. The
universal access authorities are ALTER, CONTROL, UPDATE, READ, and
NONE. (RACF does not accept EXECUTE access authority with the CONNECT
command.) If you are creating a connection and omit UACC or enter it without a
value, the default is NONE.

This option is group-related. The user can have a different default universal
access authority in each of the groups to which the user is connected. When a
user (who has the ADSP attribute or specifies the PROTECT parameter on a
JCL DD statement) enters the system using the group specified in the GROUP
operand as the current connect group, RACF assigns this default universal
access authority to any data set or tape volume RACF profiles the user defines.

Table 16. CONNECT Examples

Example 1

Operation User WJE10 wants to connect users AFG5 and GMD2 to group PAYROLL and

to make PAYROLL the owner of the connect profiles.
Known User WJE10 has JOIN authority to group PAYROLL.

User WJE10 is currently connected to group PAYROLL.

Users AFG5 and GMD2 are defined to RACF but not connected to group
PAYROLL.

User WJE10 wants to issue the command as a RACF TSO command.

Command CONNECT (AFG5 GMD2) OWNER(PAYROLL)

Defaults GROUP(PAYROLL) AUTHORITY(USE) UACC(NONE) NOADSP NOGRPACC
RESUME NOOPERATIONS NOSPECIAL NOAUDITOR
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Table 16. CONNECT Examples (continued)

Example 2 Operation

Known

Command

Defaults

Example 3 Operation
Known

Command
Defaults

User WRHO wants to CONNECT user PDJ6 to group RESEARCH with
CREATE authority and universal access of UPDATE. User WRHO wants to
direct the command to run under the authority of user EMWIN at node RALNC.
User EMWIN at RALNC has CONNECT authority to group RESEARCH.

RESEARCH is not the default group of user EMWIN at RALNC.

User PDJ6 is defined to RACF on node RALNC but is not connected to group
RESEARCH.

User WRHO wants to issue the command as a RACF TSO command.

WRHO0 and EMWIN at RALNC have an already established user ID
association.

CONNECT PDJ6 GROUP(RESEARCH) AUTHORITY(CREATE) UACC(UPDATE)

AT (RALNC.EMWIN)

NOGRPACC RESUME NOOPERATIONS NOSPECIAL NOAUDITOR NOADSP
OWNER(WRHO0)

User IRBO1 wants to revoke the user ID of an employee, user D5819, who will
be on vacation for three weeks, starting on August 5, 1994.

User IRBO1 is the owner of the profile for user D5819. Today’s date is August
3, 1994. User IRBO1 wants to issue the command as a RACF operator
command, and the RACF subsystem prefix is @.

@CONNECT D5819 REVOKE(8/5/94) RESUME(8/26/94)

None
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DELDSD (Delete Data Set Profile)

Purpose

Use the DELDSD command to remove RACF protection from tape or DASD data
sets that are protected by either discrete or generic profiles.

When RACF-protection is removed from a data set protected by a discrete profile:

» The RACF indicator for the data set is turned off. For a DASD data set, the
indicator is in the DSCB for a non-VSAM data set or in the catalog entry for a
VSAM data set. For a tape data set, the indicator is in the TVTOC entry for the
data set in the corresponding TAPEVOL profile.

» The data set profile is deleted from the RACF database. (Note that the data set
itself is not physically deleted or scratched.)

If all the data sets in the TVTOC have expired, then RACF deletes the TAPEVOL
profiles and the associated tape DATASET profiles.

To remove RACF protection from a non-VSAM DASD data set that is protected by a
discrete profile, the data set must be online and not currently in use. For a VSAM
data set that is protected by a discrete profile, the catalog for the data set must be
online. The VSAM data set itself must also be online if the VSAM catalog recovery
option is being used. If the required data set or catalog is not online, the DELDSD
command processor requests that the volume be mounted if you have the TSO
MOUNT authority.

Changes made to discrete profiles take effect after the DELDSD command is
processed. Changes made to generic profiles do not take effect until one or more of
the following steps is taken:

e The user of the data set issues the LISTDSD command:
LISTDSD DA(data-set-protected-by-the-profile) GENERIC

Note: Use the data set name, not the profile name.
* The security administrator issues the SETROPTS command:
SETROPTS GENERIC(DATASET) REFRESH

See SETROPTS command for authorization requirements.
* The user of the data set logs off and logs on again.

Note: For more information, refer to |z/OS Security Server RACF Security|
lAdministrator’s Guide|

Issuing Options

The following table identifies the eligible options for issuing the DELDSD command:

Table 17. How the DELDSD Command Can be Issued

As a RACF TSO | As a RACF With Command | With Automatic | From the RACF

Command? Operator Direction? Command Parameter
Command? Direction? Library?

Yes Yes Yes Yes Yes

Note: For information on issuing this command as a RACF TSO command, refer to

[Chapter 3, “RACF TSO commands” on page 15[
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For information on issuing this command as a RACF operator command,
refer to [Chapter 4, “RACF operator commands” on page 21| You must be
logged on to the console to issue this command as a RACF operator
command.

Related Commands

+ To create a data set profile, see ['ADDSD (Add Data Set Profile)” on page 33|

» To change a data set profile, see ['ALTDSD (Alter Data Set Profile)” on page 9d.
» To display a data set profile, see |“LISTDSD (List Data Set Profile)” on page ZOOl
+ To obtain a list of data set profiles, see 'SEARCH (Search RACF Database)” on|

Authorization Required

Syntax

When issuing the DELDSD command as a RACF operator command, you might
require sufficient authority to the proper resource in the OPERCMDS class. See
[z/0OS Security Server RACF Security Administrator’s Guidefor further information.

To remove RACF protection from a data set or to delete a generic data set profile,
you must have sufficient authority over the data set. RACF performs authorization
checking in the following sequence until you meet one of these conditions:

¢ You have the SPECIAL attribute.

* The data set profile is within the scope of a group in which you have the
group-SPECIAL attribute.

* The high-level qualifier of the profile name (or the qualifier supplied by a
command installation exit) is your user ID.

* You are the owner of the profile.

For discrete profiles only:

* The data set is protected by a discrete profile, and you are on the access list
with ALTER authority.

* The data set is protected by a discrete profile, and your group or one of your
groups (if checking list of groups is active) is on the access list and has ALTER
authority.

* The data set is protected by a discrete profile, and the universal access authority
is ALTER.

To specify the AT keyword, you must have READ authority to the DIRECT.node
resource in the RRSFDATA class and a user ID association must be established
between the specified node.userid pair(s).

To specify the ONLYAT keyword you must have the SPECIAL attribute, the userid
specified on the ONLYAT keyword must have the SPECIAL attribute, and a user ID
association must be established between the specified node.userid pair(s) if the
user IDs are not identical.

For the key to the symbols used in the command syntax diagrams, see
[RACF commands and operands” on page 9| The complete syntax of the DELDSD
command is:

|[subsystem-prefiX{DELDSD | DD}
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(profile-name...)

[ AT( [ node] .userid ...) | ONLYAT( [ node ] .userid ...) ]

[ GENERIC | NOSET | SET ]

[ VOLUME(volume-serial) ]
Note: If you specify a profile name containing generic characters, RACF ignores the
VOLUME, SET and NOSET operands..

Notes:

1. For information on issuing this command as a RACF TSO command, refer to
[Chapter 3, “RACF TSO commands” on page 15|

2. For information on issuing this command as a RACF operator command, refer
to [Chapter 4, “RACF operator commands” on page 21}

Parameters

subsystem-prefix
specifies that the RACF subsystem is the processing environment of the
command. The subsystem prefix can be either the 1-8 character
installation-defined prefix for RACF or, if no prefix has been defined, the RACF
subsystem name followed by a blank. If the command prefix was registered with
CPF, you can use the MVS command D OPDATA to display it or you can contact
your RACF security administrator.

Only specify the subsystem prefix when issuing this command as a RACF
operator command. The subsystem prefix is required when issuing RACF
operator commands.

profile-name...
specifies the name of the discrete or generic profile. If you specify more than
one profile, the list must be enclosed in parentheses.

This operand is required and must be the first operand following DELDSD.

Note: Because RACF uses the RACF database and not the system catalog,
you cannot use alias data set names.

AT | ONLYAT
The AT and ONLYAT keywords are only valid when the command is issued as a
RACF TSO command.

AT([node].userid ...)
specifies that the command is to be directed to the node specified by node,
where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed to the local node.

ONLYAT([node].userid ...)
specifies that the command is to be directed only to the node specified by
node where it runs under the authority of the user specified by userid in the
RACF subsystem address space.

If node is not specified, the command is directed only to the local node.
GENERIC | NOSET | SET

GENERIC
specifies that RACF is to treat the profile name as a generic name, even if
it does not contain any generic characters.
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NOSET | SET
specifies whether the RACF indicator should be set off or not.

If the profile name contains a generic character or if you specify GENERIC,
RACEF ignores this operand.

NOSET
specifies that RACF is not to turn off the RACF indicator for the data
set.

Use NOSET when you are transferring a RACF-indicated data set to
another system where it is also to be RACF-protected. Leaving the
indicator on prevents unauthorized access to the data set until it can be
redefined on the new system. (To delete multiple data set profiles, see
Example 2 for the SEARCH command.)

When you specify NOSET for a tape data set protected by a discrete
profile, RAC